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Experiments

We find that state-of-the-art deepfake generators fail to generalize to the
DeepSpeak dataset, demonstrating that the dataset provides a new challenge
for benchmarking.

Real Fake Real Fake Real Fake Real Fake
Video 08.8 39.2 65.3 3.5 91.1 96.4 71.8 69.9
Audio 65.3 97.4 1.3 54.4 98.8 08.8 76.8 65.6

Table 2: Deepfake detection model accuracies (%) of nine state-of-the-art audio
models and four video models.

Experiments were conducted using a range of leading video, audio, and audio-
visual (combined) detection models; including FregNet [3] and GenCon ViT [4]
(video), RawNet2 [5] and Titanet embeddings with classifier head [6] (audio),
and lip-sync mismatch [7] (combined).

Discussion & Limitations

e Current state-of-the-art deepfake detectors struggle to generalize to newer,
more realistic generative models, highlighting the need for continuously
updated forensic benchmarks.

e DeepSpeak is designed as an evolving dataset, with planned future releases
to track advances in generative Al systems and emerging attack vectors.

e The current release is limited to English-speaking participants due to the lack
of high-quality multilingual deepfake generation tools.

e Dataset access is restricted and licensed only for defensive research and
reproducibility efforts to reduce misuse risks.
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