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Abstract

Statistical Toolsfor Digital Image Forensics

Alin C. Popescu

A digitally alteredimage,oftenleaving no visualcluesof having beentamperedvith,
canbeindistinguishabldrom anauthentidmage. The tampering however, may dis-
turb someunderlyingstatisticalpropertiesof the image. Underthis assumptionywe
propose ve techniqueghat quantify anddetectstatisticalperturbationgoundin dif-
ferentforms of tamperedmages:(1) re-sampledmages(e.g.,scaledor rotated);(2)
manipulateccolor Iter arrayinterpolatedmages;(3) doubleJPEGcompressedm-
ages;(4) imageswith duplicatedregions;and(5) imageswith inconsistennoisepat-
terns. Thesetechniquesvork in the absencef any embeddedvatermarksor signa-
tures.For eachtechniquewne developthetheoreticafoundation shaw its effectiveness
on credibleforgeries,and analyzeits sensitvity and robustnesso simple counter
attacks.
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Chapter 1

Intr oduction

During the pastdecade powerful computershigh-resolutiondigital camerasand sophisticated
photo-editingsoftware packagehave becomeaffordableandavailableto a large numberof peo-
ple. As aresult,it hasbecomefairly straightforward to createdigital forgeriesthat are hardto
distinguishfrom authenticphotographs.Theseforgeries,if usedin the massmediaor courtsof
law, canhave animportantimpacton our society For example,a photographtaken during the
2003Iraqwar waspublishedon the front pageof the Los AngelesTimes This photographhow-
ever, was not authentic:it was createdby digitally splicing togetherntwo differentphotographs.
Thetamperingwasdiscoveredby aneditorat TheHartford Courant who noticedthatsomeback-
groundpeopleappearedwice in the photograph Although the manipulationseemdgo have been
merelyintendedo improve the compositionof the photographthe photojournalistesponsibldor
it was red. Anotherhigh pro le caseof aforgeddigital imagethatcirculatedon the internetin
early 2004wasanimagedepictingSenatorJohnKerry andactresslaneFondasharinga stageat
a peacerally againstthe Vietnamwar!. Theimagemadequite animpact,as SenatorJohnKerry
wasrunningfor Presidenbf the United Statesandhis involvementn theanti-war movementcame
underattack.This photograplwasalsocreatedoy digitally splicingtogethertwo separatémages,
andwasexposedasa forgery whenthe photographethat took one of the original imagescame
forward. Theseincidents,andmary othersleadusto questionthe authenticityof the plethoraof
digital imagesthatwe areexposedo every day.

1.1 Image Tampering

Tamperingwith imagesis somethingneithernew, nor recent. Someof the mostwell known ex-
amplesof falsi cation of Im photographsfor example,datebackto the earlyyearsof theformer
Soviet Union, wherebothLenin andStalinhad“the enemief the people”removedfrom historic
records,Figure1.1. These,andsimilar, forgerieswere createdusingimagemanipulationssuch
asairbrushing re-touchingdodgingandburning,andcontrastandcolor adjustmentAirbrushing

1JaneFondawasa well known andcontroversial®gure with strongviews againstthe involvementof the United
Statedn thewar. After servingin thewar, JohnKerry spoke againstt andgotinvolvedin theanti-war movement



Figure 1.1: Shaovn ontheleft areoriginal photograph®f Lenin and Trotsky (top), andStalinand
Nikolai Yezhas (bottom). Showvn on the right are their alteredcounterpartswhere Trotsky and
several others(top),andYezhw (bottom)wereremoved.

works by sprayingwatercolorpaint with a small pressuregun shapedike a pencil by meansof
compressedir. Re-touchings usuallydoneby paintingoverthe Im with anextremely ne point
brush,andrequiresthe useof specialdyes. Dodgingandburning are manipulationghat change
theamountof exposurein a selectecareaof print: burningaddsexposurewhile dodgingreduces
it. Custommadephotographianasksareemployedwhendodgingor burning. The contrastand
color of analogimagesareadjustedhroughthe useof specialight Iters andphotographigaper
All thesemanipulationgequirea high degreeof technicalexpertiseandsophisticatealark room
equipmentwhich are,in generalputsidethereachof theaverageuser

During the pastfew yearsaffordable, high-resolutiondigital camerashave beenrapidly re-
placingtheir Im-based, analogcounterparts.In additionto this, the advent of low-cost, high-
performanceomputersandsophisticateghhoto-editingandcomputemgraphicssoftwareallow an
averageuserto do complec imagemanipulationsandcreatecredibledigital forgerieswith relative
ease Althoughthereare,perhapsanuncountablenumberof waysto manipulateandtamperwith
digital imageswe presenheresomeof the mostcommontypesof digital imagetampering/17]:

1. Compositing. Thisis oneof the mostcommonformsof digital tamperingin which two, or
more,digital imagesaresplicedtogetherto createa compositamage.Shovn in Figurel.2
arean original image(left) andthe samecompositedmage(right). The compositeimage
was createdby overlayingthe headof a differentperson(taken from animagenot shovn
here)ontothe shouldersof theoriginal kayaler.

2. Mor phing. Thistechniquegraduallytransformsa sourceimageinto atargetimage.Shavn
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Figure 1.2: An original image(left) anda compositeéimage(right), in which the headof another
personwasoverlaid ontothe shoulderf the original kayaler. The original photographwasdown-
loadedfrom www.freephoto.c  om andthe compositgphotographs from [17].

Figure 1.3: Exampleof asequencef morphedmages:ahumanface(thesourcejs slovly changed
into analiendoll (thetarget)— morphedsequencérom [17].

in Figurel1.3is asequencef imagesjn which a humanface(the source)s beingmorphed
into an alien doll (the target). Note how the shapeand appearancef the sourceslowly
changeinto the shapeandappearancef the target. Theintermediatamageshave features
from boththe sourceandtargetimagesandhave anaspecthatis “part human partalien”.

3. Re-touching This is a broadclassof localizedtamperingtechniqueghat include among
others:air-brushingsmudgingblurring, painting,andcopying andpastingof regionswithin
the sameimage. Shavn in Figure 1.4 is an original imageof a person,andthe samere-
touchedmagein whichall previously mentionedechniquesvereemployed. Thetampering
consistedn removing somefacialhairandblemishessmoothingheface,andwhiteningthe
teeth.

4. Enhancing. Thisis aclassof moreglobaltechniqueshatinclude:colorandcontrastadjust-
ment, blurring, andsharpening.Shavn in Figure 1.5 arean original image, Figure 1.5(a),
andthesamemageenhancedh threedifferentways:the color palettewasalteredsuchthat
the color of the blue police motorg/cle waschangedo cyan, andtheredvanin the back-
groundbecameyellow, Figurel.5(b),thebrightnessvasincreasedo make theimageappear
asif it wastakenon a bright, sunry day, Figure1.5(c),andthe backgroundvasblurredob-
scuringthedetailsof theparkedcars,Figurel.5(d). Althoughthey don't fundamentallyalter
theappearancef theoriginal, thesemanipulationgnay, however, have asubtleeffectonthe
interpretatiorof animage.For example they canaltertheweatheror thetime of theday, or
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Figure 1.4: An original image(left) andthe samere-touchedmage(right). Someof the original
persons facialhairwasremoved, his facewassmoothedandhis teethwerewhitened.

Figure 1.5: Shavn are (a) an original image,andthe sameimageenhancedy (b) alteringthe
colors, (c) adjustingthe contrast,and (d) blurring the background. The original photographwas
downloadedirom www.freephoto.  com andtheenhanceghhotographarefrom [17].

they canobscuresomedetailswhile exaggeratingthers.

5. Computer graphics. In contrasto compositingmorphing,re-touchingandenhancinghat
work, in generalby alteringactualphotographsthis type of tamperingefersto imageghat
aregeneratedisinga computeranda graphicssoftware packagge.g.,Mayd by Alias" ,
or 3dsmax by discreet ). Suchimagesaregeneratedy rst constructinga 3-D polyg-
onal modelthat embodiesa desiredshape. The modelis thenaugmentedvith color and
texture, andilluminated with one, or several, virtual light sourcesto approximatedesired
lighting conditions. Finally, the augmentednodelis renderedhrougha virtual camerato
createa syntheticimage.Shaowvn in Figure 1.6 aretwo examplesof model-based;omputer
generatedmagesof a persons bust. Good quality, computergeneratedmagesthat are
hardto distinguishfrom real photographgjenerallyrequirea talentedandskilled computer
artist. Emeging technologieghatemploy real peopleandlaserscanners$o acquirehighly
accuratahree-dimensionahodels,may, however, make the creationof crediblecomputer



Figure 1.6: Two examples of model-based, computergenerated images of a per
sons bust. These images were created by Mihai Anghelescu, and downloaded from
www.xmg.ro/mihai /i ndex.ht ml.

generatedmageseasieandmoreaccessibléo lessskilled people.A recentirendof interest
in the context of digital forgeries,hasbeenthe creationof hybrid imagesthat mix realand
computergeneratedmages. For example,computergeneratedmagescan be splicedinto

realphotographsandrealimagescanbe mappedirectly ontoathree-dimensionahodel,a
techniqueknown asimage-basedendering.

6. Painted. Thistype of tamperingefersto imagescreatedrom a blank screenwith a photo-
editingor drawing software(e.g.,AdobePhotoshop or Corel Draw ) in away similar to
thatof anartistpaintingon traditionalcarvas. This techniques the mostchallengingform
of tamperingandwould requirea highly talentedpainterwith goodtechnicalskills to yield
realisticimages.

Note that, whencreatingdigital forgeries,the imagemanipulationgresentegbove, and others,
are often employed simultaneously For example,two imagesmay be splicedtogether thenthe
compositamagemay bere-touchecandenhancedNote alsothattamperings notawell de ned
notion,andis oftenapplicationdependentCertainimagemanipulationsnaybelegitimatein some
casesandillegitimatein others.For example,it maybeacceptabléo usea compositeamagefor a
magazinecover, but notasevidencein acourtof law.



1.2 Watermarking

Watermarkinghasbeende ned [11] as“the practiceof imperceptibly alteringa Work to embeda
messagaboutthat Work”, whereWork refersto a speci ¢ image,audioclip, videoclip, or other
digital media. The basicapproaclemplo/s anembeddethatinsertsanimperceptiblevatermark
(e.g.,adigital code,or a checksum)into the media,and a decoderthat tries to determineif a
watermarkis presentandif so,outputsits encodednessage.

Digital watermarkinghasmary applicationsjncluding: broadcasmonitoring,owneridenti -
cation,proof of ownership transactiortracking,contentauthenticationandcopy anddevice con-
trol. Although not the only solutionfor theseapplicationsdigital watermarksare distinguished
from othertechniqueshy threede ning characteristics(1) they areimperceptible,(2) they are
inseparablérom the digital mediathey areembeddedn, and(3) they undego the sametransfor
mationsasthe digital mediaitself.

Watermarkingsystemscanbe characterizedby a numberof de ning propertieselatedto the
embeddingorocesqeffectivenessdelity, anddata payload, the detectionprocesgblind vs. in-
formed false positives androbustnesy the securityand useof secet keys andthe costof em-
beddinganddetection.Theembeddingeffectivenesss the probability of the watermarkdetection
immediatelyafterembeddingAlthough100%effectivenesss desirableijt maynotbealwayspos-
siblewithoutcompromisingotherdesirablepropertiese.g. delity . The delity of awatermarking
schemeefersto the perceptuabifferencebetweerthe original andthe watermarked media. Ide-
ally, watermarkembeddingshouldnot alter the perceptionof the cover media. Data payloadis
the numberof bits that a watermarkembedsin a unit of time or within a cover medium. Re-
guirementdor payloadcanvary from onebit (a watermarkmay be presentor absent}o several
thousandf, for example,errorcorrectioncodesneedto be embeddedInformeddetectionrefers
to watermarkingschemeshatrequireaccesso theoriginal cover medium(or to someinformation
derivedfrom the original), while blind detectionrefersto schemeghat do not needthe original.
Blind detectionis employed by a majority of watermarkingschemes.The false positive rate is
the probability of detectinga watermarkin a mediumthat doesnot containone. The require-
mentsfor the falsepositive rate are applicationdependenand canvary from 10 © for proof of
ownership,to onein 10'? framesfor DVD video. Rokustnessefersto the ability of a watermark
to survive commonsignal processingperationsg.g., Itering, lossy compressionprinting and
scanningandtemporalandgeometriadistortions.In practice watermarksarerequiredto survive
only a speci ¢ subsetof signal processingoperations.The securityof a watermarkrefersto its
capabilityto resisthostile attacks. Attacks on watermarkingschemegypically consistof unau-
thorizedremoval, embeddingpr detection.The unauthorizedemoval refersto active attacksthat
preventthe detectabilityof a watermarkeitherby maskingor by eliminatingit. The unauthorized
embeddingalsoknown asforgery, refersto the capabilityof anadwersaryto inserta watermark
into a mediumwith the goalto falselyauthenticataét. Unauthorizeddetectiona passve attack,is

2lmperceptibility is not considerecby someresearcherss a de®ning characteristioof digital watermarksand
perceptiblevatermarkings anactive areaof researche.g.,[44]). Perceptiblevatermarkswhile usefulin corveying
animmediateclaim of ownership eliminatethe potentialcommercialvalueof the mediathey areembeddedh, which
restrictstheir areaof applicability.



of concernin informationhiding applicationsg.g.,steganographyThe securityof watermarking
canbe enhancedy the useof secretkeys: for example,a key is employed for embeddingand
amatchingkey is requiredfor detection.Anotherimportantissuewatermarkingschemeseedto
contendwith is thecomputationatostof theembeddingnddetection.Thecostrequirementsary
from real-timefor broadcasmonitoringto “as long asnecessaryfor contentauthenticatiorand
proof of ownership.Dependingon the intendedapplication,watermarksmay have different,and
sometimeson icting, requiredproperties.For example,a digital watermarkintendedfor owner
identi cation needgo berobust,while fragility maybeadesiredoropertyfor watermarksntended
for contentauthentication.

Oneof themostimportantapplicationsf digital watermarkss theauthenticatiorof digital im-
ageq(see for example,[12, 31, 11] for generakuneys). In this contet, watermarkingechniques
revolve aroundansweringhefollowing questions:

Hasa digital imagebeenalteredat all?

Hasadigital imagebeensigni cantly alteredsothatto changdts meaning?
If adigital imagehasbeenalteredwhatportionshave beentamperedvith?
Canatamperedligital imageberestored?

Exactauthenticationthe mostbasictask,consistsn verifying if animagehasbeenalteredat
all sinceit left a trustedparty, thatis, changingeven a singleimagebit is consideredunaccept-
able. Approachegroposedor exact authenticationinclude fragile watermarkg63], embedded
signatues[25, 60], anderasablewatermarkq30, 23]. Fragilewatermarksaresimply watermarks
designedo becomeundetectablevhenthe imageis changedn ary way. An exampleof sucha
watermarkis to embeda prede nedbit sequenceén the leastsigni cant bit (LSB) of animage.
Somefragile watermarkingsystemsmay have embeddingmethodsthat dependon a particular
mediaformat: for example,watermarkanay be embeddedn the block discretecosinetransform
(DCT) coefcients of JPEGcompressedmages,or in differenttypesof MPEG encodedvideo
frames. The methodof embeddedsignaturesvorks by embeddingat the time of recordingan
authenticatiorsignaturein animage. This signaturecanbe embeddedisingeithera robustor a
fragile watermarkthelatterbeingtypically preferredoecausé is simplerto implement.Erasable
watermarksalsoknown asinvertible, aredesigneduchthattheirremoval leavesanexactcopy of
the coverimage. They areemployedin applicationghatdo not toleratethe slightimagechanges
thatincur wheninsertingandextractingatypical watermark.

Selectve authenticatiorrefersto verifying if animagehasbeenmodi ed by ary illegitimate
distortions. Whethera distortionis illegitimate or not dependson the intendedapplication. Pro-
posedapproachemcludesemi-fiagile watermarkg37] andsignatues[56, 58, 41, 5], andtell-tale
watermarkg35, 65]. The semi-fragilewatermarksaredesignedo survive only legitimatedistor
tions: for example,Lin andChang[37] proposednimageauthenticatioimethodthatis relatively
insensitveto lossyJPEGcompressionSemi-fragilesignaturesvork lik etheirfragile counterparts,
but arecomputedrom imagepropertieghatareunlikely to be changedy legitimatedistortions,



e.g.,perceptuallysigni cant componentsuchasthelow frequenyg block DCT coefcients. Tell-
talewatermarksarerobustwatermarkghatsurvive tampering put aredistortedin theprocessThe
analysisof a distortedtell-tale watermarkcanthenrevealthe tamperinganddistortiontype.

Many watermarkingsystemsaredesignedvith theability to identify notonly if animagewas
altered,but to localizethe tamperingaswell, a capabilityreferredto aslocalization Most local-
izationapproachesgely on someform of block-wise[61, 21, 8], or pixel-wise[64] authentication.
For example, Yeungand Mintzer [64] have proposeda methodthat employs a pseudo-random
mappingfrom pixel intensitiesto binary values. The encoderchangeshe pixel intensitiessuch
thatthe pseudo-randormappingwould yield a desiredbinary pattern,e.g.,atiled, binaryimage
in theform of alogo. In additionto block andpixel-wiseauthenticationtell-tale watermarksnay
alsohave thelocalizationcapability

Restoation refersto the ability of a watermarkingschemeo restoreimageregionsthathave
beencorrupted.Onepossibleapproachs to embedredundantnformationin theimage,e.g.,error
detectionandcorrectioncodes.Althoughthis approactallows perfectrestorationjt is, however,
impracticalastheamountof informationto beembeddeds signi cant. More practicalapproaches,
self-embedding22, 38] andblind restoration33, 34], allow only approximateaestoration.Self-
embeddingvorksby embeddinga highly compressegersionof animageinto itself: for example,
alow quality, lossycompressesersionof agivenimagecanbeembeddeadhto theleastsigni cant
bits of its own pixels. Blind restoratioremplo/s atell-talewatermarko determinavhatdistortions
have beenappliedto animage thenattemptgo invertthosedistortions.

A recentapproachto implementa securedigital camerahasbeenproposedby Blythe and
Fridrich [7]. The methodworks by rst collecting biometric dataof the camerauser crypto-
graphichasheof the camerascenethe dateandtime, andotherforensicdata. This information
is theninsertednto theimageusinganinvisible, erasablewatermarktheimageis left intactafter
thewatermarkextraction). The whole procedurdinks the photographeto the photographin ad-
dition to providing protectionto tamperingandmay prove to be usefulfor investigationdy law
enforcemenexaminers.

A majordravbackof watermarking-basedpproachess thatthe watermarksnustbeinserted
eitherat thetime of recording,or afterward by a personauthorizedo do so, which requiresspe-
cially equippedcameraor subsequenprocessingf the originalimage. Thesemethodsalsorely
on the assumptiorthat it is dif cult to remove andreinsertdigital watermarksin images. It is
unclearif thisis areasonablassumptior{e.g.,[13]).

1.3 RelatedWork

Detectingdigital tamperingn theabsencef watermarksr signaturess arelatively new research
topic, andonly few resultshave beenpublishedsofar. Farid [16] proposeda techniquefor au-
thenticatingdigital audiosignals.This techniqueworks underthe assumptiorthat naturalsignals
have low higherorder correlationsin the frequeng domain. He then shaved that higherorder
correlationsareintroducedn the frequeng domainwhena naturalaudiosignalundegoesanon-
linear transformationaswould likely happenin the processof creatinga digital forgery Tools



from polyspectrabnalysisj.e., the bispectrumwereappliedto quantifyanddetectthesecorrela-
tions. This approactwasextendedoy Ng andChang[47] to detectsplicingin compositamages.
Farid andPopescihave alsoappliedthis techniqueto blindly detectthe presencef multiple non-
linearitiesin digital imageg51], which representa possiblesignof tampering.

Lyu andFarid[40] have proposed methodo distinguishbetweerphotographi@andcomputer
generatedphoto-realisticimages. Their methodworks by representingan imagewith a multi-
scale multi-resolution wavelet-like transform thenextractinga featurevectorof rst andhigher
orderstatisticsfrom the transformcoefcients. Statisticallearningtools(e.g.,lineardiscriminant
analysisandnon-linearsupportvectormachinespreemplo/edonthesefeaturevectorsto discrim-
inatebetweerphotographi@andphoto-realistidmages.

Fridrichetal. [24] have proposeda methodto detectduplicatedregionsin digital images.This
method,similar to the onewe proposen Chapters, works by lexicographicallysortingthe DCT
coefcients of x ed-sizeimage blocks, and examining neighboringblocksin the sortedorder
Similar neighboringblocksarethenemployedto highlight the potentialduplicatedregionsin the
image.

1.4 Contributions

We describea setof statisticatechniquegor detectingracesof tamperingn digitalimages.These
techniqueswork in the completeabsenceof ary digital watermarkor signature. The common
theme,andunifying framawork, of thesetechniquess the assumptiorthatdigital forgeries,often
visually imperceptible alter someunderlyingstatisticalpropertiesof naturalimages.Within this
framework, our approactconsistan rst identifying the statisticalchangesssociatedavith partic-
ular kinds of tampering thendesigningtechniquedor estimatingthesechanges.Following this
approachye have developed ve techniqueshatquantifyanddetectdifferenttypesof tampering:

1. Re-sampledimages Imaginea forgery createdby splicingtogetherimagesof two people
andoverlayingthemon a chosenbackground.In orderto createa corvincing matchit is
oftennecessaryo re-size rotate,or stretchthe original images(or portionsof them),which
requiresre-samplingthe imagesonto a differentlattice. Re-samplingntroducesspeci c
correlationsbetweenneighboringimage pixels, that are quanti ed and detectedusingthe
expectation-maximizatioEM) algorithm.

2. Manipulated Color Filter Array (CFA) Inter polated Images Most digital camerasare
equippedwith a singlechage-coupleddevice (CCD) or complementarynetaloxide semi-
conducto{CMOS) sensorandcapturecolorimagesusinganarrayof color lters. At each
pixel location,only a singlecolor sample(out of three)is captured.The missingcolor sam-
plesaretheninferredfrom neighboringvalues. This processknown as CFA interpolation
or demosaickingjntroducesspeci c correlationsbetweenthe samplesof a color image.
Thesecorrelationsaretypically destryedwhena CFA interpolatedmageis tamperedvith,
andcanbe employedto uncover tracesof tampering.Using an approachsimilar to the re-
samplingdetectionwe have emplogyedthe EM algorithmto detectif the CFA interpolation
correlationsaaremissingin ary portionof animage.

9



3. Double JPEG Compression Whentamperingwith animage atypical patternis to loadthe
imageinto a photo-editingsoftware(e.g.,AdobePhotoshop ), do someprocessingandre-
savethetamperedmage.If JPEGformatis usedto storetheimagestheresultingtampered
imagehasbeendoublecompressedDouble JPEGcompressionntroducesspeci ¢ corre-
lations betweenthe discretecosinetransform(DCT) coefcients of imageblocks. These
correlationscanbe detectecandquanti ed by examiningthe histogramsf the DCT coef-
cients. While doubleJPEGcompressiorof animagedoesnot necessarilyprove malicious
tamperingjt raisessuspicionghattheimagemay not be authentic.

4. Duplicated Image Regions A commonmanipulationin removing an unwantedpersonor
objectfrom animage,is to copy andpasteportionsof the sameimageover the desiredre-
gion. If thesplicingis imperceptiblelittle concerns typically givento thefactthatidentical
regionsarepresenin theimage. We have developedan algorithmthatemploys a principal
componentanalysis(PCA) on x ed-sizeimageblocks, and lexicographicsortingto ef -
ciently detectthe presencef duplicatedregionsevenin noisyor lossycompressednages.

5. Inconsistent Noise Patterns. Digital imagescontainan inherentamountof noisethatis
largely uniformly distributedacrossan entireimage. Whencreatingdigital forgeries,it is
commonto add small amountsof localizednoiseto tamperedegionsin orderto conceal
tracesof tampering(e.g.,at a splice boundary). As a result, local noiselevels acrossthe
imagemay becomeanconsistentWe have implementedanalgorithmfor blind estimationof
localizednoisevariance andemployedit to differentiateregionswith differentamountsof
additive noise.

For eachof the above techniqueswe developits theoreticalfoundation,shaw its effectivenessn
detectingcredibleforgeries andanalyzeits sensitvity androbustnesgo simplecounterattacks.
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Chapter 2

Re-sampledimages

Considetthescenarian whichadigital forgeryis createdy splicingtogetheitwo or moreimages.
In orderto createa corvincing matchi,it is oftennecessaryo re-size rotate,or stretchtheimages,
or portionsof them. This procedurdypically requiresre-samplinganimageontoa nev sampling
lattice using an interpolationtechnique(e.g., bi-cubic). Although a re-sampledmageis often
imperceptible,it containsspeci c correlationsthat, when detected,may representvidenceof
tampering. We describethe form of thesecorrelations,and proposean algorithmfor detecting
themin ary portionof animage.

For purpose®f expositionwe will rst describehow andwherere-samplingntroducescorre-
lationsin 1-D signals,andhow to detectthesecorrelations.The relatively straightforvard gener
alizationto 2-D imagesis thenpresentedTo illustratethe generaleffectivenesof this technique,
we shaw resultson re-samplechaturaltestimagesand on perceptuallycredibleforgeries. Also
presenteds anextensie setof experimentdhattestthe sensitvity of re-samplingdetectionfor a
large setof parametersaswell asthe techniques robustnesgo simplecounterattacksandlossy
imagecompressiorschemes.

2.1 Re-samplingSignals

Considera 1-D discretely-sampledignal x[t] with m samplesFigure 2.1(a). The numberof
samplesn thissignalcanbeincreasear decreasetly afactorp=qto n samplesn threestepq48]:

1. up-sample createanew signalx,[t] with pm sampleswherex,[pt] = x[t],t = 1;2;:::;;m,
andx,[t] = O otherwise Figure2.1(b).

2. interpolate: corvolve x,[t] with alow-passliter: x;[t] = xy[t] ? h[t], Figure2.1(c).

3. down-sample createanew signalxy[t] with n sampleswherexq[t] = xi[qt],t = 1;2;:::;n.
Denotethere-sampledignalasy[t]  Xq[t], Figure2.1(d).

Differenttypesof re-samplingalgorithms(e.g.,linear, cubic[32]) differ in theform of theinterpo-
lation Iter h[t] in step2.

11
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Figure 2.1: Re-samplinga signal by a factor of 4=3: shawvn are (a) the original signal; (b) the
up-sampledignal;(c) theinterpolatedsignal;and(d) the ®nal re-sampledignal.

Sinceall threestepsin the re-samplingof a signalarelinear, this processcan be described
with a matrix-basedsinglelinearequation Denotingthe original andre-sampledignalsin vector
form, % andy, respectiely, re-samplingakestheform:

¥y = Ap=gX (2.1)

wherethen m matrix A,-q embodieghe entirere-samplingorocess.For example,the matrix
for up-samplingoy a factorof 4=3 usinglinearinterpolation(Figure2.1) hastheform:

1 0 0 O
025 075 0 O

0 050 050 O

0 0 075 025 : (2.2)
o 0o o0 1

Asps =

Dependingonthere-samplingate,there-samplingprocesawill introducecorrelationsof varying
degreesbetweenneighboringsamples. For example,considerthe up-samplingof a signalby a
factorof two usinglinearinterpolation.In this casethere-samplingmatrix takesthe form:

12



1 0 0
05 05 0
0 1 0
Aet = B0 05 05 4° (2.3)
0 0 1

i.e.,Yoi 1 = X, 1 = 1;:::;m. Theevensamplespn the otherhand,arethe averageof adjacent
neighborsof theoriginal signal:

ya = 05X + 0:5Xi; (2.4)

wherei = 1;:::;m 1. Notethatsinceeachsampleof the original signalcanbe foundin the
re-sampledsignal,i.e.,X;j = Yy 1 andXjs1 = Ya+1, the above relationshipcanbe expressedn
termsof there-sampledampleonly:

Yai = 0:3ya 1+ 0:5yoier: (2.5)

Thatis, acrossthe entire re-sampledsignal, eacheven sampleis preciselythe samelinear com-
binationof its two adjacenmneighbors.In this simplecase at least,a re-sampledignalcould be
detectedin theabsencef noise)by noticingthatevery othersampleis perfectlycorrelatedo its
neighbors.To be usefulin a generalforensicsettingwe need,at a minimum, for thesetypesof
correlationdo be presentegardles®f there-samplingate.

Considemow re-samplinga signalby anarbitraryamountp=q In this casewe rst ask,when
is thei™™ sampleof are-sampledignalequalto alinearcombinationof its 2N neighborsthatis:

X

1o

Yi KYi+ ks (2.6)

k= N

where | arescalarweights(and o = 0). Re-orderingerms,andre-writing the above constraint
in termsof there-samplingnatrix yields:

X
Yi ik = 0 (2.7
k= N
X
(& %) k(@ %) = O (2.8)
k= N |
2 !
8 K&+k X = 0 (2.9)
k= N
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wheresg; is thei™ row of the re-samplingmatrix A,-q, andx is the original signal. We seenow
thatthei®™ sampleof a re-sampledsignalis equalto a linear combinationof its neighborsvhen
H;elth row of there-samplingmnatrix, g;, is equalto alinearcombinationof the neighboringrows,

= N k&+k. Forexample,in the caseof up-samplingoy a factorof two, Equation(2.3), the
evenrows area linear combinationof the two adjacenbdd rows. Note alsothatif thei®™ sample
is alinear combinationof its neighborghenthe (i kp)" samplek aninteger)will bethesame
combinationof its neighborsthatis, the correlationsareperiodic. It is, of course possiblefor the
constrainof Equation(2.9)to besatis edwhenthedifferenceontheleft-handsideof theequation
is orthogonalto the original signalx. While this may occuron occasionthesecorrelationsare
unlikely to be periodic.

2.2 DetectingRe-sampling

Givenasignalthathasbeenre-sampledby aknown amountandinterpolationrmethodit is possible
to nd asetof periodicsampleghatarecorrelatedn thesamewayto theirneighborsFor example,
consideragainthere-samplingnatrix of Equation(2.2). Here,basedon the periodicity of there-
samplingmatrix, we seethat, for example, the3'd, 7", 11" etc. samplesof there-sampledignal
will have the samecorrelationsto their neighbors. The speci ¢ form of the correlationscanbe
El,etermlnecby nding the neighborhoodize,N, andthe setof coefcients, ~, thatsatisfy:a; =

= N ks, Equation(2.9),wheres; is the|th row of there-samplingmatrixandi = 3;7; 11,
etc. If, ontheotherhand WeknoNthesp§C| c form of thecorrelations;-, thenit is straightforvard
to determinewhichsamplesatisfyy; = .-  «VYi+«, EqQuation(2.7).

In practice,of course,neitherthe samplesthat are correlated,nor the speci ¢ form of the
correlationsare known. In orderto determineif a signalhasbeenre-sampledwe employ the
expectation-maximizatioalgorithm' (EM) [14] to simultaneouslyestimatea setof periodicsam-
plesthat are correlatedo their neighbors,andthe speci ¢ form of thesecorrelations.We begin
by assuminghateachsamplebelongsto oneof two models.The rst model,M 1, correspond$o
thosesampley; thatarecorrelatedo theirneighborsi.e.,aregenerate@ccordingo thefollowing
model:

X

Myyi = kYi+k + n(i); (2.10)

k= N
wherethe modelparametersre given by the speci ¢ form of the correlations,~ ( o = 0), and
n(i) denoteindependentlyandidentically distributed(i.i.d.) samplesdravn from a Gaussiardis-
tribution with zeromeanandunknown variance 2. Thesecondnodel,M,, correspondso those
sampleghat are not correlatedto their neighborsj.e., are generatedy an outlier process.The
EM algorithmis a two-stepiterative algorithm: (1) in the E-stepthe probability thateachsample
belongsto eachmodelis estimated;and (2) in the M-stepthe speci ¢ form of the correlations
betweersampleds estimated.More speci cally, in the E-step,the probability of eachsampley;

1A shorttutorial on the generaEM algorithm,andan exampleof its applicationto a mixture modelsproblemare
presentedn AppendixA.
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belongingto modelM ; canbeobtainedusingBayes'rule:

Priyijyi 2 MigPrfy; 2 Mg

Priyi2 M1jyig = P : ;
| | ey Priyij yi 2 MygPrfy; 2 Mg

(2.11)

wherethepriorsPrfy; 2 M,g andPrfy; 2 M,g areassumedo be equalto 1=2. The probability
of observinga sampley; knowing it wasgeneratedy modelM ; is givenby:

2 P, ,3
. 1 Yi k= N kYitk
Priyijyi 2 Mg = ﬂa?expﬁ 52 £ (2.12)

We assumehatthe probability of observingsampleggeneratedby the outlier model,Prfy; j y; 2
Mg, is uniformly distributed over the rangeof possiblevaluesof y;. The variance, 2, of the
Gaussiardistributionin Equation(2.12)is estimatedn the M-step(seeSection2.6). Notethatthe
E-steprequiresan estimateof ~, which on the rst iterationis chosenrandomly In the M-step,
a new estimateof ~ is computedusingweightedleast-squareghatis, minimizing the following
guadraticerrorfunction:
!
X X 2
E(~) = w(i) i Witk (2.13)
i k= N

wheretheweightsw(i)  Prfy; 2 M1 j yig, Equation(2.11),and o = 0. This errorfunction
is minimized by computingthe gradientwith respectto ~, and settingthe resultequalto zero.
Solvingfor ~ yields:

~ = (YTWY) 'YTwy, (2.14)
wherethematrix Y is:
2 3
y1 i YN YN+2 D Yan+
Yo il YN+t Yn+3 il Yon+2
Y = : : : : : (2.15)

Yio 0D YN+ o1 YN+i+l i Yo+

andW is adiagonalweightingmatrix with w(i) alongthe diagonal.

TheE-stepandtheM-stepareiteratively executeduntil astableestimateof ~ is achiered— see
Section2.6 for adetailedalgorithm. The nal ~ hasthe propertythatit maximizesthelikelihood
of theobseredsample$ — seeAppendixA for moredetailson maximumlik elihoodestimation
andEM.

2The EM algorithmis provedto alwayscorvergeto astableestimatethatis alocal maximumof thelog-likelihood
of theobseneddata,[14] andAppendixA.
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Figure 2.2: A signalwith 32 samplegqtop) andthis signalre-sampledoy a factor of 4=3 using
cubicinterpolation(bottom). Eachsampleis annotatedwith its probability of beingcorrelatedto
its neighbors. Note that for the up-sampledsignal theseprobabilitiesare periodic, while for the
original signalthey arenot.

Shavn in Figure 2.2 arethe resultsof running EM on the original andre-sampledsignalsof
Figure2.1. Shavn ontopis theoriginal signalwhereeachsamples annotatedvith its probability
of beingcorrelatedo its neighborgthe rst andlasttwo samplesarenot annotatediueto border
effects— a neighborhoodizeof ve,N = 2, wasusedin this example). Similarly, shovn on
the bottom s the re-sampledsignal and the correspondingprobabilities. In the latter case,the
periodicpatternis obvious: only every 4" samplehasprobability 1, aswould be expectedfrom
an up-samplingby a factor of 4=3, Equation(2.2). As expected,no periodic patternis present
in the original signal. The periodicpatternintroducedby re-samplingdependspf course,on the
re-samplingrate. As aresult, it is possibleto not only uncover tracesof re-samplingput to also
estimateheamountof re-sampling Thereare,however, parameterthatproducendistinguishable
periodicpatternd, which meansthat the amountof re-samplingcan be estimatecbnly within an
inherentambiguity Sincewe are primarily concernedvith detectingtracesof re-samplingand
not necessarilfheamountof re-samplingthis limitation is not critical.

Thereis arangeof re-samplingatesthatwill notintroduceperiodiccorrelationsFor example,
considerdown-samplingby a factor of two (for simplicity, considerthe casewherethereis no
interpolation).There-samplingmnatrix, in this casejs givenby:

2 3
A = E

31t canbe shavn that given two re-samplingratesp=qandr=s (p, g, r, s integers),they will produceidentical
patterngf:

(oMol
oNoNel
ol Nel
oNeoNel
= OO

z : (2.16)

1. p=q r=shasanintegervalue,or
2. fp=g+ fr=sg = 1, wheref g denoteghefractionalpartof anumber

For example,1=4, 3=4, and5=4 will producedenticalpatterns.
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Notethatnorow canbewrittenasalinearcombinatiorof neighboringows (therows areorthogo-
nalto oneanother)andthat,in thiscaseye-samplings notdetectableln generalthedetectability
of any re-samplingcanbedeterminedy generatinghere-samplingnatrix,andcheckingwhether
ary rows canbe expressedisalinearcombinationof neighboringrows.

2.3 Re-samplinglmages

In the previous sectionswe shavedthatfor 1-D signalsre-samplingntroducesperiodiccorrela-
tions, andthat thesecorrelationscanbe detectedusingthe EM algorithm. The extensionto 2-D
imagesis relatively straightforvard. As with 1-D signals,the up-samplingor dowvn-sampling of
animageis still linear andinvolvesthe samethreesteps:up-samplingjnterpolation,anddown-
sampling— thesestepsare simply carriedout on a 2-D lattice. Again, aswith 1-D signals,the
re-samplingof animageintroducesperiodiccorrelations.Thoughwe will only show this for up-
anddown-samplingthe sameis truefor anarbitraryaf ne transfornt.

Consideyfor example thesimplecaseof up-samplingoy afactorof two. Shavn in Figure2.3
are,from left to right, a portionof anoriginal 2-D samplinglattice,the samdatticeup-sampledy
afactorof two, anda subsebf the pixelsof there-sampledmage.Assuminglinearinterpolation,
thesepixelsaregivenby:

y» = 0:5y; + 0:5y3
Y4 = 0:5y; + 0:5y7 (2.17)
ys = 0:25y; + 0:25y3 + 0:25y7 + 0:25y;

andwherey; = X1, Y3 = X2, Y7 = X3, Yo = X4. Notethatthe pixels of the re-sampledmage
in the odd rows andeven columns(e.g.,y,) will all be the samelinear combinationof their two
horizontalneighbors. Similarly, the pixels of the re-sampledmagein the even rows and odd
columns(e.g.,ys) will all bethe samelinearcombinationof their two verticalneighbors.Thatis,
aswith 1-D signals,the correlationsdueto re-samplingare periodic. A 2-D versionof the EM
algorithmcanthenbeappliedto uncoverthesecorrelationgn images.

2.4 Results

For the resultspresentechere,we employed approximately200 gray-scalemagesand 50 color
imagesin TIFF format,both512 512pixelsin size. Eachof theseimageswerecroppedirom a
smallersetof thirty- ve1200 1600imagesakenwith a Nikon Coolpix 950camerathecamera
was setto captureandstorein uncompressedIFF format). Using bi-cubic interpolationthese
imageswvereup-sampleddown-sampledrotated,or af ne transformedy varyingamounts.

For the original andre-sampledmagesthe EM algorithmdescribedn Section2.2 wasused
to estimateprobabilitymapsthatembodythe correlationdbetweerpixelsandtheir neighborsThe

4Evennon-lineartransformationintroducedetectableorrelationsput thesecorrelationsmay not be periodic.
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Figure 2.3: Shavn from left to right are: a portion of the 2D lattice of animage,the samelattice
up-sampledy afactorof 2, anda portionof thelattice of there-sampledmage.

EM parametersvere x edthroughoutatN = 2, o = 0:.0075 N, = 3°, andp, = 1=256(see
Section2.6). Shavn in Figures2.4-2.6areseveralexamplesof the periodicpatternghatemeged
dueto re-sampling.In the top row of each gure are (from left to right) the original image,the
estimatedprobability map and the magnitudeof the centralportion of the Fourier transformof
this map (for display purposesgachFourier transformwasindependenthauto-scaledo Il the
full intensityrangeand high-passltered to remove the lowestfrequencies).Shavn below this
row is the sameimageuniformly re-samplecat differentrates. For the re-sampledmages,note
the periodicnatureof their probabilitymapsandthe strong,localizedpeaksn their corresponding
Fouriertransforms.Shavn in Figure 2.7 areexamplesof the periodic patternsghatemepge from
four differentaf ne transforms.

Shavn in Figure 2.8 are resultsfrom applying consecutie re-samplings. Speci cally, the
imagein the left columnis the result of up-samplingby 15% an original image, then rotating
by 5 theup-sampledmage. The sameoperationsvere performedin reverseorderon the same
originalimageto yield theimagein theright column. Notethatwhile theimagesareperceptually
indistinguishablethe periodic patternsthat emege are quite distinct, with the last re-sampling
operationdominatingthe pattern. Note also that the corresponding-ourier transformscontain
severalsetsof peakscorrespondingo bothre-samplingoperations As with a singlere-sampling,
consecutrere-samplingsanbeeasilydetected.

Shavn in Figures2.9-2.11areseveral examplesof our detectionalgorithmappliedto images
whereonly a portion of the imagewasre-sampled.Regionsin eachimagewere subjectedo a
rangeof stretchingrotation,shearingetc. (thesemanipulationsveredonein AdobePhotoshop ).
Shawvn in each gure is the original photographthe forgery (wherea portion of the original is
replacedor altered),andthe estimatedorobability map. Note thatin eachcase,the re-sampled
region is clearly detected— while the periodicpatternsare not particularlyvisible in the spatial
domainat the reducedscale,the well localizedpeaksin the Fourier domainclearly reveal their
presencdfor display purposesegachFourier transformwasindependenthyauto-scaledo Il the

STheblurring of theresidualerrorwith abinomial®Iter of sizeN, Ny, is notcritical, but merelyacceleratethe
corvergence.
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full intensityrangeandhigh-passlitered to suppresghe lowestfrequencies).Note alsothatin
Figure2.9thewhite sheef paperontop of thetrunk hasstrongactivationin the probabilitymap
— whenseenin the Fourierdomain,however, it is clearthatthis regionis not periodic,but rather
uniform, andthusnot representatie of a re-sampledegion.

2.4.1 Sensitvity and Robustness

From a digital forensicperspectie it is importantto quantify the robustnessand sensitvity of
our detectionalgorithm. To this end, it is rst necessaryo devise a quantitatve measureof the
amountof periodicityfoundin theestimategrobabilitymaps.To do so,we compargheestimated
probabilitymapwith asetof syntheticallygenerategrobabilitymapsthatcontainperiodicpatterns
similar to thosethatemegefrom re-sampledmages.

Quantifying Re-samplingCorr elations

Givenasetof re-samplingparameterandinterpolationrmethod a synthetiomapis generatethased
ontheperiodicityof there-samplingmatrix. Thereare however, severalpossibleperiodicpatterns
thatmay emegein are-sampledmage. For example,in the caseof up-samplingoy a factorof

two usinglinearinterpolation,Equation(2.17),the coefcients ~ estimatedoy the EM algorithm
(witha3 3 neighborhoodareexpectedo beoneof thefollowing:

2 3 2 3 2 3
0 05 0 0 00 0:25 0 0:25

~ =40 0 05 ~,=4050 05 ~;=40 0 065: (2.18)
0 05 0 0 0 O 0:25 0 0:25

We have obsenedthat EM will returnoneof theseestimatesonly whenthe initial value of ~ is
closeto oneof the abore threevalues,the neighborhoodsizeis 3, andthe initial varianceof the
conditionalprobability ( in Equation(2.12))is relatively small. In general,however, this ne
tuning of the startingconditionsis not practical. To be broadlyapplicable we randomlychoose
aninitial valuefor ~, andsetthe neighborhoodcsize andinitial valueof to valuesthat afford
convergencefor a broadrangeof re-samplingparametersUndertheseconditions,we have found
that for speci c re-samplingparametersand interpolationmethod,the EM algorithm typically
corvergesto a uniquesetof linearcoefcients. In the abore exampleof up-samplingoy a factor
of two the EM algorithmtypically convergesto:

3
0:25 05 025

~=4 05 0 0539: (2.19)
025 05 025

Notethatthis solutionis differentthaneachof the solutionsin Equation(2.18). Yet, therelation-
shipsin Equation(2.17)arestill satis ed by this choiceof coefcients. Sincethe EM algorithm
typically corvergesto a uniquesetof linear coefcients, thereis alsoa uniqueperiodic pattern
thatemepges. It is possibleto predictthis patternby analyzingthe periodic patternsghatemege
from a large setof images. In practice,however, this approachis computationallydemanding,
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probability map(p)

S

Superb Food & Spirits

Figure 2.4: Shavn in thetop row is the original image,andshavn below is the sameimageup-
sampledby varyingamounts.Shavn in the middle columnarethe estimatedorobability maps(p)
thatembodythe spatialcorrelationsn the image. The magnitudeof the Fouriertransformof each
mapis shavn in theright-mostcolumn.Notethatonly there-sampledmagesyield periodicmaps.
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Figure 2.5: Shavn in thetoprow is the originalimage,andshavn below is the sameimagedown-
sampledby varyingamounts.Shavn in the middle columnarethe estimatedorobability maps(p)
thatembodythe spatialcorrelationan the image. The magnitudeof the Fouriertransformof each
mapis shavn in theright-mostcolumn.Notethatonly there-sampledmagesyield periodicmaps.
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probability map(p)

Figure 2.6: Shavn in thetoprow is the originalimage,andshavn below is the samamagerotated
by varying amounts. Shovn in the middle column are the estimatedprobability maps(p) that
embodythe spatial correlationsin the image. The magnitudeof the Fourier transformof each
mapis shavn in theright-mostcolumn.Notethatonly there-sampledmagesyield periodicmaps.
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Figure 2.7: Shown in the left column are four imagesaf®ne transformedby randomamounts.
Shavn in themiddlecolumnaretheestimatedrobabilitymaps(p) thatembodythe spatialcorrela-
tionsin theimage.The magnitudeof the Fouriertransformof eachmapis shavn in theright-most

column.Notethattheseimagesyield periodicmaps.
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Figure 2.8: Shavn aretwo imagesthat were consecutiely re-sampledtop left: up-sampledy
15%andthenrotatedby 5 ; topright : rotatedby 5 andthenup-sampledy 15%). Shavn in the
secondrow arethe estimatedorobability mapsthat embodythe spatialcorrelationsin the image.
The magnitudeof the Fourier transformof eachmapis shavn in the bottomcolumn— notethe
presencef multiple peaksthatcorrespondo boththerotationandup-sampling.
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Figure 2.9: Shovn area forgery andthe originalimage. The forgery consistof splicingin a new
licenseplate number Shawvn below is the estimatedprobability map (p) of the forgery andthe
magnitudeof the Fouriertransformof regionsin thelicenseplate (left) andon the cartrunk (right).
The periodicpattern(spikesin F (p)) in thelicenseplatesuggestshatthis region wasre-sampled.
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Figure 2.10: Showvn are a forgery and the original image. The forgery consistsof removing a
stool by splicingin a new oor taken from anotherimage (not shavn here) of the sameroom.
Shavn below is the estimatedprobability map(p) of the forgery, andthe magnitudeof the Fourier
transformof regionsin the nev oor (left) andin the original oor (right). The periodicpattern
(spikesin F (p)) in thenew oor suggestshatthisregionwasre-sampled.
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Figure 2.11: Shawvn area forgery andthe original image. The forgery consistsof wideningand
shearingthe pillars. Shavn below is the estimatedprobability map (p) of the forgery andthe
magnitudeof the Fouriertransformof regionson the pillar (left) andon the building (right). The
periodicpattern(spikesin F (p)) onthepillar suggestshatthis region wasre-sampled.
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andthereforewe employ asimplermethodthatwasexperimentallydeterminedo generatesimilar
periodicpatterns.This method rst warpsa rectilinearinteger lattice accordingto a speci ed set
of re-samplingparametersiromthis warpediattice, the syntheticmapis generatedy computing
the minimum distancebetweera warpedpoint andaninteger samplinglattice. More speci cally,

let M denotea generalaf ne transformwhich embodiesa speci ¢ re-sampling.Let (x; y) denote
the pointson aninteger lattice, and (x; y¥) denotethe pointsof a lattice obtainedby warpingthe
integerlattice (x; y) accordingo M :

*=m X (2.20)
y y
Thesyntheticmap,s(x; y), correspondingo M is generatedy computingthe minimumdistance
betweereachpointin thewarpediattice (X, y) to apointin theintegerlattice:

S0Gy) = min® G6 X7 (vl @2.21)

wherexo andy, areintegers,and(; y) arefunctionsof (x; y) asgivenin Equation(2.20). Syn-
thetic mapsgeneratedisingthis methodaresimilar to the experimentallydeterminedorobability
maps,Figure2.12.

The similarity betweenan estimatedorobability map, p(x; y), anda syntheticmap,s(x; y), is
computedasfollows:

1. Theprobabilitymapp is FouriertransformedP (! «;!y) = F (p(x;y) W(X;y)), wherethe
radial portionof therotationallyinvariantwindow, W (x; y), takestheform:

¢ (1 0 r<34 5 22
ry = - _ _
(r) 1+ icos 45320 34 v b3 (2.22)

wheretheradialaxisis normalizedbetweerD andp 2. For notationakorveniencehespatial
argumentonp( ) andP () will bedropped.

2. TheFouriertransformednapP is thenhigh-passltered to remove undesiredow frequeng
noise:Py = P H, wheretheradial portionof therotationallyinvarianthigh-passlter , H,
takestheform:

h(r) = > — Cos p—é S O B 2: (2.23)
3. The high-passedpectrumPy is thennormalizedin the [0; 1] range,gammacorrectedto
enhancdrequeny peaksandthenrescaledackto its original range:

~ Py N o
Pe = m max(jPuj): (2.24)
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JF (9)]

Figure 2.12: Shavn in the ®rst two rows areestimatedrobability maps p, from imagesthatwere
re-sampledai®ne transformed)andthe magnitudeof the Fouriertransformof thesemaps. Note
the strongperiodic patterns. Shovn in the third and fourth rows are the syntheticallygenerated
probability mapscomputedusing the samere-samplingparameters— note the similarity to the

estimatednaps.
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4. Thesyntheticmaps is simply FouriertransformedS = F (s).

5. Themeasuref similarity betweerp ands is thengivenby:

X
M (p;s) = iPa(t x:ty)i iSC ! i (2.25)

Txily

wherej | denotesabsolutevalue(notethatthis similarity measuras phasdansensitve).

A setof syntheticprobability mapsare rst generatedrom a numberof differentre-sampling
parametersFor a given probability mapp, the mostsimilar syntheticmap,s’, is foundthrougha
brute-forcesearchovertheentireset:s” = argmaxs M (p;s). If thesimilarity measureM (p;s?),
is above a speci ed threshold,thena periodic patternis assumedo be presentin the estimated
probability map, andthe imageis classi ed asre-sampled.This thresholdis empirically deter
minedusingonly theoriginalimagesn the databas¢o yield afalsepositive ratelessthan1%.

With the ability to quantitatvely measurevhetheran imagehasbeenre-sampledwe tested
the ef cacy of our techniqueto detectinga rangeof re-samplingparametersandthe sensitvity
to simple countermeasureshat may be usedto hide tracesof re-sampling.In this analysiswe
employedthe samesetof imagesasdescribedn the beginning of Section2.4, andusedthe same
setof algorithmic parameters.The imageswere re-sampledusing bi-cubic interpolation. The
probabilitymapfor are-sampledmagewasestimatecandcomparedgainstlargesetof synthetic
maps. For up-sampling,160 syntheticmapswere generatedvith re-samplingratesbetweenl%
and 100% in stepsof 0:6%. For down-sampling,160 syntheticmapswere generatedvith re-
samplingratesbetweenl% and 50% in stepsof 0:3%. For rotations,45 syntheticmapswere
generateavith rotationanglesbetweenl and45 , in stepsof 1 .

Uncompressedmages

Shavnin Figure2.13arethreegraphsshoving the detectionaccurag for arangeof up-sampling,
down-sampling androtationrates.Eachdatapoint correspond$o the averagedetectionaccurag

over 50 gray-scalamages. In theseresults,the false-positre rate (the probability of an original

imageto be incorrectly classi ed asre-sampled)s lessthan1%. Note that detectionis nearly
perfectfor up-samplingratesgreaterthan 1%, andfor rotationsgreaterthanl . As expectedthe
detectionaccurayg decreaseasthe down-samplingateapproache50% Equation(2.16).

We have alsomeasuredhe detectionaccurag on af ne transformedmages. For simplicity
we have employedaf ne transformghatconsistin scalingfollowedby rotation,i.e.,if M denotes
the af ne transformmatrix, thenM = RS, whereS is a diagonalmatrix (scaling)andR is an
orthogonamatrix (rotation). Resultsareshavn in Table2.1. Shavn ontherows arethe detection
accuraciesbtainedvhentherotationangleis x edandthescalingparametéfvarieswhile onthe
columnsarethe detectionaccuraciesvhenthe scalingparameters held constantandthe rotation
anglevaries. Note that the detectionaccuray is typically governedby the smallestdetection

SNotethata scalingparametetessthanonecorrespondso up-samplingwhile a scalingparametemorethanone
correspond$o down-sampling.
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Figure 2.13: Detectionaccurag asafunctionof differentre-samplingparametersEachdatapoint

correspond$o the averagedetectionaccurag over 50 images.

- 0.60 0.70 0.80 0.90 1.05 1.10 1.15 1.20 1.25 1.30 135 | 1.40
1 100% | 100% | 100% | 100% | 88% | 100% | 96% | 100% | 88% 52% 80% | 92%
2 100% | 100% | 100% | 100% | 96% 96% | 100% | 100% | 76% 52% 68% | 92%
3 100% | 100% | 100% | 100% | 100% | 100% | 96% | 100% | 64% 68% 2% | 92%
4 100% | 100% | 100% | 100% | 100% | 96% | 100% | 88% 92% 32% 56% | 92%
5 100% | 100% | 100% | 100% | 100% | 96% 96% 96% 80% 64% 60% | 92%
10 100% | 100% | 100% | 100% | 100% | 100% | 100% | 96% 80% 24% 32% | 92%
15 100% | 100% | 100% | 100% | 100% | 100% | 100% | 96% 44% 20% 32% | 92%
20 100% | 100% | 100% | 100% | 100% | 100% | 100% | 92% 48% | 40% 24% | 92%
25 100% | 100% | 100% | 100% | 100% | 100% | 100% | 96% 80% 60% 32% | 92%
30 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 92%
35 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 92%
40 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 96% | 100% | 100% | 92%
45 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 100% | 92% | 92%

Table 2.1: Accuraciesfor af®ne transformsconsistingof a scalingfollowed by a rotation. Each
accurag estimateepresentanaverageover 50images.
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accurag of the multiple re-samplingsi.e. for smallrotationanglesandfor large down-sampling
factorsthedetectionaccurag decreases.

The generalizatiorof our algorithmto color imagesis fairly straightforvard — eachcolor
channelis independentlhsubjectedo the sameanalysisasthat employed for gray-scaldmages.
Shavn in Figures2.14-2.15arethe detectionaccuraciesor eachcolor channeltreatedasanin-
dependengray-scalemage,aswell asthe accurag whenat leastonechannelis detectedasre-
sampled.Theseaccuraciesvereestimatedver the samerangesf up-samplingdown-sampling,
androtationratesasthoseusedin the gray-scaleaxperiments.Eachdatapoint corresponds$o an
averagedetectionaccurag over 50 colorimages,with a false-positie rate of lessthan1%. Note
thattheseresultsarevery similar to thoseobtainedfor gray-scaldmages,with a slightimprove-
mentfor largerdown-samplingates.

Robustnessto Simple Counter-attacks

In a forensiccontext, the robustnessf our detectionalgorithmis of particularinterest. To this
end,we have testedour methods capabilityto resisttwo simple counterattacks:additive white
Gaussiamoiseandnon-lineargammacorrection.Speci cally, afterre-samplinganimagewe ei-
theraddedacontrolledamountof white Gaussiamoise,or appliedgammacorrectionwith varying
gammavalues.

Shawn in Figures2.16-2.17are the detectionaccuraciedor a rangeof up-sampling,down-
sampling,androtationrates,andfor arangeof reasonablgammavalues.Note thatthe detection
accurag is practically unafectedby non-lineargammacorrectionfor a large rangeof gamma
values.Shavnin Figures2.18-2.1%rethedetectioraccuracie$or thesamerangeof up-sampling,
down-sampling,and rotation rates,and for a rangeof reasonablychosensignal-to-noiseratios
(SNR).Notethatthe performancdor up-samplingandrotationremainsgoodevenfor low SNRs,
e.g., 26 db, exceptfor lower up-samplingpercentage$1% 5%) and smallerrotation angles
(3  5). Inthecaseof down-samplingthe dropin the detectionaccurag is morepronounced,
and can be particularly noticedbetween35 db and 31 db. Eachdatapoint correspondgo the
averagedetectionaccurag over 50 imageswith a false-positie rate of lessthan1%, in boththe
white noiseandgammacorrectionexperiments.

It may seemsurprisingthat, althoughthe additive noiseor non-linearluminancetransforms
may destry or alter the correlationsintroducedby re-sampling,our algorithm can still detect
thesecorrelations. The reasonfor this robustnesss that the EM algorithmemploys a model of
correlationsthat are alreadycorruptedby noise, Equation(2.10). As a result, the accurag of
re-samplingdetectionis largely insensitve to small perturbationsanddropsgracefullywhenthe
amountof perturbatiorincreases.

Robustnesso JPEG, JPEG2000,and GIF

We have alsotestedour algorithmagainsimagescompressewith lossycompressiomlgorithms:
JPEG[1], GIF, andJPEG200Q3]. Speci cally, gray-scalgfor JPEGand JPEG2000)andcolor
(for GIF) imagesweresubjectedo re-samplingwith arangeof parametergshencompressednd
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Figure 2.16: Detectionaccurag asa functionof differentup- anddown-samplingpercentageand
gammavalues.Eachdatapoint correspond$o the averagedetectionaccurag over 50 images.
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Figure 2.18: Detectionaccurag asafunctionof differentup- anddown-samplingpercentageand
SNRs.Eachdatapoint correspondso the averagedetectionaccurag over 50 images.
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storedin JPEG,GIF, or JPEG2000ormats. For all the experimentspresentedelov, eachdata
point correspond$o anaverageover 50imagesandthefalse-positie rateis lessthan1%.

Shown in Figures2.20-2.22arethedetectionaccuraciesor re-sampledyray-scalemageshat
weresubsequentlyPEGcompresseavith differentqualities. Theseresultsreveal a weaknes®f
our method:while the detectionaccuraciesregoodat qualitiesbetweer®7 and 100 (out of 100
thereis a precipitousfall at quality 96 for down-samplingsandrotations,andat a quality of 90,
the detectionis nearlyat chancefor all re-samplingrates. Note alsothat at an up-samplingrate
of 60%anda down-samplingrate of 20%the detectionaccurag dropssuddenly This is because
the periodicJPEGblocking artifactshapperto coincidewith the periodicpatternsintroducedby
thesere-samplingparameters— theseartifactsdo not interferewith the detectionof rotations.
Thereasorfor thegenerapoorperformancef detectingee-samplingn JPEGcompressednages
is two-fold. First, lossyJPEGcompressionntroducescorrelatednon-whitenoiseinto the image
(e.g.,a compressiorguality of 90 introduces,on average,28 db of noise), which signi cantly
affects the detectionaccurag. Second,and more important,the block artifactsintroducedby
JPEGintroducevery strongperiodic patternsthat maskand interferewith the periodic patterns
introducedby re-sampling.

Shownin Figures2.23-2.24arethe detectionaccuracie$or re-sampledolorimageshatwere
subsequentlgonvertedto 8-bit indexed color format (GIF). This conversionintroducesapprox-
imately 25 db of noise. Note that while not as good as the uncompressedIFF images,these
detectionratesareslightly superior(for down-samplingin particular)to whatwould be expected
with thelevel of noise(seeFigures2.18-2.19)ntroducedby GIF compression.

We have alsotestedour methods robustnessvith JIPEG200Q3] compressionWe have em-
ployeda free, non-ofcial Java™ implementatiorof the JPEG200Maselinecodec,JJ200054],
freely availableto downloadat

http://jj2000.epfl.ch/jj_down load/ inde x.htm | :

Shawvn in Figures2.26-2.25aretheresultsfor gray-scalemagesthatwere rst re-sampledvith a
rangeof parameterghencompressedith differentnumber=f bits perpixel usingthe JPEG2000
codec.Notethatthe detectionremainsrobustdown to 2 bits per pixel. A signi cant deterioration
is experiencedor compressiomratesbelov 1:5 bits per pixel (for down-samplingin particular).
Note also that the detectionaccurayg for higherup-samplingratesis lower when comparedo
TIFF images.Thereasorfor this decreasé accurag is thatJPEG2000ntroducesartifactsin the
probability mapsthatinterferewith periodichigh frequeng patterndik e thoseproducedby up-
samplingswith higherpercentagesl heseartifacts,however, arenot assevereasthoseintroduced
by JPEG hencetheimprovedoverall performance.

2.5 Summary

When creatingdigital forgeries, it is often necessaryo scale,rotate, or distort a portion of an
image. This processnvolvesre-samplingthe original imageonto a new lattice. Although this
re-samplingorocesdypically leavesbehindno perceptuaértifacts,it doesintroduceperiodiccor-
relationsbetweenmeighboringimagepixels. We have shavn how andwhen correlationpatterns
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Figure 2.19: Detectionaccurag asa function of differentrotationanglesand SNRs. Eachdata
point correspondso the averagedetectioraccurag over 50images.
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Figure 2.20: Detectionaccurag asafunctionof differentup-samplingpercentageandJPEGcom-
pressiomualities.Eachdatapoint correspond$o the averagedetectioraccurag over 50images.
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Figure 2.21: Detectionaccurag asa function of differentdovn-samplingpercentageand JPEG
compressiomualities. Eachdatapoint correspondso the averagedetectionaccurag over 50 im-

ages.
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Figure 2.22: Detectionaccurag asa functionof differentrotationanglesand JPEGcompression
qualities.Eachdatapoint correspondso the averagedetectionaccurag over 50 images.
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Figure 2.25: Detectionaccurag as a function of differentrotation anglesand JPEG2000com-
pressionin bits per pixel. Eachdatapoint correspondso the averagedetectionaccurag over 50
images.

41



1.50 bits per pixel

_100f T . . ; . . _100f " . . . . . .
c c
8 50 8 sor
& & 9—9—0/.\0‘—*\9—-—0‘—*/.\0
0 Y . . . ot ’ . y | y | . il
13510 20 30 40 50 60 70 80 90 135 10 15 20 25 30 35 40 45
up-sampling (%) down-sampling (%)
1.75 bits per pixel 1.75 bits per pixel
_100f T . ; . . . . . _100f " . . . . . . . .
c c
8 sof 8 sof
g g
ot . . . . . . . . Oor &V . ! | | \ . . |
13510 20 30 40 50 60 70 80 90 135 10 15 20 25 30 35 40 45
up-sampling (%) down-sampling (%)
2.00 bits per pixel 2.00 bits per pixel
_ 100 . . _100F . . . . . . . .
c c
8 sof 8 sof
g g
o- %@, . . . . . . . or & | . . . . \ . . .
13510 20 30 40 50 60 70 80 90 135 10 15 20 25 30 35 40 45
up-sampling (%) down-sampling (%)
2.25 bits per pixel 2.25 bits per pixel
_ 100 _100F ; . . . . . . .
c c
8 sor 8 sor
g g
Ot . . . . . . . . Ot - . . . . . . . .
13510 20 30 40 50 60 70 80 90 135 10 15 20 25 30 35 40 45
up-sampling (%) down-sampling (%)
2.50 bits per pixel 2.50 bits per pixel
_ 100 . . _ 100 . . . . . . .
c c
8 sor 8 sor
g g
Ot . . . . . . . . Ot . . . . . .
13510 20 30 40 50 60 70 80 90 135 10 15 20 25 30 35 40 45
up-sampling (%) down-sampling (%)
2.75 bits per pixel 2.75 bits per pixel
_ 100 . . _ 100 . . . . . . .
c c
8 sor 8 sor
g g
Ot . . . . . . . . Ot . . . . . . .
13510 20 30 40 50 60 70 80 90 135 10 15 20 25 30 35 40 45
up-sampling (%) down-sampling (%)
3.00 bits per pixel 3.00 bits per pixel
_ 100 . : . . . . _ 100 , . . . . . .
c c
8 sof 8 sof
g g
ot . . . ot . . . .

30 40 50
up-sampling (%)

10 20 60

1.50 bits per pixel

10

15 20 25 30
down-sampling (%)

Figure 2.26: Detectionaccurag asa function of differentup-sampling(left) anddown-sampling
(right) percentageandJPEG200@ompressioin bits perpixel. Eachdatapoint correspondso the
averagedetectionaccurag over 50images.
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are introduced,and describeda techniqueto detectthemin ary portion of animage. We have
shown several detectionresultson naturaltestimagesand credibleforgeries,and we have thor-
oughly testedour methods robustnessand sensitvity to simple counterattacks(additive white
Gaussiamoiseandnon-linearluminancetransformationsandlossy compressiorschemegGIF,
JPEG2000andJPEG)In summarywe have shovn thatfor uncompressed@lFF imagesandlossy
compressetmageswith minimal compressionve candetectwhetheranimage,or a portionof it,
hasbeenre-sampledscaledyotated etc.),asmightoccurwhentheimagehasbeentamperedvith.
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2.6 Re-samplingDetectionAlgorithm

* Initialize */

choosearandom~

chooseN and g

setpy asl overthesizeof therangeof possiblevaluesfor y(i)
setY asin Equation(2.15)

seth to beabinomiallow-passlter of size(Ny, Np)

n=~0
repeat
[* expectationstep*/
for eachsample
R = y() N w(Ky(i+ k) residualerror
end
R = R?h [* spatiallyaveragetheresidualerror*/
for eachsample

P(i) = T&Te R?(=2 §  /* conditionalprobability*/
P (i)
P (i)+ po

w(i) = [* posteriorprobability*/

end

[* maximizationstep*/
W=0
for eachsample
W(i; i) = w(i) /* weightingmatrix*/

end
P . ) 1=2
el = —ﬂ% /* new varianceestimatet/
~n+1 = (YTWY) YTWy  /* new estimatet/
n=n+1

until (k~, ~, 1k< ) [* stoppingcondition*/
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Chapter 3

Color Filter Array Inter polated Images

Most digital cameragapturecolor imagesusinga single sensotin conjunctionwith an array of

color Iters. As a result, only one third of the samplesin a color image are capturedby the

camerathe othertwo thirdsbeinginterpolated.This interpolationintroducesspeci c correlations
betweerthe samplef acolorimage.Whencreatingdigital forgeriesthesecorrelationsarelik ely

to bedestryedor altered.We describethe form of thesecorrelationsandproposea methodthat
guanti es andestimategshemin ary portion of animage. We showv the generaleffectivenessof

this techniquein detectingtamperedmages,andanalyzeits sensitvity androbustnesgo simple
counterattacks.

3.1 Color Filter Array Inter polation Algorithms

A digital color imageconsistsof threechannelscontainingsamplesrom differentbandsof the
color spectrum(e.g.,red, green,and blue). Most digital camerashowever, are equippedwith
a single chage-coupleddevice (CCD) or complementarymetal oxide semiconducto(CMOS)
sensorandcapturecolor imagesusinga color Iter array(CFA). The mostfrequentlyusedcolor
Iter array(CFA), theBayerarray[4], employsthreecolor lters: red,greenandblue. Theredand
blue pixels are sampledon rectilinearlattices,while the greenpixels are sampledon a quincunx
lattice,Figure3.1. Sinceonly asinglecolor samplds recordedateachpixel location,theothertwo
color samplesnustbe estimatedrom the neighboringsamplesn orderto obtaina three-channel
colorimage.Let S(x; y) denotehe CFA imagein Figure3.1,andR(x;y), G(X;y), B(x; y) denote
the red, green,andblue channelsconstructedrom S(x; y) by insertingzerosat the locationsof
missingcolor samples:

S(xy) i S(Xy) = ryy
R(x; = s ’ 3.1
(x:y) 0 otherwise (3.1)

S(xy) if S(%Y) = Oy
Six: _ ‘ ; 3.2
(Xy) 0 otherwise 82)
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M0 | Q12 | M3 | 04 | s | Ouse
o1 | 22 | O3 | Boa | Qo5 | b
F31 | 932 | 33| O34 | M35 | O3
Qa1 | uo | Oas | ua | Qs | bue
I's;1 | 052 | 53 | O54 | I's;s | Os:6

Os:1 | D52 | O6:3 | D52 | Q65 | b6

Figure 3.1: The top-left portion of a CFA imageobtainedfrom a Bayerarray The red pixels,
rai+1:2j +1 , andbluepixels, by 5 , aresamplednrectilinearattices while thegreenpixels, go; +1 ;i
andgy;; 5 +1 , aresampledwice asoftenon aquincunxlattice. Only onecolor sampleis recordecht
eachpixel location.

(
_ 3 S(xy) ifS(xy) = by |
Bxy) = 0 otherwise ’ 83

where(X;y) spananintegerlattice. A completecolorimage,with channelR(x;y), G(x; y), and
B (x;y) needsto be estimated.Thesechannelgake on the non-zerovaluesof R(x;y), G(X;y),
andB(x; y), andreplacethe zeroswith estimatesrom neighboringsamples.The estimationof
the missingcolor sampless referredto asCFA interpolationor demosaickingCFA interpolation
hasbeenextensiely studiedandmary methodshave beenproposedsee for example,[55] for a
sunwey, and[27, 29, 46] for morerecentmethods).We will brie y describesevendemosaicking
techniquedor the Bayerarraythatareusedin our studies.

3.1.1 Bilinear and Bi-Cubic

The simplestmethodsfor demosaickingrekernel-basedhterpolationmethodshatactindepen-
dentlyoneachchannel Thesemethodsanbeef ciently implementedslinear Itering operations
on eachcolor channel:

X
R(x;y) = he(UVIR(X  uy V)
uyv= N
X
G(x;y) = he(u; vV)G(X  uy V) (3.4)
uyv= N

X
B(x;y) = hp(u; V)B(X Uy Vv);

uv= N

whereR( ), G( ), B( ) arede nedin Equationg3.1)-(3.3),andh, (), hq( ), hy( ) arelinear Iters
of size(2N + 1) (2N + 1). Differentforms of interpolation(nearesteighbor bilinear, bi-

46



cubic[32], etc.) differ in the form of the interpolation Iter used. For example,in the caseof a
Bayerarray the bilinearandbi-cubic lters for theredandblue channelsareseparablewith the
1-D lters givenby:

h= 1=2 1 1=2 h= 116 0 9=16 1 9=16 0 1=16 : (3.5)

andthe 2-D lters givenby h/h; andhlh.. The bilinear and bi-cubic Iters for the green
channelhowever, arenolongerseparablendtake the form:

0O 9 0 9 0
0O 0o 0o 1 O O

Usingbilinearinterpolation for example thecolor samplesat pixel locations(3; 3), (3;4), and
(4;4), Figure3.1,aregivenby:

00 0 1 0 00
5 3 00 9 0 9 00
010 L B0 9 0 8 0 90
hh=>41 4 15 he= =—QR81 0 81 256 81 0 1 (3.6)
4010 2660 9 0 8 0 9 0
0 0
0

b2;2 + b2;4 + b4;2 + b4;4

p3 T Oz2t Ozat Oas

R(3;3)= rgs G(3:3)= ; B(3:3) = ;
G(3:4)= s B(34)= L‘; & R(3;4)= 22712
B(44)= by R(44)= 217 T 105 g g BT Su” GuoT Dok

3.1.2 SmoothHue Transition

Smoothhue transition CFA interpolation[10] is basedon the assumptiorthat color hue varies
smoothlyin naturalimages,andcanbe assumedo be constantn a small neighborhood Hueis

de ned hereastheratio betweera chrominanceomponen{red or blue) andthe luminancecom-
ponent(green).The algorithminterpolateghe greenchannelG( ), Equation(3.2), usingbilinear
interpolation Section3.1.1,to yield G( ). To estimatehemissingredsamplestheratio R( )=G( )

is bilinearly interpolatedthenpoint-wisemultiplied by G( ). For example, the missingredvalues
atlocations(3; 4), (4; 3), and(4; 4), Figure3.1,aregivenby:

33 + I35
G(3;3) G(3;5)

33 53
G(3:3)  G(53) 8.7)

33 + I35 + Is:3 + I's;5
G(3;3) G(3;5 G(53) G(5;5)
Themissingbluesamplesareestimatedn a similar mannerastheredsamples.

R(3;4) = G(3;4)

R(4;3) = G(4:3)

R(4;4) = G(4;4)

AL NI NP
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3.1.3 Median Filter

Median Iter basedCFA interpolation[20] is a two-stepprocessFirstthe R( ), G( ), B() chan-
nels,Equationg3.1)-(3.3),areeachinterpolatedusingbilinearinterpolation,Section3.1.1. Next,

the pairwisedifferencef the interpolatedchannelqi.e., red minusgreen,red minusblue, and
greenminusblue) aremedian Itered*. Let M, 4( ), Mgp( ), andM,,( ) denotethe median Itered

differences At eachpixel location,the missingcolor samplesareestimatedasthe sumor differ-

encebetweenthe color sampledrom the CFA image,Figure 3.1, andthe correspondingnedian
Itered differences. For example,the missingsamplesat locations(3; 3), (3;4), and (4;4) are
estimatedasfollows:

G(313) = r3;3 Mrg(3;3) B(B; 3) = r3;3 Mrb(3;3)
R(3;4) = gza+ My(3;4) B(3;4) = 0gza Mg(3:4) (3.8)
R(4;4) = bya+ M(4;4) G(4;4)= lys + Mgb(4; 4):

3.1.4 Gradient-Based

Gradient-base@FA interpolation[36] is a multi-stepmethodthat preseresedgeinformationby
trying to preventinterpolationacrossedges.The greenchannel G( ), is rst estimatedusingan
adaptve interpolationtechnique. For example,in orderto estimatethe greenvaluesat location
(3;3) and(4; 4), Figure 3.1, derivative estimatorsalongthe horizontalandvertical directionsare
rst computed:

Has = j(rs1+ rss)=2 a3 Vs = j(rus+ rs3)=2 rag (3.9)
|_|4;4 = J(b42 + b4;6):2 b4;4j V4;4 = J(b24 + l113;4):2 b4;4j : .
Theseestimatorsarereferredio asclassi ers. The estimatedyreenvaluesarethengivenby:
8
2 (Os2 + O34)=2 H3z3 < Va3
G(3;3) = S (G2 + Gua)=2 Hss > Va3
é (Qe3+ U322+ Oza+ Qu3)=4 Hzz= Va3 (3.10)
2 (U3t Qus)=2 Haa < Vaa
G(4;4) = S (O34 + U5:4)=2 Haa > Vaa

" (st Oazt Qa5 t O5a)=4 Hus = Vial

The missingred samplesare estimatedoy taking the differenceimagebetweenthe R( ) and
G( ) channelspilinearly interpolatingthis difference thenaddingback G( ). For example,the
missingredsamplesat (3; 4), (4; 3), and(4; 4), Figure3.1,aregivenby:
h [
R(3;4) = % rsz G(3;3) + razs G(3;5) + G(3;4) (3.11)

Thechoiceof the median®lter sizeis importantfor the perceptuatjuality of CFA interpolatedmages.
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h i

R(4;3) = % rsz G(3;3) + rsz G(53) + G(4:;3) (3.12)
h
R(4;4) = % rzs G(33) + rzs G(3;5) + rsz G(53) + (3.13)
[

rss G(5;5) + G(4;4):

Themissingbluesamplesareestimatedn a similar mannerastheredsamples.

3.1.5 Adaptive Color Plane

Adaptive color planeCFA interpolation[28] is a modi cation of the gradient-basethterpolation
methodthatincludessecond-ordederivative estimatesThegreenchannelG( ), is rst estimated
using adaptve interpolation. For example,in orderto estimatethe greenvaluesat (3; 3) and
(4;4), Figure 3.1, horizontalandvertical classi ers are computedasthe sumbetweenrst-order
derivative estimatefrom the luminance(green)channel,and second-ordederiative estimates
from thechrominancdredandblue)channels:

H3s=jOs2 Osaj+] ra1+ 2rzs  ras)
Va3 = O3 Oaal+] ryus+ 23z Isg

. . . 3.14
Haa= [0z Gasi+] Duo+ 2us  bye) (3.14)
Vaa = [O3a  Osaj +] bpat 2y byaj:
Usingtheseclassi ers,the estimatedyreenvaluesaregivenby:
8
(32 + U34)=2+ ( r3a+ 2r33 rgs)=4 Hzsz< Va3
G(3;3) = (B3t Gug)=2+ ( Tyz+ 23z TIs3)=4 Haz> Vig
' 3 (%3t Osot+ Gsat+ Ga3)=4+
' ( ryz ran+4rgz ras rs3)=8 Hazz= Vas (3.15)

(Gaz+ Oas)=2+ ( oy + 2ys  bye)=4  Hus < Vg
(st O54)=2+ ( bpa+ 2y b5a)=4 Has > Vaa
3 (gsat Quat Gas+ Osa)=4+
' ( s luo+ 4wy hbug Db54)=8 Haa= Vaa:

The estimationof the missingchrominancesamplesdependsn their locationin the CFA. At
locationswherethe nearesthrominancesamplesarein the samerow or column,a non-adaptre
procedurenith second-ordecorrectiontermsis employed. For example,redandblue samplesat
(3;4) and(4; 3) aregivenby:

G(4,4) =

r3z+ ras = G(33)+26(3;4) G(3:9)

R@B4) = 227 ’ (3.16)
B(34) = 247 B, CEHr20E4 C&Y (317)

49



R(4:3) = a3 '; Is:3 + G(B, 3) + 262(4: 3) G(51 3) (3.18)
sy < bethu, G2 20G3) G 3.19)

At locationswherethe nearesthrominanceneighborsare diagonallylocated,an adaptve proce-
dureis employed. For example,in orderto estimatethe missingchrominancesamplesat (3; 3)
and(4; 4), classi ersbasedon dervative estimatesalongthe rst andseconddiagonalsare rst
estimated:
Dis=ibe huaj+j G(2,2)+ 2G(3;3) G(4;4)]
D3s=iba higj+j G(2:4)+ 2G(3;3) G(42)

1 . _ _ . (3.20)
Dya=irss rssj+j G(3;3)+ 2G(4,4) G(5;9)
D%,=jrss rssj+j G(3;5)+ 2G(4;4) G(5;3)j;
thenusingtheseclassi ers,the missingredandblue valuesaregivenby:
g(bm+ hi2)=2+ ( G(2;4) + 2G(3;3) G(4;2))=2 D33 > D33
B33 = (B2t B2+ ( G212+ 2633 6@ 4)=2 D§s < D
3 (b2 + b+ bup + bya)=4+
' ( G(2,2) G(2;4)+ 4G(3;3) G(4;2) G(4;4)=4 Dj;= D3,
g(r3;5+ rs2)=2+ ( G(3;5)+ 26(4i4) G(53))=2 Di,> Di,
R(4:4) = (ras+ rss)=2+ ( G(3;3)+ 2G(4;4) G(5;5))=2 D}, < D2,

3 (raz+ Mg+ sz + I55)=4 +
((G(@33) G@E5)+46(44) G(:3) GE5)=4 Di,=Diy

3.1.6 Threshold-Basedvariable Number of Gradients

Threshold-basedariable numberof gradientsCFA interpolation[9] is a more complex demo-
saickingmethod.At eachpixel location,eightgradientestimatesre rst computedusingsamples
froma5 5 neighborhoof the CFA image. Theseestimatesarecomputedslightly differently
dependingon the color sampleat the pixel underconsideration:chrominancegred and blue) or

luminance(green). For example,the eight gradientestimatesat location (3; 3), Figure 3.1, are
givenby:

N33 = joos Qs+ jruz rag+

1o byoj  ja baa) | JO12 O3 | JOua O34l
> + > + > + > (321)

Es3=]0s2 Osal +jrzs rzsi+
o g | juz wa) o JO2z Gos] L JOaz Ous)
> + > + > + > (322)
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S33= jO23 Oas)tjrzs [Is3)+
jo by N s uaj N jO2  Os2) N jO3a  Os4)
2 2 2 2
W33 = [Oz2 Osal *jrz1  rzal+
2 a4 + Jhe2 Dy + j%1 O3 + j921 Qg
2 2 2 2
N E3;3 = jb2;4 b4;2j + jr1;5 I’3;3j +
jO23 O3 N j9a Qs N j91a O3 N 195  Os4)
2 2 2 2
SE3;3 = jb2;2 b4;4j + jr3;3 r5;5j +
jO23 Ozl N j%2 Qa3 N jO3a  Oas) N jOas  Os4)
2 2 2 2
NWss = jbo byaj+ jria rasj+
jO12 G223 + jO1  O32) + jO3 O34 + jO2  Oas
2 2 2 2
SWi3 = jlpg Iy + jrsa  rasj+
jOz O3 + j0s4  Oa3) + jOs2  Oaul + jOas  Os2) .
2 2 2 2 '
andthegradientsatlocation(3; 4), Figure3.1,aregivenby:
Nza= jps uaj+ jO1a Osa) +
jO23 Qa3 + jO25  Oas) + jris  rag) + jris  ras)
2 2 2 2
Esa=jras rasj+jdsa Ot
j%3 G5 + jOs3  Oas) + s ) + jua by
2 2 2 2
Sza=jloa b+ j0za OG54t
jO23 Qa3 + jO25  Oas) + ir3s s3] + jras  Iss)
2 2 2 2
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Was4 = jras rasj+ jOs2 Osaf+
j%3  Os) + jOaz  Oas) + 2 4 + jouo g

5 5 5 5 (3.32)
NEss=jO2s Ousj+ jdue Osal *Jlis  Tas)+ e Mugf (3.33)
SEz4=]023 Ousi+ [Oza Osel * j2a  buej+ jraz  rsgs) (3.34)
NWazs=]O23 Oasj+ 012 Oz + 2 Muaj+jriz  ras (3.35)
SWa4 = jdos  Oaa) + jOza  Osof + s by + jras  rsgj: (3.36)
Let G, denotethesetof gradientestimatest (X; y):
Gey = Ny Sxy s Exys Wiy s N By s N Wiy ; SEsy s SWicy 0: (3.37)

Eight averagered, green,andblue values,onefor eachgradientdirection,arethencomputed
at eachpixel location. At location (3; 3), for example,the averagevaluescorrespondingo the
differentgradientregionsaregivenby:

Ris= (ris+ rss)=2 Gjis= Op3 Blls = (oo + bpa)=2
R5;3 = (raz+r3s5)=2 Gz3= Oa4 B3E;3 = (bpg + bya)=2
R§;3 = (rzs+ rs3)=2 G§;3 = Oas Bf?;g = (byz + by4)=2
Rg\;lg = (rza+ raz)=2 G\el,\;/3 = Q32 B\3/Y3 = (b2 + byp)=2

RYS = (rus+ras)=2 GY§ = (Qua+t Gzt Qs+ Ga)™  BJ5 = by
R3S = (ras+ ss)=2 G35 = (Gsa* Guat Gus* Gs)™ B35 = hyy
RYs = (rpi+ rze)=2 GYJ' = (G2t Goa+ Qs+ Gs2)=4 By = by
RSY = (ras+ rs1)=2 G5Y = (Geo+ Qs+ Gus+ Gs2)=4 BSY = by
FromG,, , Equation(3.37),athresholdTy., is computeds:
Ty = kimin Gy + ka(max G,y  min Gy ); (3.38)

wherethevaluesof k,, k, areempiricallychoseras1:5 and0:5, respectiely. Next the previously
computedcolor averagedrom regionswhosegradientestimates lessthanthe threshold areav-

eragedo yield RZY?, GR1%, andBZY3. For example,atlocation(3; 3) if the gradientestimatedess

thanT;.;3 areS;z.3, Wa.3, N E3.3, andSWs 3, then:
R3Y = 1=4 (R3;+ RY; + RYS + R3Y
G35 = 174 (G3;+ Gy + Gh5 + G3Y (3.39)
BSY = 1=4 (B3;+ B33+ BYF + B3Y):
The nal estimate®f the missingcolor samplesatlocation(3; 3) arethengivenby:
G(3;3)=ras+ (G35 R37
B(3;3)=ras+ (B5Y R3%):

Themissingcolor samplesat the otherpixel locationsareestimatedn a similar manner

(3.40)
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3.2 DetectingCFA Inter polation

At eachpixel locationof a CFA interpolatedcolorimage,a singlecolor samples capturedoy the

camerasensoywhile the othertwo color samplesare estimatedrom neighboringsamples.As a

result,a subsetof sampleswithin a color channel,are correlatedto their neighboringsamples.
Sincethe color Iters in a CFA aretypically arrangedn a periodic pattern,thesecorrelations
areperiodic. Considey for example,the red channel R(X; y), thathasbeensampledon a Bayer
array Figure3.1,thenCFA interpolatedusingbilinear interpolation,Section3.1.1. In this case,
the red samplesin the odd rows and even columnsare the averageof their closesthorizontal
neighbors,the red samplesin the even rows and odd columnsare the averageof their closest
vertical neighbors,and the red samplesin the even rows and columnsare the averageof their

closestiagonalneighbors:

R(2x + 1,2y 1)+ R2x+ 1,2y + 1)

R(2x+ 1,2y) =

2 2
R(2x: 2y + 1) = R(2x ;;23/+ 1) N R(2x + ]2_;2y+ 1)
: . (3.41)
R(2x; 2y) = R(2x i’zy 1) + R(2x i,2y+ 1) N
R@x+ L2y 1) R@x+L2y+1)
4 4 .

Notethatin this simplecasethe estimatedsamplesareperfectlycorrelatedo their neighbors.
As sucha CFA interpolatedmagecanbedetectedin theabsencef noise)by noticing,for exam-
ple, thatevery othersamplein every otherrow or columnis perfectlycorrelatedo its neighbors.
At the sametime, the non-interpolatedsamplesare lesslikely to be correlatedin preciselythe
samemanner Furthermoreijt is likely thattamperingwill destry thesecorrelationsor thatthe
splicingtogetherof two imagesfrom differentcamerawill createinconsistentorrelationsacross
thecompositamage.As such,the presenceogr lack, of correlationsgdueto CFA interpolationcan
be usedto authenticatenimage,or exposeit asaforgery.

We begin by assuminga simplelinear modelfor the periodiccorrelationsntroducedby CFA
interpolation.Thatis, eachinterpolatedpixel is correlatedo a weightedsumof pixelsin a small
neighborhoodenteredaboutitself. While perhapsverly simplisticwhencomparedo the highly
non-linearnatureof most CFA interpolationalgorithms,this simple modelis both easyto pa-
rameterizeand canreasonablyapproximateeachof the CFA interpolationalgorithmspresented
in Section3.1. Note that mostCFA algorithmsestimatea missingcolor samplefrom neighbor
ing sampledn all threecolor channels.For simplicity, however, we ignore theseinter-channel
correlationsandtreateachcolor channeindependently

If thespeci c form of thecorrelationsareknown (i.e.,the parametersf thelinearmodel),then
it would be straightforvard to determinewhich samplesarecorrelatedo their neighbors.On the
otherhand,if the samplescorrelatedo their neighborsareknown, the speci ¢ form of the corre-
lationscould be easilydetermined.In practice,of course neitherareknown. To simultaneously
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estimateébothwe employ theexpectation-maximizatioh (EM) algorithm[14], asdescribedelow.

3.2.1 Expectation-Maximization Algorithm

Letf (; ) denotea color channel(red,green,or blue) of a CFA interpolatedmage. We beagin by
assuminghateachsamplein f ( ; ) belongsto oneof two models:

M, if thesamples linearly correlatedo its neighborsj.e., is generatedy thelinearmodel:

X
f(xy) = uvf (X + Uy + v) + n(x;y); (3.42)

uv= N

wherethemodelparameteraregivenby~=f ,,j N u;v  Ng(N isanintegerand

0.0 = 0), thelinear coefcients (strungoutin vectorform) thatembodythe speci ¢ form
of the correlationswith oo = 0. In the above equation,n(x; y) denoteindependentand
identically distributed (i.i.d.) sampledravn from a Gaussiardistribution with zeromean
andunknavn variance 2.

M,, if thesamples notcorrelatedo its neighborsij.e., is generatedby anoutlier process.

The expectation-maximizatioalgorithm(EM) is a two-stepiterative algorithm: (1) in the E-step
the probability of eachsamplebelongingto eachmodelis estimated;and (2) in the M-stepthe
speci ¢ form of the correlationshetweensampleds estimated.More speci cally, in the E-step,
the probability of eachsampleof f (x; y) belongingto modelM ; is estimatedisingBayes'rule:

Prif (x;y) 2 My f (X y)g=
L Prif(xy)jf(xy) 2 MigPrf (x;y) 2 Mug |
C 2 PHE(GY) | f(XY) 2 MigPrif (xy) 2 Mig’

(3.43)

wherethe prior probabilitiesPrf f (x;y) 2 Mg andPrff (x;y) 2 M,g areassumedo beequal
to 1=2. Theprobabilityof observingasamplef (x; y) knowing it wasgeneratedrom modelM ; is
givenby:

Prif (y)jf(x;y) 2 Mig=
2 ! 23
1 4 1 X .
—p? exp >3 f(x;y) wf (X+ Uy +v) : (3.44)

uv= N

2A shorttutorial onthe generaEM algorithm,andanexampleof its applicationto a mixture modelsproblemare
presentedn AppendixA.
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The variance, 2, of this Gaussiardistribution is estimatedn the M-step (seeSection3.5). A
uniformdistribution is assumedor the probability of observinga samplegeneratedby the outlier
model,M,, i.e.,Prff (x;y) j f (X;y) 2 Mg is equalto theinverseof therangeof possiblevalues
of f (X; y). Notethatthe E-steprequiresanestimateof thecoefcients ~, whichonthe rst iteration
is choserrandomly In the M-step,a new estimateof ~ is computedusingweightedleastsquares,
i.e., minimizing thefollowing quadraticerrorfunction:

L2

X XV
E(-) = wx;y) f(xy) wf(X+uy+v) (3.45)

Xy uv= N

wheretheweightsw(x;y)  Prff(x;y) 2 M | f(x;y)g, Equation(3.43). This errorfunction
is minimizedby computingthe gradientwith respecto ~, settingthis gradientequalto zero,and
solving the resultinglinear systemof equations.Settingequalto zerothe partial derivative with
respecto oneof thecoefcients, ., yields:

@

=0
@ s;t |
X X '
2 wxyf(x+sy+t) f(xy) wf(X+uy+v) =0
Xy uv= N
X X
wix; y)f (x+ sjy + t) uf (X+uy+v)=
Xy uv= N X (346)
wix; Y)f (x+ s;y + ) (xy):
Xy
Re-orderinghetermson theleft-handsideyields:
|
X X '
uv WY (x+ sty + f (x+ujy+v) =
uv= N Xy X

wix; f (x+ siy+ Of (xy) 1 (3.47)
Xy
This processs repeatedor eachcomponent, ¢, of ~, to yield a systemof linearequationghat
canbesolvedusingstandardechniques.

TheE-stepandtheM-stepareiteratively executeduntil astableestimateof ~ is achiered— see
Section3.5for adetailedalgorithm. The nal ~ hasthe propertythatit maximizesthelikelihood
of theobseredsample$ — seeAppendixA for moredetailson maximumlik elihoodestimation
andEM.

3The EM algorithmis provedto alwayscorvergeto astableestimatethatis alocal maximumof thelog-likelihood
of theobseneddata,[14] andAppendixA.
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3.3 Results

We collected one hundred images, fty of resolution 512 512 and fty of resolution
1024 1024 Eachof theseimageswerecroppedfrom a smallersetof twenty 1600 1200im-
agegakenwith aNikon Coolpix950cameraandtwenty3034 2024imagesakenwith aNikon
D100camera.The Nikon Coolpix 950emplgys afour- Iter (yellow, cyan, magentagreen)CFA,
andwassetto storetheimagesin uncompressed|FF format. The Nikon D100 cameraemploys
aBayerarray andwassetto storetheimagesn RAW format. To avoid interferencewvith the CFA
interpolationof the cameraseachcolor channelbf theseimageswasindependentlyplurredwith a
3 3binomial Iter , anddown-sampledy afactorof two in eachdirection. Thesedown-sampled
colorimageswerethenre-sampledntoa Bayerarray andCFA interpolatedusingthe algorithms
describedn Section3.1.

Shavn in Figures3.2 and 3.3 arethe resultsof runningthe EM algorithm, Section3.2.1,0n
eightcolorimagesthatwere CFA interpolatedusingthe algorithmspresentedn Section3.1,and
ontwo imageswherethe CFA correlationsveredestryed by dowvn-sampling.The parametersf
theEM algorithmwere x edthroughoutatN = 1, o= 0:0075 andpy = 1=256(seeSection3.5).
Shown in theleft columnaretheimagesijn themiddlecolumntheprobabilitymapsfrom thegreen
channel(the red andblue channelsyield similar results),andin the right columnthe magnitude
of the Fouriertransformsof the probabilitymaps. Notethat,althoughthe periodicpatternsn the
probability mapsare not visible at this reducedscale,they are particularlysalientin the Fourier
domainin theform of localizedpeaks.Note alsothatthesepeaksdo not appeain theimagesthat
arenot CFA interpolatedlastrow of Figures3.2and3.3).

While the probability mapsobtainedfrom the EM algorithmcanbe employed to detectif a
colorimageis theresultof a CFA interpolationalgorithm,the linear coefcients, ~, returnedby
the EM algorithmcanbe usedto distinguishbetweerdifferentCFA interpolationtechniquesLet
~ denotethe 24-D vectorof linearcoefcients (i.e.,witha3 3 neighborhoodize,N = 1, each
of thethreecolor channeldas8 coefcients). UsingprincipalcomponenanalysigfPCA)[15], we
have computedheprincipalaxesof the80Q 24-D vectorsobtainedrom runningthe EM algorithm
on 100imagesCFA interpolatedwith eachof the algorithmsdescribedn Section3.1. Shovn in
Figure3.4 arethe projectionsontothe rst two principalaxes. Note how pointscorrespondingo
differentCFA interpolationalgorithmstendto cluster Evenin this two-dimensionakpacethese
clustersare,in somecasesclearlyseparable.

While the differentinterpolationmethodsare not perfectly separablen the low-dimensional
PCAspacethey arepairwiseseparablén theiroriginal24-D space Speci cally, aLinearDiscrim-
inantAnalysis(LDA) [19] onall pairsof interpolationalgorithmsyieldsnearlyperfectseparation.
For eachof the twenty-eightdistinct pairsof algorithmswe traineda LDA classi er. Using 90%
of the datafor trainingand 10%for testing,the averagetestingaccuracie®ver 10 randomtrain-

4For display purposesthe probability mapswere up-sampledoy a factor of two before Fourier transforming.
The periodic patternsintroducedby CFA interpolationhave enegy in the highesthorizontal,vertical and diagonal
frequencieswhich correspondso localizedfrequeny peaksadjacento theimageedges Up-samplingoy afactorof
two shrinksthe supportof a probability map's spectrumandshifts thesepeaksinto the mid-frequencieswherethey
areeasierto see. Also for display purposesthe Fourier transformsof the probability mapswere high-pass®ltered,
blurred,scaledio ®ll therange[0; 1], andgammacorrectedwvith anexponentof 2:0.
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Figure 3.2: Shavnin eachrow is animageinterpolatedvith the speci®edalgorithm,the probability
mapof thegreenchannebsoutputby the EM algorithm,andthemagnitudenf the Fouriertransform
of the probability map. Note the periodic correlationsin the CFA interpolatedimages(peaksin
jF (p)j) andthelack of suchcorrelationsn thenon-CHA interpolatedmage(lastrow).
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Figure 3.3: Shavnin eachrow is animageinterpolatedvith the speci®edalgorithm,the probability
mapof thegreenchannebsoutputby the EM algorithm,andthemagnitudenf the Fouriertransform
of the probability map. Note the periodic correlationsin the CFA interpolatedimages(peaksin
jF (p)j) andthelack of suchcorrelationsn thenon-CHA interpolatedmage(lastrow).
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Figure 3.4: The estimatednterpolationcoefdcientsfrom 100imagesCFA interpolatedwith eight
differentalgorithmsare projectedontoa 2-D subspaceEvenin this reducedspacethe algorithms
are,in somecasesclearlyseparable.

ing/testingsplits and over all pairs of algorithmsare shovn in the Table3.1. The averageover
all pairsof algorithmswas 97% andthe minimum testingaccurag was 87% and was obtained
whenseparatinghe 3 3 median Iter andthe variablenumberof gradientsalgorithms. Since
digital cameragypically employ differentCFA interpolationalgorithms this resultcould be used
to determinaf animagewasnottakenwith a speci c digital camera.

3.3.1 DetectingLocalized Tampering

Sinceit is likely that tamperingwill destry the periodic CFA correlations,it may be possible
to detectand localize tamperingin ary portion of animage. To illustrate this, we begin with

three1024 1024images,takenwith a Nikon D100 digital cameraand saved in RAW format,
Figure3.5. To simulatetampering gachcolor channebf theseimageg(initially interpolatedusing
theadaptve color planetechnique)wasblurredwith a3 3 binomial Iter anddown-sampledy
a factorof two in orderto destry the CFA correlations.The 512 512 down-sampledmages
werethenre-sampledn a BayerarrayandCFA interpolated Next, compositdmages512 512
pixelsin size,were createdby splicing, in varying proportions(1=4, 1=2, and 3=4), a non-CFA

interpolatedmage and the sameCFA interpolatedimage. Shavn in Figure 3.6 are the results
of running EM on thesecompositeimages— eachrow correspondso a differentinterpolation
algorithm:from top to bottom,bi-cubic,Section3.1.1,gradient-basedection3.1.4,andvariable
numberof gradients,Section3.1.6. Shavn in the top row are the probability mapsof the red
channel.Notethattheseprobabilitymapsclearlyrevealthe presencef two distinctregions. Also
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- bl bc sh m3 m5 gb acp vng
bl - 100% | 100% | 100% | 100% | 100% | 100% | 100%
bc || 100% - 100% | 100% | 100% | 100% | 99.5% | 100%
sh || 100% | 100% - 100% | 100% | 97.5% | 100% | 100%
m3 || 100% | 100% | 100% - 97% | 100% | 98.5% | 87%
m5 || 100% | 100% | 100% | 97% - 99.5% | 94.5% | 97.5%
gb || 100% | 100% | 97.5% | 100% | 99.5% - 99.5% | 100%
acp || 100% | 99.5% | 100% | 98.5% | 94.5% | 99.5% - 100%
vng || 100% | 100% | 100% | 87% | 97.5% | 100% | 100% -

Table 3.1: Shavnin thistablearetheaccuraciesbtainedusinglineardiscriminantanalysigLDA)
on pairsof CFA interpolationalgorithms.Eachaccurag valuewascomputediusing100images90
for training,and10for testing),and 10 randomtraining/testingsplits. The differentCFA interpola-
tion algorithmswere: bilinear (bl), bi-cubic (bc), smoothhue(sh),3 3 median®lter basedm3),
5 b5 mediar®lter basedmb), gradientbasedgb), adaptve color plane(acp),andvariablenumber
of gradientqvng).

Figure 3.5: Shavn arethreeimagestaken with a Nikon D100 digital cameran RAW format. See
alsoFigure3.6.

shavn in the top row is the magnitudeof the Fourier transformsof two windows®, onefrom the
non-CHA interpolatedportion (right), andonefrom the CFA interpolatedportion (left). Notethe
presencef localizedfrequeny peaksin the CFA interpolatedportion,andthelack of suchpeaks
in thenon-CHA interpolatedortion. Shovn in themiddle andbottomrows aresimilar probability
mapsobtainedfrom the greenand blue channelsof the othercompositeimages,aswell asthe
magnitudeof the Fouriertransformsf windows from thenon-CFA andCFA interpolatedoortions
of themaps.
Shavn ontopin Figure3.7 areanoriginal image(left) anda perceptuallyplausibleforgery of

thesamdamage(right). TheoriginalimagewasCFA interpolatedisingbi-cubicinterpolation.The

SFor display purposesthe Fourier transformsof the probability mapswere up-sampledy a factorof two, high-
pass®ltered,blurredto avoid aliasingartifacts,scaledto ®Il therange[0; 1], andgammacorrectedwith anexponent
of 2:0.
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Figure 3.6: Showvn arethe probability mapsof compositeimagesobtainedby splicing together
CFA interpolatedmageqleft portionof eachimage)andthesamemagewithout CFA interpolation
(right portion)— the originalimagesareshavn in Figure3.5. Also shawvn is the magnitudeof the
Fouriertransformsf windows from thetwo regions. Notethatwindows from the CFA interpolated
regions (left) have localizedpeaksin the Fourier domain,while the windows from the non-CRA
interpolatedegions(right) do not.
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forgedimagewasmanipulatedvith AdobePhotoshop , andthetamperingconsistedf hidingthe
damageon the car hood usingair-brushing,smudging,blurring, andduplication. Shavn on the
bottomof Figure 3.7 are the probability map of the tamperedmage,and the magnitudeof the
Fouriertransformsof two windows, onefrom a tamperedoortion (left), andonefrom an unadul-
teratedportion (right). Note thateventhoughthe periodicpatternis not visible in the probability
map,localizedfrequeny peaksrevealits presenceén the unadulteratedegion. Note alsothatthe
tamperedegion doesnot containfrequeny peaks.Shovn ontopin Figure3.8is anotherexample
of anoriginalimage(left) andthe sameimageatfter having beentamperedwith (right). The orig-
inal imagewasCFA interpolatedusingthe variablenumberof gradientsalgorithm. Thetampered
imagewas manipulatedusing AdobePhotoshop , andthe tamperingconsistingin overlayinga
non-CHA interpolatedmageof a grafti-painted wall over the facadeof the building. Shavn on
thebottomof Figure3.8 arethe probability mapof thetamperedmage,andthe magnitudeof the
Fouriertransformsof two windows onefrom atamperedgortion(left), andonefrom anunadulter
atedportion(right). Noteagainhow the presencef localizedfrequeny peaksevealthepresence
of the periodicpatternin the unadulteratedegion, while the absencef peaksin the otherregion
revealsthetampering.

3.3.2 Sensitvity and Robustness

From a digital forensicpoint of view it is importantto quantify the robustnessand sensitvity of
our detectiontechnique.lt is thereforenecessaryo devise a quantitatve measurdor the periodic
correlationgntroducedby CFA interpolation.This is achiezedby comparinghe estimategroba-
bility mapsof eachcolor channelof a givenimagewith syntheticallygenerategbrobability maps.
A syntheticmapis generatedor eachcolor channelsfollows:

S(X;y) = Iyy
Sr (X5 = )
(%) ( otherwise
0 S(Xy) = Gy
Sq(X:y) = ) ’ 3.48
o(X:¥) ( 1 otherwise (3.48)
0 S(x;y) = by
Sp(X; = )
o) 1 otherwise

whereS(x; y) is de ned asin Section3.1. Let py(X; y) denotethe probability mapobtainedirom
thegreenchannebf animage.A similarity measurdetweerpy(X; y) andsy(X; y) is computechas
follows:

1. Theprobabilitymappy( ) is FouriertransformedPqy(! ;! y) = F (py(X; y)).
2. Thesyntheticmapsy( ) is FouriertransformedSy(! «;! y) = F (S¢(X;Y)).-

3. Themeasuref similarity betweerpy(x; y) andsy(X; y) is thengivenby:
X

M (pg; Sg) = IPgl it y)i iSg(t it y)is (3.49)

Ixily
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original tampered

probabilitymap(p) JF (p)]

Figure 3.7: Shovn ontop areanoriginal (left) andatamperedmage(right). Shavn onthebottom
arethe probability map of the tamperedmages greenchannel,andthe magnitudeof the Fourier
transformof two windows from the probabilitymapcorrespondingo atamperedleft) andunadul-
terated(right) portion of theimage. Note the lack of peaksin the tamperedegion signifying the

absencef CFA interpolation.
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original tampered

probabilitymap(p) JF (p)]

Figure 3.8: Shovn ontop areanoriginal (left) andatamperedmage(right). Shavn onthebottom
arethe probability map of the tamperedmages greenchannel,andthe magnitudeof the Fourier
transformof two windows from the probabilitymapcorrespondingo atamperedleft) andunadul-
terated(right) portion of theimage. Note the lack of peaksin the tamperedegion signifying the

absencef CFA interpolation.
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wherej | denotesabsolutevalue(notethatthis similarity measures phasansensitve).

The similarity measure®etweerthe probability andsyntheticmapsof theredandblue channels,
M (pr;sr) andM (py; Sp), are computedin a similar way. If the similarity measureM (pg; Sg),
betweerpy(X; y) andsy(X; y) is above a speci edthreshold thena periodicpatternis assumedo
be presenin the probability map,andthe channelis labeledas CFA interpolated.Thresholdsare
empirically determinedior eachchannelto yield a 0% falsepositive rate, i.e., no color channel
from non-CHRA interpolatedmagess classi edasCFA interpolated.

To simulatetampering,eachimagein our databases blurred and dowvn-sampledn orderto
destrg theoriginal CFA interpolationcorrelations Theseémagesarethenre-sampledntoa Bayer
CFA andinterpolatedwith eachof thealgorithmsdescribedn Section3.1. Givenathree-channel
colorimage,we rst computethe similarity measurebetweerthe probability mapsof eachcolor
channelandthe syntheticmaps. The imageis labeledas CFA interpolatedf at leastoneof the
threesimilaritiesis greaterthanthe speci ed thresholdsor astamperedf all threesimilarities
arelessthanthethresholds.Usingthis approachwe have obtainedwith a 0% falsepositive rate
(i.e.,anon-CHRA interpolatedmageis never misclassi ed),thefollowing classi cationaccuracies
averagedver 100images:

, adaptve  variable
median median gradient-  color  numberof
bilinear bi-cubic smoothhue (3 3) (5 5) based plane  gradients

100%  100% 100% 99% 97% 100% 97% 100%

Counter Measures

To be usefulin aforensicsettingit is importantfor our detectionmethodto be robustto counter
measuresWe have testedthe sensitvity of our methodto simplecounterattackshatmayconceal
tracesof tampering:(1) lossycompressiorschemege.g.,JPEG GIF, andJPEG2000)(2) additve
white Gaussiamoise,and(3) non-lineampoint-wisegammacorrection.Fifty imagedakenwith the
Nikon Coolpix 950 camerawereprocesse@asdescribedn the previoussectionin orderto obtain
CFA andnon-CHA interpolatedmages.Shovnin Figure3.9arethedetectioraccuraciegwith 0%
falsepositives)for differentCFA interpolationalgorithmsasa function of the JPEGcompression
quality. Note that thesedetectionaccuraciesare closeto 100%for quality factorsgreaterthan
96 (out of 100, andthatthey decreasagracefullywhenthe quality factorsare decreasing.This
decreas@ accuray is expectedsincethelossyJPEGcompressiomtroducesoisethatinterferes
with the correlationsintroducedby CFA interpolation. The decreasén accurag dependson the
CFA interpolationalgorithm,e.g.,at quality 70, theaccurag for smoothhue CFA interpolationis
56% while the accurag for adaptve color plane CFA interpolationdropsto 6%. We have also
testedour detectionmethodon imagesthat have been8-bit color indexed (GIF). The detection
accuraciegwith 0% falsepositives)wereperfect(i.e., 100% for all CFA interpolationalgorithms,
exceptfor theadaptve color planeinterpolation wherethe accurag was96% Testswith images
compressedavith the JPEG200Gschemerevealeda weaknessn our approach.The quantization
of waveletcoefcients employed by the JPEG200Gchemejntroducesperiodicartifactsthatare
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Figure 3.9: Detectionaccuraciegwith 0% falsepositves) for different CFA interpolationalgo-
rithms as a function of JPEGcompressiomuality Eachdatapoint correspondgo the average
detectionaccurag over ®fty images.

indistinguishablgrom thoseintroducedby CFA interpolation. As a result, it is not possibleto
detectCFA interpolatedmageshathave beensubsequentlyPEG200@ompressed.

Shavn in Figure3.10arethe detectionaccuraciegwith 0% falsepositives)for differentCFA
interpolationalgorithmsasafunctionof thesignal-to-noiseatio (SNR) of additve white Gaussian
noise. In this case the accuracieslroprelatively slowly asthe SNR decreaseskor example,for
a SNR of 18db, even non-linearmethodsachieve very good detectionrates,e.g., 76% for the
adaptve color planetechniqueand86%for the variablenumberof gradientgechnique We have
alsotestedour detectionmethodon CFA interpolatedimagesgammacorrectedwith exponents
rangingfrom 0:5 to 1.5, in stepsof 0:1. For all CFA interpolationtechniqueghe accuraciegwith
0% falsepositives)wereeither100%or 98%(i.e.,oneimageoutof fty misclassi ed).

It may seemsurprisingthat we canstill detectthe CFA interpolationcorrelationsevenin the
presenceof perturbationge.g., lossy compressionadditive noise, non-linearluminancetrans-
forms)thatmaydestry thesecorrelations.Thereasorfor thisrobustnesss thatthe EM algorithm
employs amodelof correlationghatarealreadycorruptedby noise,Equation(3.42). As aresult,
thedetectionaccurag is largely insensitve to small perturbationsanddropsgracefullywhenthe
amountof perturbatiorincreases.

In summary we have shavn that our detectionmethodcan reasonablydistinguishbetween
CFA andnon-CHR interpolatedmagesevenwhentheimagesaresubjectedo lossycompression
(JPEGandGlIF, but not JPEG2000)additive noise,or luminancenon-linearities.
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Figure 3.10: Detectionaccuraciegwith 0% falsepositves)for different CFA interpolationalgo-
rithms as a function of signal-to-noiseratio (SNR). Eachdatapoint correspondgo the average
detectionaccurag over ®fty images.

3.4 Summary

Most digital cameragmploy asinglesensolin conjunctionwith a color Iter array(CFA) — the
missingcolor samplesaretheninterpolatedrom theserecordedsamplego obtainathreechannel
color image. This interpolationintroducesspeci ¢ correlationswhich arelikely to be destryed
whentamperingwith animage. As such,the presencer lack of correlationsproducedoy CFA
interpolationcan be usedto authenticatean image, or exposeit asa forgery We have shavn,
for sevendifferentCFA interpolationalgorithms,that thesecorrelationsare well estimatedoy a
simplelinearmodel. This model,in conjunctionwith the EM algorithm,wasemployedto detect
manipulatedportionsof CFA interpolatedmages. We have shavn the ef cacy of this approach
to detectingracesof digital tamperingn losslessandlossycompressednagesandquanti ed its
sensitvity to simpleattacks.

In February2002,Foveoninc. announceéninnovative imagesensothatcansimultaneously
samplethered, green,andblue channelsat eachpixel location. This CMOS sensoythe Foveon
X3, employs threedifferentsensorlayersembeddedn silicon to exploit the fact that different
light frequenciegpenetratesilicon to differentdepths. The sensorcomesin two versions: 4:5
and10:2 mega-pixels,and,asof 2004,it hasbeenincorporatedn seseral camerasthe Polaroid
x530,the SigmasSD9and SD10,andthe Han\Vision HYDUO series.Obviously, digital cameras
equippedwith the Foveon X3 sensordo not needcolor Iter arrayinterpolationarymore. As a
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result,colorimagesfrom thesecameraswill nolongerexhibit the periodiccorrelationsspeci c to
color Iter arrayinterpolatedmagesandour detectiormethodwill notbeapplicable We expect,
however, that our techniquewould still prove worthwhile in the future given that single sensor
cameragonstitutethe vast majority of the market today andarelikely to remaincheaperand
moreavailableto averageusers.

As with any authenticatiorschemepur approachs vulnerableto counterattack. A tampered
imagecould,for example,bere-sampledntoa CFA, andthenre-interpolatedThis attack,how-
ever, requiresknowledgeof the cameras CFA patternandinterpolationalgorithm,andis likely to
be beyondthereache®f anovice forger.

68



3.5 CFA CorrelationsDetectionAlgorithm

* Initialize */
choosé ff’?,g randomly
chooseN and g

setpo asl overthesizeof therangeof possiblevaluesof f (x; y)

n=20
repeat
[* expectationstep*/
for eachsampldocation(x; y)
rx;y) = f(xy) e N (Mf(x+ uy+v)  /* residualerror*/
end
for eachsampleocation(x; y)
P(x;y) = —n&2=exp[ r2(x;y)=2 2] /* conditionalprobability*/
W(X;y) = 5 (PX;(YX;{)W I* posteriomprobability*/
end

[* maximizationstep*/

computef E,’?v”) g asthesolutionof thelinearsystemn Equation(3.47)

ap WOKY) 12(xy) 12
X;y W(Xry)

n+l = [* new varianceestimate/
n=n+1

. P . "
until (* ,, & P < ) /* stoppingcondition*/
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Chapter 4
Double JPEG Compression

Tamperingwith a digital imagegenerallyrequiresthe useof a photo-editingsoftware package,
suchas AdobePhotoshop . Whencreatingdigital forgeries,animageis loadedinto the photo-
editingsoftware,somemanipulationsareperformedandtheimageis re-saed. If JPEGformatis
usedto storethe images(a majority of digital camerahave asdefault settingthe optionto store
imagesdirectly in JPEGformat)the tamperedmagehasbeendoubleJPEGcompressedDouble
compresseiiagescontainspeci ¢ artifacts thatcanbeemployedto distinguishthemfrom single
compressednages.Note,however, thatdetectingdoubleJPEGcompressiomoesnot necessarily
prove malicioustampering:it is possible for example,thata usermayre-sae high quality JPEG
imageswith lower quality to save storagespace.The authenticityof a double JPEGcompressed
image,however, is atleastquestionable@ndfurtheranalysiswould berequired.

We startby giving a brief descriptionof the JPEGcompressioralgorithm. Next, we describe
the speci c artifactsintroducedby double JPEGcompressiorandillustrate themon several ex-
amplesof naturalimages. Finally, we proposea methodfor detectingand quantifying double
compresse@nagesandanalyzeits sensitvity on adatabasef 100naturalimages.

4.1 JPEG Compression

JPEGis a standardizedmage compressiorprocedureproposedoy a committeewith the same
nameJPEG(JointPhotographi&ExpertsCommittee).To be generallyapplicable the JPEGstan-
dard[1] speci ed two compressiorschemes:a losslesspredictve schemeand a lossy scheme
basedon the discretecosinetransform(DCT). The mostpopularlossy compressioriechniques
known asthebaselinanethodandencompassessubsebf the DCT-basednodesof operation.In
this section,a summaryof thebaselinenethodwill be presented.

Theencodingprocedureonsistof threesequentiastepg59], andyieldsacompressedtream
of data:

1. Discrete CosineTransform (DCT): imagesamplesaregroupedinto 8 8 blocksin raster

1The fact that speci®cartifactsare presentin double JPEGcompressedmageswas alsoindependentlynoticed
in [39].
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scanorder (left to right, top to bottom)and shiftedfrom unsignedto signedintegers(i.e.,
from range[0; 255]to [ 128 127), thenthe DCT of the blocksis computed.Let f (x; y)
denotean8 8imageblock, thenits DCT takestheform:

1 XX (2x + 1)! (2y + 1)!
| = ¢! | . < X < y .
F>('xly) 4c(. x)c(!y) f (x;y) cos 16 cos 16 ;

x=0 y=0
Lty =057, (4.1)

wherec(! ) = 1:p 2,for! = 0,andc(! ) = 1 otherwise.

. Quantization: TheDCT coefcients obtainedn the previous stepareuniformly quantized.
The reasonfor quantizationis to representhe DCT coefcients with no greaterprecision
thannecessarjor adesiredvisualquality. Quantizatioris a point-wiseoperationde ned as
division by a quantizatiorstepfollowedby roundingto the nearestnteger:

: _ Flxty) 1, T — (e .
Fo(! x;ty) = m+§ bty =007, 4.2
wheres(! ;! y) is afrequeng dependentiuantizationstep. The relationshipbetweerthe
JPEGquality, Q, andthequantizatiorstepss(! ;! ) takestheform:

8
3max 222c(,;!y)+3;1 ;50 Q 100
sthaity) = 5 k (43)

DC(txty) * 3 ;0< Q<50

whereC(! «;! y) areexperimentallydeterminedo be:

2 3
16 11 10 16 24 40 51 61

12 12 14 19 26 58 60 55
14 13 16 24 40 57 69 56
14 17 22 29 51 87 80 62
I -1 = :
Clxily) 18 22 37 56 68 109 103 774° (4.4)
24 35 55 64 81 104 113 92
49 64 78 87 103 121 120 10t

72 92 95 98 112 100 103 99

In Equation(4.4),theupperleft value(16) correspondso the DC term,andthe bottomright
value (99) correspondso the highesthorizontaland vertical frequencies.The upperright
value (61) correspondgo the highestvertical frequeny, andlowesthorizontalfrequeng,
while thebottomleft value(72) correspondso the highesthorizontalfrequeny, andlowest

71



vertical frequeng. Thesevalueswere determinedexperimentallyto yield a good trade-
off betweencompressiorandperceptualjuality. Note thatquantizationis a non-invertible
operation,thereforecausingloss of information. This steprepresentshe main sourceof
informationlossin the DCT-basedJPEGcompressiorscheme.

3. Entropy Encoding: This stepinvolveslosslessentrofy compressiorthat transformsthe
guantizedDCT coefcients into a streamof compressedlata. The mostfrequentlyused
proceduras Huffmancoding,althougharithmeticcodingis alsosupported.

The decodingof a compressedatastreaminvolvestheinverseof the previousthreesteps taken
in reverseorder:

1. Entropy Decoding The compressedatastreamis decodedo recover the quantizedCT
coefcients.

2. De-quantization: For each8 8 block, the quantizedDCT coefcients are multiplied by
their correspondingjuantizatiorsteps:

F~Oly) = R ty)s(hxty)s tly =007, (4.5)
wheres(! x;! y) is de nedin Equation(4.3).

3. InverseDiscrete Cosine Transform (IDCT): The IDCT of the de-quantizedCT coef-
cients,F(! «;!y), is rst computedthenthe resultis shiftedbackto the range[0; 255]to
obtainreconstructe®@ 8 imageblocks. Let f{x;y) denotea reconstructedmageblock
obtainedfrom IDCT:

1 XX 2x + 1)! 2y + 1)!
6y = 5 o el )E( ! ) cost 16) PG 16) v

1x=01y=0
X;y=0;:::;7, (4.6)

wherec(! ) = 1:p 2,for! = 0,andc(! ) = 1 otherwise.

For simplicity, only the caseof sequentiacompressiorof singlechannelimages(gray-scale)
hasbeenpresentedThree-channegcolor) imagesare rst corvertedto aluminance-chrominance
colorspacd?], thechrominancehannelaredown-sampledy afactorof two, thenthegray-scale
compressiomethodis independentlyappliedto theluminanceandchrominancehannels.

NotethatdoubleJPEGcompressiommountgo doublequantizatiorof block DCT coefcients.
We will showv next thatthe doublequantizationof a signalof ary type (e.g.,a sequencef DCT
coefcients) introducesspeci c artifactsthatcanbe quanti ed anddetected.

2For the luminancechannekhe quantizatiortablefor gray-scalémages Equation(4.4),is employed. A different
guantizatiortableis employedfor thechrominancehannels.
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4.2 Double Quantization

Considerthe exampleof a genericdiscretel-D signalx[t]. Quantizations a point-wiseoperation
thatis describedy a one-parameteiamily of functions :
gk
Gw(u) = = (4.7)
a

wherea is the quantizationstep(a strictly positive integer),andu denotesa valuein the rangeof
x[t]. De-quantizations theinverseoperatiorthatbringsthe quantizedraluesbackto their original
range:q, *(u) = au. Notethatthefunctionsag,(u) arenotinvertible,andthatde-quantizatiois not
theinversefunction of quantization.Doublequantizations alsoa point-wiseoperationdescribed

by atwo-parametefamily of functions:
Jyk
Cho(U) = b ; (4.8)

[V Ned

wherea andb are the quantizationsteps(strictly positive integers). Note that doublequantiza-
tion canbe representeds a sequencef threesteps: quantizationwith stepb, followed by de-
guantizatiorwith the samestepb, followedby quantizatiorwith stepa.

Consideran examplewherethe samplesof x[t] arenormally distributedin the range[0; 127]
(e.g.,awhite noisesignal). To illustratethe natureof the doublequantizationartifacts,the origi-
nal signalx|t] is quantizedn four differentways,andthe histogramof the original andthe four
guantizedsignalsare shovn in Figure4.1. Shavn in panel(a) is the histogramof the normally
distributed original signal. Showvn in panels(b) and(c) arethe histogramsof singleanddouble
guantizedsignalswith steps2, and3 followedby 2, respectiely. Note thatsomebinsin the his-
togramof thedoublequantizedsignalareempty Thisis not surprisingsincethe rst quantization
placesthe samplesof the original signalinto 42 bins, while the secondquantizatiorre-distrikutes
theminto 64 bins. Note, however, the periodicoccurrenceof theseemptybins. Showvn in Fig-
ure4.1,panels(d) and(e), arethe histogram=f singleanddoublequantizedsignalswith steps3,
and2 followedby 3, respectrely. Note thatthe even bins containapproximatelytwice asmary
samplesastheir neighboringodd bins. This periodicartifact would also be expected,sincethe
evenbinsreceve sampledrom four original histogrambins, while the odd bins receve samples
from only two. Note, however, thatin both caseghe single quantizedsignalsdo not exhibit any
periodicartifacts.

To betterunderstanavhy thedoublequantizatiorof a signalintroduceseriodicartifactsin its
histogramwe will analyzethe dependencbetweernthe histogramf original signals,andsingle
anddoublequantizedsignals.Considerrst thecaseof asinglequantizedsignaldenotedoy X, [t],
anddenotehehistogramf the originalandquantizedsignalsby h(u) andh,(v), whereh(u), for
example,representthe numberof sampleof x[t] thattake the valueu. Therelationshipbetween
the original and quantizedsignalstakesthe form: x,[t] = qu(X[t]). Sinceq,( ) is a mary-to-one
function several valuesfrom the rangeof x[t] will mapontothe samevaluein therangeof x,][t],

3For the purposeof illustration andin orderto make the analysiseasierwe will usethe “oor functionin the
guantizatiorfunction. Similar resultscanbe shawvn if integerroundingis usedinstead.
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Figure4.1: Shavn are:(a) the histogranmof anormallydistributedsignal;(b), (d) the histogramf
singlequantizedsignalswith quantizatiorstep2, and3; (c), (e) thehistogram®f doublequantized
signalswith quantizatiorsteps3 followedby 2, and2 followedby 3. Notethe presenc®f periodic
artifactsin the histogramsf doublequantizedsignals.Note alsothatsuchartifactsarenot present
in the histogramf singlequantizedsignals.
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i.e., severalbinsfrom h contributeto a bin in h,. For example,let v denotea valuein therange
of X,[t], thenthe valuesin the rangeof x[t] thatmapto it arein theinterval [av;av+ (a 1)].
Thereforetherelationshipbetweerh(u) andh,(v) is givenby:
X 1
ha(v) = h(av + k): (4.9)
k=0

Note thatthereareexactly a binsin the original histogramthat contritute to eachbin in the his-

togramof the quantizedsignal. Considemext the caseof a doublequantizedsignal,denotedby

Xap[t], @ndlet its histogrambe denotedoy h,n(v). Therelationshipbetweernthe doublequantized
andoriginal signalsis givenby: Xqp[t] = Gp(X[t]). In contrasto the singlequantizatiorcase the
numberof binsof h thatcontributeto a bin of h,, will dependon the doublequantizedbin value.
Let v beavaluein therangeof x,,[t]. Denoteby uni, andumna the smallestandlargestvalues,
respectrely, in therangeof x[t] thatmapto v, i.e., satisfythe equation:

Iukp
b a - V. (4.10)
Usingthefollowing propertyof the oor function:
bzc=m ) m z<m+1 (4.11)
wherez is anarbitraryrealandm is thelargestintegersmallerthanz, Equation(4.10)yields:
J uk b a J uk a
b 6_1< v+ 1 l_)v b < l_)(v+ 1): (4.12)
Sincebu=kc is aninteger, Equation(4.12) canbe rewritten usingthe ceiling functionto include
only integers: i
T ! a,m | u¢ | A+ 1)m 1 (4.13)
b b b ' '
FromEquation(4.13)it canbeseerthatumin mustsatisfy:
| Urnin k | a m I a m
ML= VL Umn = v b: (4.14)
while unyax mustsatisfy:
j k | m
Umax a
= —(v+

I a m [ a m
Umax = 5(V+ 1) 1 b+t(b 1= E(v+ 1) b 1. (4.15)

Sincedouble quantizationis a monotonicallyincreasingfunction, it follows that all the values
betweerun,i, andunax Will mapto v throughdoublequantization.The relationshipbetweerthe
originalanddoublequantizechistogramgakestheform:

Oxax
hap(V) = h(u): (4.16)

U= Umin
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Notethatthe numberof original histogrambins contributing to bin v in the doublequantizedhis-
togramdepend®nv, andlet n(v) denotethis number Using Equation(4.14)andEquation(4.15)
thevalueof n(v) is givenby*:
I a m | a M
N(V) = Upax Umn +1=Db B(v+ 1) Bv : (4.17)
Notethatn(v) is a periodicfunctionwith periodb, i.e., n(v) = n(v + kb), wherek is ary inte-
ger. This periodicityis thereasorthatperiodicartifactsappeain histogram=f doublequantized
signals.
Using Equation(4.17),thedoublequantizatiorartifactsshavn in Figure4.1 canbeexplained.
Considerrst the caseof doublequantizatiorusingstepsbh = 3 followedby a = 2, Figure4.1(c).
Thenumberof original histogrambinscontributingto doublequantizechistogranbinsof theform

(3k + 2), with k integer, is givenby:

n(3k + 2) 3 %(3k + 3) %(3k + 2)

3 d2k+ 2e 2k+g

3 2%k+2 2 g = 0 (4.18)

Thisis consistenwith theobsenrationthatevery (3k + 2)"™ (k integer)bin of thedoublequantized
histogramis empty In the otherexampleof doublequantizationwhenstepsb = 2 followed by
a = 3areemployedin Equation(4.17),it canbeshavnthatn(2k) = 4andn(2k + 1) = 2, with k
integer. Againthisis consistentvith Figure4.1(e).

Therearecasewhenthehistogramof a doublequantizedsignaldoesnot containperiodicarti-
facts.For example,if in Equation(4.17)a=bis anintegerthenn(v) = a. Notethatthesameresult
is obtainedf thesignalweresinglequantizedvith stepa. In this casesingleanddoublequantized
signalshave the samehistogramthereforeit is impossibleto distinguishbetweerthem.Note also
in Equation(4.16)thatthe histogramof thedoublequantizedsignal,h,,, depend®nthe valuesof
thehistogranof theoriginalsignalh. It is concevablethathistogram®f original signalsmaycon-
tain naturallyoccurringartifactsthat could maskthoseintroducedby doublequantization.While
this may happenon occasionsuchartifactsdo not occuroften. For example,the histogramsof
DCT coefcients of naturalimagesaretypically well behaed,anddoublequantizatiorintroduces
detectableeriodicartifactsin mostcases.

4.3 Results

Shavnin Figure4.2areexamplesof gray-scalendcolorimageghathave been]PEGcompressed.
Shown in theleft columnareimagessinglecompresseavith qualities75 (Figure4.2(a)and(c)),

4If insteadof the “oor function,integerroundingis employedfor quantizationjt canbe shovn thatn(v) takesthe
form:n(v)= b 2(v+ 1) a(v 1
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and 85 (Figure 4.2(b) and (d)), andin the middle column are the sameimagesimagesdouble
compressewvith qualities85 followedby 75 (Figure4.2(a)and(c)), and75 followed by 85 (Fig-
ure4.2(b)and(d)). Also shavnin theright columnaretheabsolutaifferencedetweerthesingle
anddoublecompressedmages. Note thatalthoughthereis little perceptuablifferencebetween
the singleanddoublecompressednages,doublecompressiomntroducesand-passoisewith a
signal-to-noiseatio rangingbetween20db and 24dB. SincedoubleJPEGcompressioramounts
to doublequantizationof DCT coefcients of imageblocks,the histogramsof thesecoefcients
will containperiodicartifacts,asexplainedin Section4.2. For example,shovn in Figure4.3 are
the DCT coefcients, their histogramsandthe Fouriertransformsof the zero-mearhistogramsof
thegray-scalemagesn Figure4.2(a).Shovn in Figure4.3(a)-(b)arethe DCT coefcients of the
singleJPEGcompressednagewith quality 75, while in Figure4.3(c)-(d)arethe DCT coefcients
of thedoubleJPEGcompressednagewith qualities85followedby 75. TheDCT coefcients are
showvn asimages(auto-scaledo Il thefull intensityrange),whereeachpixel correspondso a
8 8blockin the JPEGcompresseimages,andthe intensitiesrepresenthe coefcient values.
Thecoefcients in Figure4.3(a)and(c) correspondo DCT frequeng (1; 1), the DC component,
andthe coefcients in Figure4.3(b)and(d) correspondo DCT frequeng (2;2). In away simi-
lar to Figure4.3, Figures4.4-4.6containthe DCT coefcients®, their histogramsandthe Fourier
transformsof the zero-mearhistogramsof the imagesin Figure 4.2(b)-(d). Note that periodic
artifactsare presentn the histogramsof the DCT coefcients of the doublecompresseimages.
Theseartifactsare particularlyvisible in the Fourier transformsof the histogramsn the form of
strongpeaksin the mid andhigh frequenciesNotethatfor singlecompressetmagesno periodic
artifactsor high-frequeng peaksarepresent.

The periodicpatternantroducedby doubleJPEGcompressiomependon the quality parame-
ters.As aresult,it is possibleto detectnot only if animagehasbeendoublecompressedyut also
thecompressiomualitiesthathave beenused.The secondparametecanbe foundfrom the quan-
tizationtablestoredin the JPEG le, while the rst parametecanbeinferredfrom thelocationof
thefrequeny peaksn the Fouriertransformof the DCT coefcient histograms.

4.3.1 Quantifying Double JPEG CompressionArtifacts

For forensicsapplicationsit is importantto quantifythesensitvity androbustnes®f ourapproach
for detectingdouble JPEGcompression.To this endit is rst necessaryo devise a quantitatve
measurefor the periodic artifactsintroducedin the DCT coefcient histograms. The purpose
of this measurds to discriminatebetweensingle and double quantizedcoefcients, e.g., high
valueswould correspondo double quantization,while low valueswould correspondo single
guantization.

Considera sequencef DCT coefcients known to have beendoublequantizedwith stepsb
followedby a. If a=bdoesnothave anintegervalue,Sectiord.2,doublequantizatiorintroducesn
the DCT coefcient histogramperiodicartifactsthathave a speci ¢ peakpatternin the frequeng

SFor displaypurposestheseabsolutedifferenceshave beenauto-scaledo ®Il thefull intensityrange andgamma
correctedwvith = 0:75.
SFor colorimagesthe DCT coef®cientsof theluminancechannelareshown.
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(@)

(b)

(€)

(d)

Figure 4.2: Shavn on theleft arefour imagessingle JPEGcompresseavith qualities75, (a) and
(c), and85, (b) and(d). Shawvn in the middle arethe sameimagesdoubleJPEGcompresseavith
qualities85 followed by 75, (a) and(c), and 75 followed by 85, (b) and(d). Shavn ontheright are
the absolutedifferencesof the singleanddouble JPEGcompressedmnages(for display purposes,
thesedifferenceswere gammacorrectedwith = 0:75, andauto-scaledo ®Il the full intensity
range).SeealsoFigures4.3-4.6.
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Figure 4.3: Shavn areDCT coef®cients, their histogramsandthe Fourier transformof the zero-
meanhistogramdor a gray-scaldmagesingle JPEGcompresseavith quality 75, (a) and(b), and
doubleJPEGcompressedvith qualities85 followed by 75, (c) and(d). The DCT coefdcientsin
panels(a) and(c) correspondo DCT frequeng (1,1),the DC componentandthosein panels(b)

and(d) correspondo DCT frequeng (2,2). SeealsoFigure4.2.
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Figure4.4: Shavn arethe DCT coef®cients,their histogramsandthe Fouriertransformof thezero-
meanhistogramdor a gray-scaldmagesingle JPEGcompresseavith quality 85, (a) and(b), and
doubleJPEGcompressedvith qualities75 followed by 85, (c) and(d). The DCT coef®cientsin
panels(a) and(c) correspondo DCT frequeng (1,1),the DC componentandthosein panels(b)

and(d) correspondo DCT frequeng (2,2). SeealsoFigure4.2.
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Figure 4.5: Shavn areDCT coef®cients, their histogramsandthe Fourier transformof the zero-
meanhistogramf the luminancechannelof a colorimage,single JPEGcompressedmnagewith

quality 75, (a) and(b), anddoubleJPEGcompressedmagewith qualities85 followed by 75, (c)

and(d). The DCT coef®cientsin panels(a) and (c) correspondo the DCT frequeng (1,1), the
DC componentandthosein panels(b) and(d) correspondo the DCT frequeng (2,2). Seealso
Figure4.2.
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Figure 4.6: Shavn arethe DCT coef®cients, their histogramsand the Fourier transformof the
zero-mearhistogramf the luminancechannelof a colorimage,single JPEGcompressedmnage
with quality 85, (a) and(b), anddoubleJPEGcompressednagewith qualities75 followed by 85,

(c) and(d). The DCT coef®cientsin panels(a) and(c) correspondo the DCT frequenyg (1,1),the
DC componentandthosein panels(b) and(d) correspondo the DCT frequeng (2,2). Seealso
Figure4.2.
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domain. This patterncan be estimatedby taking a signal dravn from a uniform distribution,
doublequantizingit with the samestepgbfollowedby a), computingthe Fouriertransformof the
doublequantizedsignal's histogram,and nding the peaklocations. A quantitatve measurdor

theperiodicityof the DCT coefcients' histogramis thenobtainedby averagingthe enegy values
in thefrequeny domainatthe peaklocations.More speci cally, denotingwith h,(v) andug(Vv)

the histogram=f the DCT coefcients andof the doublequantizeduniformly distributedsignal,
respectiely, the quantitatve measuraes computedasfollows:

1. Thehistogramd,, andu,, areFouriertransformed:
Hab(! ) = hab(V) Uab(! ) = uab(V): (4-19)

2. Thedoublequantizatiorpeaksarelocatedin U,,(! ) by selectingthe valuesabove athresh-
old. Let P denotethe setof peaklocationsin thefrequeng domain:

P=1f!jUxp(!) Eg; (4.20)
whereE;, is anempiricallychoserthreshold.

3. TheFouriertransformof the DCT coefcient histogramtypically containsa decayingrend
that interfereswith the peaksintroducedby double quantization. This trend needsto be
removedin orderto obtainanaccurataneasuremeraf the peaks'enegy. We have empiri-
cally foundthatatwo-parametegeneralized_aplacemodelapproximatesvell, in general,
the shapeof thistrend:

L(t; 5 )=¢e = (4.21)

The model parametersre estimatedhroughnon-linearminimizationto be optimalin the
leastsquaressense: ( °; ?) = argmin¢. yE( ; ), wherethe quadraticerror function
E( ; ) takestheform:
X
E(; )= (Ha(') L(C; 5 N (4.22)

| 6P

Notethat,in orderto avoid theinterferenceof thedoublequantizatiorpeakspnly thevalues
atnon-pealocations,! 62P, areemployedin the computatiorof the errorfunction.

Thedecayingtrendis removed by subtractinghe generalized aplacemodel,L(! ; ?; ?),
from H (! ) andtakingthe squareto avoid negative values:

Dap(! ) = (Han(') L(*5 % N% (4.23)

For our experimentsve have choserE, to bethe 85" percentileof thevaluesof U (! ).
8The generalized_aplacemodel,alsoknown asgeneralizedsaussiaror stretchedexponential,hasbeenusedin
thepastto modelthemaiginal densitief waveletcoef®cients[42, 57, 45]. Theexactform of thegeneralized.aplace
distribution is given by % wherethe normalizingfactoris Z (s; p) = 2% % , with the generalizedactorial
1.7 15t
o ¥ e tdt.

gammafunctiongivenby: ( z) =
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4. From D 4(! ) the periodicity measuras computedasa weightedaverageat the peakloca-
tionsin P:

P
M (hap; @;b) = ’!yv(i/&za)b(! ); (4.24)

wheretheweightsW (! ) aregivenby:

Up(!) 2P

W)= | 62P:

(4.25)
Note thatthe measuran Equation(4.24) dependson the histogramof the DCT coefcients,
hay aswell ason the quantizatiorsteps,a andh. Sincein generalthe rst quantizationstep,b, is
unknovn, ameasuréhatis independendf bis obtainedoy takingthemaximumoverall detectable
valuesof b
M (hap; @) = maxM (hap; a;b); (4.26)

wherethe setof all detectablerst stepsis givenby: B, = fbj a=b62N;b  b,.9, wherehy is
apositive integer.

Considetrasequencef DCT coefcients known to bequantizedvith stepa andlet h(v) denote
its histogram.If the value of the measureM (h; a), is above a speci ed threshold,it is assumed
that double quantizationperiodic artifactsare presentin the DCT coefcient histogramandthe
DCT coefcients arelabeledasdoublequantized.The thresholdis empirically determinedrom
singlequantizedCT coefcients sothata desiredfalsepositive rateis obtained.

Shown in Figures4.7-4.8,panels(a)-(d), arethe histogramsandtheir Fourier transformsfor
a sequenceof DCT coefcients, andfor a signaldravn from a uniform distribution that have
beenboth doublequantizedwith steps3 followed by 7, and4 followed by 7, respectiely. The
DCT coefcients correspondo DCT frequencieg2; 1) and(1; 2), andhave beentakenfrom the
luminancechannebf imagesdoubleJPEGcompressewith qualities85, followedby 70. Notethat
thehighfrequeny peaksappeamatthesamdocationsin the Fouriertransformsof bothhistograms.
Note alsothatthe spectrumof the doublequantizeduniform distribution histogramis at except
at the locationsof the peaks,while the spectrumof the DCT coefcient histogramcontainsa
decayingrend.Shawvn in Figures4.7-4.8 panelqe)-(f), arethegeneralized.aplacemodelsof the
DCT coefcient spectraandthesquarealifferencedetweerthespectraandthemodels.Thevalues
of the optimal (in the leastsquaresense)modelparametersvere: = 0:94961 = 6:3683for
Figure4.7(e),and = 1:2316 = 5:3878for Figure4.8(e). Note the similarity betweenthe
spectraof the double quantizeduniform distributions, on one hand,andthe differencebetween
the DCT coefcient spectraandtheir models,on the otherhand. The valuesusedto computethe
weightedaveragein Equation(4.24)areindicatedby the biggerwhite dotsin panelg(d) and(f) of
Figures4.7-4.8.

4.3.2 Sensitvity and Robustness

With the ability to quantitatvely measureghe doublequantizationperiodicartifacts,we have de-
vised a simple schemeto detectdouble JPEGcompressedmages. Given a JPEGcompressed
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Figure 4.7: Shavn are:(a) the histogramof the DCT coef®cients,correspondingo DCT frequeng
(2;1), of adoubleJPEGcompressednagewith qualities85 followedby 70 (thequantizatiorsteps
were3, and7, respectrely); (b) the Fouriertransformof the zero-mearhistogramin panel(a); (c)

the histogranmof asignaldravn from auniform distribution, doublequantizedvith steps3 followed

by 7; (d) the Fouriertransformof the zero-mearhistogramn panel(c); (e) thegeneralized.aplace
modelthatbestapproximategin theleastsquaresense}he Fouriertransformin panel(b); (f) the
squardlifferencebetweerthe Fouriertransformandthe model,panelgb) and(e).
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Figure 4.8: Shavn are:(a) thehistogramof the DCT coef®cients,correspondingo DCT frequeng
(1; 2), of adoubleJPEGcompressednagewith qualities85 followedby 70 (thequantizatiorsteps
were4, and7, respectrely); (b) the Fouriertransformof the zero-mearhistogramin panel(a); (c)

the histogranmof asignaldravn from auniform distribution, doublequantizedvith steps4 followed

by 7; (d) the Fouriertransformof the zero-mearhistogramn panel(c); (e) thegeneralized.aplace
modelthatbestapproximategin theleastsquaresense}he Fouriertransformin panel(b); (f) the
squardlifferencebetweerthe Fouriertransformandthe model,panelgb) and(e).
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Q2 50 55 60 65 70 75 80 85 90 95
Q1
50 - 100% 100% 100% 100% 100% 100% 100% 100% 100%
55 70% - 99% 100% 100% 100% 100% 100% 100% 100%
60 98% 85% - 100% 100% 100% 100% 100% 100% 100%
65 100% 100% 100% - 100% 100% 100% 100% 100% 100%
70 100% 100% 100% 97% - 100% 100% 100% 100% 100%
75 93% 100% 100% 100% 100%  -— 100% 100% 100% 100%
80 96% 100% 98% 100% 100% 100% - 100% 100% 100%
85 74% 65% 100% 98% 100% 100% 100% - 100% 100%
90 48% 63% 78% 89% 99% 100% 100% 100% - 100%
95 N=D N=D 73% 98% N=D N=D N=D 100% 100% -

Table4.1: Detectionaccurag with 0%falsepositive ratefor doubleJPEGcompressednages.The
®rst quality is held constanbn the rows, while the secondjuality is held constanon the columns.
TheN=D (notdetectable}ableentriescorrespondo pairsof qualitiesthatyield doublecompressed
imagesindistinguishabldrom single compressetmages.Eachaccurag valuecorresponds$o an
averageover 100images.SeealsoFigure4.9.

image,we rst extractthe coefcients of a subsef DCT frequenciesandthe quantizationtable
storedin the JPEG le. Next, we employ the periodicity measurale ned in the previous section,
Equation(4.26),to checkif therearedoublequantizedcoefcients. If the coefcients of atleast
one DCT frequeny aredoublequantizedthe imageis labeledas double JPEGcompressedA
moredetaileddescriptionof this methodis presentedn Sectior4.5.

To testour detectiormethodwe have built adatabasef 100colorimages,1024 1024in size.
Thesamageswverecroppedrom approximately\35larger2000 3008imagesakenwith aNikon
D100cameraandstoredin RAW format. EachimagewasdoubleJPEGcompressewvith several
pairsof qualities. Thetwo chrominancehannelof a JPEGcompressednagearedovn-sampled
by afactorof two, andquantizedusinglarge quantizatiorsteps.As a result,the histogramsof the
chrominanceDCT coefcients containlittle information, which makesthe detectionof periodic
doublequantizatiorartifactsdif cult. For our detectionexperimentswe have employed only the
histogram=f the DCT coefcients from theluminancechannel.The parametersf our detection
algorithmwere x edthroughoutobe:N = 10,V; = f 128:::;127, V,;V3 = 64;:::;63g,

Shown in Table4.1 andFigure 4.9 are the detectionaccuracie®f our methodwhenapplied
to singleanddoubleJPEGcompressedatabasénages. The falsepositive ratewas0%, i.e., no
single compressedmageis misclassi ed. Eachtable value and graphdatapoint corresponds$o
an averageover the 100 images. In general,the detectionaccuraciesare nearly perfect. Note
thatin Table4.1 several entrieswhose rst quality is 95 aremarked N=D (not detectable)e.g.,
Q1 = 95andQ, = 80. Thisis becausefor theDCT frequenciesonsideredtheratiosbetweerthe
secondand rst quantizatiorstepshave integervalues,in which caseasexplainedin Section4.2,
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Figure 4.9: Shovn aretheaccuraciesf detectingdoubleJPEGcompressetnageswith a0%false
positve rate. Eachgraphshavs the accuracie$or a ®xed secondquality factorasa functionof the
®rst quality factor The missingpointsin the graphscorrespondo undetectablgairsof qualities.
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the double quantizationis undetectable.Note also that for high rst qualitiesandlow second
gualitiesfactors,e.g.,Q; = 90andQ, = 50, the detectionaccurag dropsto approximately
50% The reasonfor this decreasen accurag is twofold. First, the quantizationstepsof the

DCT coefcients arelarger for imagescompressedvith lower qualities(e.g.,50 to 65), and,as

aresult,the numberof quantizedDCT coefcients asa function of coefcient magnitudedecays
very fast, i.e., the DCT coefcient histogramshave a supportthatis shorterand concentrated
aroundzero. Seconddoublequantizationwith a small rst stepfollowed by a large secondstep

(asis the caseof imagesdoublecompressewith ahigher rst quality followedby alower second
quality) introducesperiodicartifactswith a large period, proportionalto the secondguantization
step. Detectingperiodicartifactswith alarge periodin a shortsupportsignalis, not surprisingly

moredif cult.

4.4 Summary

We have proposedtechniqudor detectingf aJPEGmagehasbeendoublecompressedsmight
occurif theimagehasbeentamperedvith. ThistechniquesxploitsthefactthatdoubleJPEGcom-
pressioramountgo doublequantizatiorof the block DCT coefcients, which introducesspeci ¢
artifactsvisible in the histogramsof thesecoefcients. We have devised a quantitatve measure
for theseartifacts,and employed this measurdo discriminatebetweensingle and double JPEG
compressednages.Therearecertaintheoreticalimitationsthatmake doublecompressednages
impossibleto detectin certaincases.We have, however, analyzedthe sensitvity of the double
JPEGdetectionmethodon a large numberof imagesandfoundthata broadrangeof quality fac-
torsis detectable We have noticedthatimagesthatarecompressedst with a high quality, then
with a signi cantly lower quality aregenerallyharderto detect.

As is oftenthe casewith imageauthenticatiorschemespur methodis vulnerableto attack. If
amanipulatedmagein JPEGformatis cropped beforebeingre-saed, the artifactsdescribedn
this chaptewill nolongerbepresentlt is possiblethatdifferentartifactsmaybe presentandthis
will beaninterestingoroblemfor furtherresearch.

9The croppingmustbe donesuchthatthe grid of 8 8 imageblocksusedby the original JPEGcompressions
differentfrom that usedby the secondcompressionFor example,if thetop row of animageis removed,the8 8
block grid is shifteddown by onepixel, or if the leftmostcolumnis removedthe grid shifts right by one pixel. If
the numberof croppedrows or columnsis a multiple of 8, however, the grids of the original anddoublecompressed
imagesremainthesame.
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4.5 Double JPEG DetectionAlgorithm

1. Givenanimage,JPEGcompressedvith quality Q, let C¢(X;y) denotethe coefcients of
DCT frequeng k, anda(k) denotethe stepobtainedfrom the quantizationtable storedin
theJPEGle. TheDCT frequenciesreconsideredn thezig-zagordergivenby:

2 3
1 3 4 10 11 21 22 36
2 5 9 12 20 23 35 37
6 8 13 19 24 34 38 4
7 14 18 25 33 39 48 5

15 17 26 32 40 47 51 5 (4.27)

16 27 31 41 46 52 57 5

28 30 42 45 53 56 60 6

6

29 43 44 54 55 61 62
2. Initialize the parameters:

N : thenumberof DCT frequenciesonsidered
Vk: thevectorsof bin centereemployedwhencomputinghistograms
3. For all k betweenl and N, compute rst the histogramsof the DCT coefcients hy(v),
wherev 2 V. Next computethe periodicity measured (hy; a(k)), Equation(4.26). If

M (hg; a(k) is greaterthananempiricallydeterminedhreshold,T (k; a(k)), thenthe coef-
cients,Cx(X; y), arelabeledasdoublequantizedglsethey areconsideresginglequantized.

4. If atleastonesetof DCT coefcients, Ck(X;y), is labeledas doublequantizedthenthe
imageis classi edasdoubleJPEGcompressed.
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Chapter 5

Detectionof Duplicated Image Regions

A commonmanipulationvhentamperingwith animageis to copy andpasteportionsof theimage
to conceakh persoror objectin thescenelf thesplicingis imperceptiblelittle concerns typically

givento the fact that identical (or virtually identical) regions are presentin the image. In this
chaptey we presenta techniquethat can ef ciently detectandlocalize duplicatedregionsin an
image. This techniqueworks by rst applyinga principal componentanalysis(PCA) on small
x ed-sizeimageblocksto yield areduceddimensionrepresentationT his representatiors robust
to minor variationsin the imagedueto additive noiseor lossy compression Duplicatedregions
arethendetectedy lexicographicallysortingall theimageblocks. A similar methodfor detecting
duplicatedregionsbasednlexicographicsortingof DCT block coefcients wasproposedn [24].

While both methodsemploy a similar approachthe data-drven PCA basismay bettercapture
discriminatingfeatures We shaw the ef cacy of thistechniqueon credibleforgeries,andquantify
its robustnessandsensitvity to additive noise,andlossycompressiorschemes.

5.1 DetectingDuplicated Regions

Given animagewith N pixels our taskis to determineif it containsduplicatedregions of un-
known locationandshape.An exhaustve approachthat examinesevery possiblepair of regions
hasan exponentialcompleity in the numberof imagepixels, andis obviously computationally
prohibitive. A moreefcient algorithm might look for duplicationof small x ed-sizedblocks'.
By stringingeachsuchblockinto a vectorandlexicographicallysortingall imageblocks,identical
blockscorrespondo adjacenpairsin thesortedist. Theprimarycostof thisalgorithmis givenby
thelexicographicsorting,yielding acompleity in O(N logN ), sincethe numberof imageblocks
is proportionalto N, the numberof imagepixels. Notethatthisis a signi cant improvementover
the brute-forceexponentialalgorithm. The dravbackof this approachhowever, is thatit is sen-
sitive to small variationsbetweenduplicatedregionsdueto, for example,additive noiseor lossy
compression\We describenext an algorithmthat overcomegheselimitations while retainingits
efciency.

We assumehatthe sizeof the blocksis considerablysmallerthanthe duplicatedregionto bedetected.
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Considera gray-scaleimagewith N pixels (we discussbelov how thi%a_lgorgrlm extends
to color images). An imageis tiled with overlappingblocks of b pixels (' b b pixels in
size), eachof which is assumedo be considerablysmallerthan the size of the duplicatedre-
gions tB be d%tgcted. Let %, i = 1;:::;Np, denotetheseblocksin vectorizedform, where
Np=( N b+ 1)2. We now consideranalternateepresentationf theseimageblocksbased
on a principal componentanalysis(PCA) [15]. Assumethatthe blocksx; are zero-meafy and
computethe covariancematrix as:

o
C = %% (5.1)
i=1
Theorthonormakigervectorss , of thematrix C, with correspondingigervalues, ;, satisfying:

CQ = jq X (5.2)
de ne the principalcomponentswherej = 1;:::;band ; 2 b. Theeigerectors,
& , form anew linearbasisfor eachimageblock, x;:

Xb
Xi = e, (5.3)

whereg; = x/ €, andg; = (a1 ::: a,) isthenew representatiofor eachimageblock.

Thedimensionalityof thisrepresentationanbereducedy simply truncatingthesumin Equa-
tion (5.3) to the rst N, terms. Notethatthe projectionontothe rst N, eigervectorsof the PCA
basisgivesthe bestN;-dimensionalapproximationin the leastsquaressensejf the distribution
of the vectors,x;, is a multi-dimensionalGaussiarf15]. This reduceddimensionrepresentation,
therefore providesa convenientspacen which to identify similar blocksin the presencef cor
ruptingnoise astruncationof the basiswill remove minor intensityvariations.

The detectionalgorithm proceedsasfollows. First, to furtherreduceminor variationsdueto
corruptingnoise,the reduceddimensionrepresentatiomf eachimageblock, a;, is component-
wise quantizedba; =Qc, wherethe positive integer Q denotegshe numberof quantizatiorbins®. A
Np bmatrixis constructedvhoserows containthesequantizeccoefcients. Letthematrix S be
theresultof lexicographicallysortingthe rows of this matrixin columnorder Lets; denotetheit”
row of this sortedmatrix, andlet the tuple (x;;y;) denotethe block's imagecoordinategtop-left
corner)thatcorrespond#o s;. Considemext all pairsof rowss; ands, , whoserow distanceji | j,
in the sortedmatrix S is lessthana speci edthreshold.The offset,in theimage,of all suchpairs
is givenby:

X xp3yiooy) i oxi x>0
(X xiiyioy) it X x <0
Odyi  yii) i X=X
2|f the blocks, x;, arenot zero-meanthenthe mean,~ = 1=NbP iN:bl %i, shouldbe subtractedrom eachblock,
Xi ~

3For simplicity we a usea constanhumberof quantizatiorbins,althoughit mightbe moreappropriatéo usemore
binsfor the coordinatesvith highervariance andfewer binsfor thelower variancecoordinates.
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Froma list of all suchoffsets,duplicatedregionsin theimageare detectedby noting the offsets
with high occurrenceFor example,alarge duplicatedregion will consistof mary smallerblocks,
eachof theseblockswill appearin closeproximity to eachotherin the lexicographicallysorted
matrix, andwill have the sameoffset. In orderto avoid falsehits dueto uniform intensityareas,
offsetmagnitudeselonv a speci ed thresholdareignored. SeeSection5.4 for a detailedstep-by-
stepalgorithm.

The resultsof this detectioncan be visualizedby constructinga duplicationmap— a zero
imageof the samesizeasthe original is createdandall pixelsin a region believed to be dupli-
catedare assigneda uniquegray-scalevalue. The complity of this algorithm, dominatedby
the lexicographicsorting, is in O(N¢N logN ), whereN; is the dimensionof the PCA reduced
representationandN is thetotal numberof imagepixels.

Thereare at leasttwo waysin which this algorithm can be extendedto color images. The
simplestapproachs to independentlyprocessachcolor channele.g.,RGB) to yield threedupli-
cationmaps.The secondapproachs to apply PCA to color blocksof size3b, andproceedn the
sameway asdescribedabove. The duplicationdetectionalgorithmcanalsobe employedto detect
if two, or more,imagescontainidenticalregions,aswould happenvhenaregion from oneimage
is copiedthenpastednto a differentimage.Giventwo imagesthe PCA is appliedto overlapping
blocksfrom bothimagesandthe detectionproceedssin the singleimagecase.

5.2 Results

Shavn in Figuresb.1-5.3areoriginal andtamperedmages.The tamperingconsistedf copying
and pastinga region in the imageto conceala personor object. Shovn in the lower portion of
thesegures aretheoutputsof ourdetectioralgorithmasappliedto thetamperedmagesavedwith
JPEGquality factorsbetweerb0and100Q In eachmap,thetwo duplicatedregionsareshovn with
differentgray-scalevalues.In all of theseexamplesall parametersvere x edandsetto: b= 64,

= 0:01, Q = 256 N, = 100 N = 128 Ny = 16 (seeSection5.4 for details). Truncationof
the PCA basistypically reduceghe dimensionfrom 64 to 32. The averageruntimefor onecolor
channelof a512 512imagerunningon a 3 GHz processaqris approximatelyl0 seconds.For
visualizationpurposesthe duplicationmapwas (1) dilatedthenerodedto eliminateholesin the
duplicatedregions,and(2) erodedthendilatedto eliminatespuriouspairsof duplicatedblocks. A
disk-shapedtructuringelementwith a radiusof 20 pixels was employed for thesemorphologic
operationg26].

To quantify the robustnessand sensitvity of our algorithmwe constructeda databasef 100
colorimagesof size512 512pixels. Theseémageswverecroppedrom larger2000 3008images
takenwith a Nikon D100digital camera.ln eachimage,a randomsquareregion wascopiedand
pastedntoarandomnon-overlappingpositionin theimage.EachimagewastheneitherJPEGor
JPEG200@ompressewith varyingquality factors,or corruptedwith additive noisewith varying
signalto noiseratios(SNR).Shovn onthetoprow of Figure5.4,for example arefourimageswith
duplicatedregionsof size32 32 64 64,96 96 and128 128— the rst twoimageswere
compressewith JPEGqualities85and65, andthe othertwo imageswerecorruptedwith additive
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original tampered

50 60 70

80 90 100

Figure 5.1: Shovn areanoriginal andatamperedmage. Shavn belov arethe outputduplication
mapsfrom the greenchannebf thetamperedmagesared with JPEGqualitiesrangingbetweerb0
and100
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original

tampered

50 60 70
80 90 100
50 60 70
80 90 100

Figure 5.2: Shovn areanoriginal andatamperedmage. Shavn belov arethe outputduplication
maps(correspondindo differentregionsusedto concealeachperson)from the greenchannelof
thetamperedmagesased with JPEGqualitiesrangingbetweerb0and100
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original tampered

50 60 70

80 90 100

Figure 5.3: Shavn areanoriginal andatamperedmage.Shovn belav arethe outputduplication
mapsfrom the greenchannebf thetamperedmagesaved with JPEGqualitiesrangingbetweerb0
and100
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JPEG(85) JPEG(65) SNR(36db) SNR(29db)

Figure5.4: Shawvn onthetoprow arefourimageswith duplicatedregionsof size32 32,64 64,
96 96,and128 128 afterhaving been]PEGcompresse(i®rstandsecondmages)or corrupted
with additve noise(third andfourthimages).Shovn below aretheduplicationmapsreturnedvhen
runningour algorithmon eachimages greenchannel.

noisewith SNRsof 36db and29db. Shavn on the bottomrow of Figure 5.4 arethe duplication
mapsreturnedvhenrunningour algorithmonthegreenchannebf eachimage.In theseexamples,
andthosedescribedelow, all parametersveresetto: b= 64, = 0:01, Q = 256 N, = 10Q

N¢ = 128 Ng = 16. Shawvn in Figure5.5 arethe detectionaccurag andthe falsepositive rate

asfunctionsof JPEGcompressiomuality for differentsizesof duplicatedregions. Note thatthe

accuray is, in generalyvery good,exceptfor smallblock sizesandlow JPEGqualities.Note also
thatthe averagenumberof falsepositives(regionsincorrectlylabeledasduplicated)is relatively

low. Shown in Figure 5.6 arethe detectionaccurag andthe false positive rate as functions of

the JPEG200Ccompressiomuality (in bits per pixel). The accurag is nearly perfectfor block

sizesgreaterthan32 32, andthe falsepositive rateis low. Whencomparedo classicJPEG,
the only notabledifferenceis that, in JPEG2000compressedmages,the detectionof 64 64

duplicatedregionsis more robust (higher accurag for lower qualities), while the detectionof

32 32duplicatedegionsis lessrobust(loweraccurag for higherqualities).Shavnin Figure5.7

are the detectionaccurag andfalsepositive rate asfunctionsof signalto noiseratio (SNR) of

additive white Gaussiamoise.As in the previousexamplesthe detectiorratesarenearlyperfect,
exceptfor small block sizesandlow SNR. Non-linearpoint-wisetransformationse.g.,gamma
correction,do not affectthe detectionof duplicatedregionsin animageaslong asthey areapplied
uniformly acrossthe image. The sameis true for GIF compression Sinceidentical color pixels
in the original imagemapto the sameindexed color in the GIF image,duplicatedregionsin the
originalimageremainidenticalin the GIF image.
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Figure 5.5: Thedetectionaccuraciegleft column)andthe averagenumberof falsepositives(right
column)areshavn asfunctionsof the JPEGcompressiomuality Eachrow correspondso dupli-
catedblocksof sizerangingfrom 32 32to0 160 160pixels. Eachdatapointcorrespond$o an
averageover 100images.
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Figure 5.6: Thedetectionaccuraciegleft column)andthe averagenumberof falsepositives(right
column)areshavn asfunctionsof the JPEG200@ompressiomuality (in bits perpixel). Eachrow
correspond$o duplicatedblocksof sizerangingfrom 32 32to 160 160pixels. Eachdatapoint
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Figure 5.7: Thedetectionaccuraciegleft column)andthe averagenumberof falsepositives(right
column)areshavn asfunctionsof the SNR of addedwhite Gaussiamoise.Eachrow corresponds
to duplicatedblocksof sizesrangingfrom 32 32to 160 160pixels. Eachdatapointcorresponds
to anaverageover 100images.
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5.3 Summary

We have presentec@n ef cient androbusttechniquethatautomaticallydetectsduplicatedregions
in animage. This techniqueworks by rst applyinga principal componentanalysis(PCA) on
small, x ed-sizeimageblocksto yield areduceddimensionrepresentatiothatis robustto minor
variationsin the imagedueto additive noiseor lossy compression.Duplicatedregionsarethen
detectedby lexicographicallysorting all the imageblocks. We have shavn the effectivenessof
thistechniqueon plausibleforgeries, andhave quanti ed its sensitvity to additive noise,andlossy
compressiorschemes— we nd that detectionis possibleeven in the presenceof signi cant

amountsof distortion.
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5.4 Duplication DetectionAlgorithm

1.
2.

10.

Let N bethetotal numberof pixelsin agray-scaleor colorimage
Initialize the parameters:
b numb_er%_pixels per block (p5 pB pixels in dimension) — there are
Np=( N b+ 1)? suchblocks
. fractionof theignoredvariancealongthe principalaxes
Q: numberof quantizatiorbins
Nn: numberof neighboringrows to searchn lexicographicallysortedmatrix
N : minimumfrequeng threshold
Ng: minimumoffsetthreshold

pixel imageblock (for colorimages:(1) analyzeeachcolor channelkseparatelyor (2P) build
N
asinglecolor block of size3b pixels). Thevalueof N, is choserto satisfy: 1 = Pbtl—
ji=1 i
where ; aretheeigervaluesascomputedoy the PCA, Equation(5.2).

. Build aNp, bmatrixwhoserows aregivenby the component-wisguantizecdcoordinates:

bey=Qc

. Sorttherows of the abore matrix in lexicographicorderto yield amatrix S. Lets; denote

therows of S, andlet (x;;y;) denotethe coordinateqtop-left cornerin the image)of the
block thatcorrespond$o s;.

. For every pairof rowss; ands; from S suchthatji  jj < N,, placethepairof coordinates

(xi;yi) and(x;;y;) ontoalist.

. For all elementsn thislist, computetheir offsets,de ned as:

(Xi  X3yooy) if xi x>0
X xpyioy) if xi x;<0
Oy yi) if xi =X

. Discardall pairsof coordinatesvith anoffsetfrequeng lessthanNy .

. Discardall pairswhoseoﬁ‘setmagnitude,IO (Xi  X)2+ (yi Y;)? islessthanNyg.

From the remainingpairs of blocksbuild a duplicationmapby constructinga zeroimage
of thesamesizeastheoriginal, andcoloringall pixelsin a duplicatedregion with aunique
gray-scalentensityvalue.
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Chapter 6

Blind Estimation of Background Noise

Digital imageshave aninherentamountof noiseintroducedeitherby the imagingprocessor by
digital compression.The amountof noiseis typically uniform acrossthe entireimage. If two
imageswith differentnoiselevels are splicedtogethey or if small amountsof noiseare locally
addedto concealracesof tamperingthenvariationsin the local noisevarianceacrossheimage
canbe usedas evidenceof tampering. Measuringthe local noisevarianceis non-trivial in the
absencef theoriginal signal. Severalblind signalto noiseratio (SNR) estimatordave, however,
beenproposed49]. Sincetheseestimatorswvork by estimatingthe variancesof both the signal
andthenoise,they canbe emplo/edto measurahelocal noisevarianceof animager. We present
onesuchestimatoy M,M4 [43], andshaw its effectivenessn measuringhe local noisevariance
in images.

6.1 Blind Signal-to-NoiseRatio Estimation
We begin by assuminganadditive noisemodel:

y[t] = x[t] + wit]; (6.1)

wherex|t] is the uncorruptedsignalwith varianceS andwflt] is the noisewith varianceN . Let
M, = Efy?[tl]gandM, = Efy*[t]g denotethe secondandforth momentsof the corruptedsignal,
whereEf g is the expectedvalueoperatof. Assumingthatthe signalandnoiseareindependent

1To beinvariantto the underlyingsignalstrengthwe analyzethe noisevarianceinsteadof the ratio of signalto
noisevariances.

2In practice, all the expectedvaluesare estlmatedaﬁsamplea\/erages For examplg the secondand forth
momerBsof the noisy signal are computedas: M, = W =1 (YIt] )2, andMy4 = & t 1 (Y[t )4, where

= Ni t=1 Y[t] denoteghesamplemean.
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andzero-meanit wasshown [49] thatM , andM 4 take theform:

M, = E y7t]

= E (X[t]+ wt)?

= E x?t] + 2Efx[tlw[tl]g+ E wW[t]

= S+N (6.2)
My = E yit]

= E (x[t]+ wt)*
= E xt] +4E x°[tjw[t] + 6E xZ[t]w?[t]
+ 4E x[twe[t] + E wt]
= KS2+ 6SN + kN2 (6.3)

wherek, = Efx*[tlg=(Efx2[t]g)? andk, = Efw*[t]g=(Efw?[t]g)? arethe kurtosiss valuesof
theoriginal signalandnoise.Solving Equationg6.2-6.3)for S andN yieldsthe estimators:

Ma(ky  3) P (9 kekw)M3 + My(ks + ky  6)
8 = (6.4)
ke + ky, 6

M, $ (6.5)

N

Assumingwhite Gaussiamoise (k,, = 3), and denotingthe kurtosis of the noisy signal with
ky = M4=M 2, theEquationg6.4-6.5)become:

— ky 3

S = M, o E | (6.6)
- ky 3

N = M, 1 3 (6.7)

Notethattheseestimatorsvork only whenthe original signalis not Gaussiani.e.,k, 6 3. Note
alsothatin orderto obtainreasonablestimategrom Equationg6.6-6.7),i.e., positve realvalues,
thefollowing conditionmusthold:

ky, 3
ke 3
This conditionis equivalentto sayingthatthe kurtosisof the noisy signal,k, mustbebetweerthe
kurtosisof the original signal, k, andthree,the kurtosisof the noise. Due to numericalerrors
andto the factthat insteadof the true kurtosisvalues,sampleaverageestimatorsare employed,
the above conditionsmay not be alwaysful lled, andcomple or negative valuesmay occuron
occasion.

Notethatfor theseestimatorghekurtosisof the original signalis assumedo be known, which
may not be truein general.In the resultspresentedelow, it is assumedo be known. It maybe
possible for example,to estimatethe original kurtosisfrom a region of animagethatis believed
to beunadulterated.

0

1: (6.8)
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Figure 6.1: Two imagegakenwith a Nikon D100 cameraSeealsoFigures6.2-6.3.

6.2 Results

We have employedtheblind estimatopresentedh theprevioussection Equation(6.7),to measure
thelocal noisevariancen animage.We startby dividing theimageinto overlappingblocks,then,
for eachblock, the noisevariances estimatedIf the estimatesevealtwo or moredifferentlevels
of noise,it is highly probablethattheimagehasbeentamperedvith.

Shown in Figure 6.1 aretwo color imagesof resolutions3008 2000 (left) and1200 798
(right), taken with a Nikon D100 digital camera.White Gaussiamoisewith differentvariances
waslocally addedto theseimages,andthe blind estimatorhasbeenappliedon 64 64 overlap-
ping® blocksof the greenchannel. Showvn in Figures6.2-6.3in the left and middle columnsare
the greenchannelf the noisy imagesandthe absolutedifferencedbetweerthe original andthe
noisy channels. The absolutedifferencesare shovn on the sameintensity scale. Note that the
intensity of the noisy region in the absolutedifferenceimagesis proportionalto the amountof
noise,i.e.,it decreaseshenthenoisevariancedecreasedn theright column,the estimatedocal
noisevariancesareshovn asimageson the samedogarithmicintensityscale(the intensityof each
pixel is proportionalto the logarithmof the estimatedhoisevariancein a64 64 block). Note
thatthe estimatechoisevariances logarithmis visibly higherin the noisyregion, andit decreases

3Theoverlapwas32 pixelsalongeachdirection.
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32 32 64 64

actual estimateddb) actual estimateddb)

(db) | mean std min max (db) | mean std min max
-6.00 | -6.045 0.255 -6.535 -5.411 -6.00 | -5.993 0.269 -6.437 -5.276
-5.50 | -5.608 0.227 -6.018 -5.018 -5.50 | -5.568 0.226 -5.910 -4.973
-5.00 | -5.138 0.179 -5.428 -4.675 -5.00 | -5.095 0.166 -5.344 -4.644
-4.50 | -4.617 0.127 -4.805 -4.259 -450 | -4.578 0.118 -4.747 -4.207
-4.00 | -4.059 0.079 -4.205 -3.846 -4.00 | -4.020 0.077 -4.119 -3.752
-3.50 | -3.490 0.049 -3.612 -3.390 -3.50 | -3.469 0.057 -3.547 -3.260
-3.00 | -2.947 0.040 -3.077 -2.862 -3.00 | -2.938 0.048 -3.009 -2.775
-2.50 | -2.465 0.051 -2.606 -2.331 -2.50 | -2.457 0.055 -2.542 -2.271
-2.00 | -2.083 0.076 -2.263 -1.884 -2.00 | -2.063 0.090 -2.266 -1.813

96 96 128 128

actual estimateddb) actual estimateddb)

(db) | mean std min max (db) | mean std min max
-6.00 | -5.990 0.286 -6.432 -5.323 -6.00 | -5.922 0.307 -6.395 -5.144
-5.50 | -5.566 0.242 -5.962 -5.000 -5.50 | -5.514 0.250 -5.871 -4.819
-5.00 | -5.092 0.177 -5.325 -4.625 -5.00 | -5.045 0.186 -5.285 -4.460
-450 | -4.567 0.122 -4.716 -4.182 -4.50 | -4.527 0.138 -4.705 -4.080
-4.00 | -4.018 0.086 -4.117 -3.724 -4.00 | -3.993 0.093 -4.120 -3.657
-3.50 | -3.469 0.065 -3.536 -3.221 -3.50 | -3.458 0.068 -3.534 -3.193
-3.00 | -2.948 0.056 -3.062 -2.734 -3.00 | -2.948 0.059 -3.081 -2.738
-2.50 | -2.466 0.064 -2.668 -2.244 -2.50 | -2.467 0.065 -2.674 -2.295
-2.00 | -2.055 0.096 -2.268 -1.797 -2.00 | -2.049 0.100 -2.299 -1.795

Table 6.1: Shavn arethe statisticsof the estimatechoisevariance{mean standardieviation, and
minimum and maximumvalues)as obtainedfor differentblock sizes. Thesestatisticshave been
obtainedrom 50 naturalimages.On averagethecorrectvalueis estimatedvith 1:5% of theactual
value.SeealsoFigure6.4.

proportionallywith the amountof noise.

6.2.1 Sensitvity and Robustness

To quantifythe sensitvity of the blind noisevarianceestimationwe have employeda databasef
100colorimagesl024 1024in size.Thesemagesverecroppedrom asmallersetof 30images
3008 2000pixelsin size,takenwith aNikon D100camera.

Single-ChannelGray-Scalelmages

We have employedthe greenchannelof theimagesin our databasassingle-channelgray-scale
images. White Gaussiamoisewith differentvariancesvas uniformly addedto thesegray-scale
images Eachimagewasdividedinto overlappingblocks(with anoverlapof 50%o0f theblock size
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Sdb

4db

3db

2db

Figure 6.2: Shavn ontheleft arethe greenchannelof theleft imagein Figure6.1to which white
Gaussiamoisewith differentvariancesvaslocally addedjn themiddlearetheabsolutalifferences
betweenthe noisy and noiselesgireenchannelsandon the right arethe resultsof the local noise

varianceestimation.
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Sdb

4db

3db

2db

Figure 6.3: Shavn ontheleft arethegreenchannelof therightimagein Figure6.1to whichwhite
Gaussiamoisewith differentvariancesvaslocally addedjn themiddlearetheabsolutalifferences
betweenthe noisy and noiselesgireenchannelsandon the right arethe resultsof the local noise

varianceestimation.
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alongeachdirection),andnoisevarianceestimatesvere computedusingthe estimatof in Equa-
tion (6.7). A globalestimatevascomputedoy rst discardingthe complec or negative individual
estimatesthenaveragingthe remainingones.Theresultsof blindly estimatingthe noisevariance
from 50 gray-scalemagesareshavn in Table6.1,andsummarizedn Figure6.4. Theoriginaland
estimatedsaluesof the noisevarianceareshawn in decibel$ (db). On average the correctvalue
is estimatedvithin 1:5% of the actualvalue. Note thatthe estimatoris moreprecise(i.e., smaller
standarddeviation) for larger noisevariancese.g.,morethan 4db. Thisis dueto numericaland
estimatiorerrorswhich becomanoreimportantfor smallnoisevariances.

We have noticedthat dueto numericalerrorsanderrorsin the estimationof the kurtosis,a
constanbiasis introducedn theestimatedoisevariancesThisbiasconsistsn anover-estimation
of noisevariancesvhenthetrue valuesarevery small,i.e., lessthan 4db. We have alsonoticed
thatthe biasis dependenof the block sizeusedin the estimation.As such,in all our quantitative
resultstheestimatedoisevariance N, is relatedto thetruevalue,N , by thefollowing empirically
determinedguadraticelationships:

block size quadratiaelationship

32 32 N= 0124892+ 0:36134N 0:67819
64 64 N = 0083902+ 055407 0:51599
96 96 N 0:06687M 2 + 0:64985K  0:40843

128 128 N = 0:05202802+ 0:72881N 0:31318

Theserelationshipsvere obtainedusing estimatefrom 50 gray-scalamagesdifferentfrom the
onesemployedin our sensitvity experiments Notethat,whentheblock sizeincreasesthe coef-
cientsof N increaseowardsone,while the coefcients of K2 andthe freetermsdecreas¢oward
zero. This suggestghat the biasis becominglesspronouncedor biggerwindow sizes. There
is, however, atrade-of betweenthe block sizeandthe resolutionof the noisevarianceestimates,
which makesvery large block sizesimpractical.In our experimentsye have foundthata64 64
block sizeofferedthe besttrade-of.

Multi-Channel Color Images

Themaindravback,whenblindly estimatinghelocal noisevariancen asingle-channeimage,is

thatthelocal kurtosisvaluesof thenoiselessmageneedio beknown. In thecaseof multi-channel,
color imagesit is possibleto employ a simple heuristicto estimatethe original kurtosisvalues.
Underthe assumptiorthat the noise hasthe samedistribution acrossall channelsthis heuristic
worksby rst takingthe averageof the color channelgred,green blue),thenestimatingthelocal

kurtosisfrom this averagechanneto approximatehe original local kurtosisof theimages green
channel. The estimationthenproceedsasbefore: the greenchannelis divided into overlapping
blocks,andthe noisevarianceof eachblock is computedusingthe estimatorin Equation6.7,and
the previously computedestimate®f the original local kurtosis.

4In all experimentsve have employedthe sampleaverageestimaterom the original greenchannelof theimages
asoriginal kurtosisvalues.
5If N denoteghe varianceof a noisesignal,thenits valuein decibelds givenby: 10log;, N .
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Figure 6.4: Shavn arethe averageestimatedchoisevariancesandtheir standarddeviations,plotted
againstthe true valuesof the noisevariances.Eachdatapoint corresponds$o an averageover 50
imagesusingblocksof varioussizes.SeealsoTable6.1.
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White Gaussiamoisewith differentvarianceswas uniformly addedto the color imagesin
the database For a given color image,the varianceof the noisewasthe samefor eachchannel.
Theresultsof blindly estimatingthe local noisevariancefrom 50 color images(whenthe above
heuristicis employed) areshovn in Table 6.2, andsummarizedn Figure6.5. The original and
estimatechoisevariancesareshavn in decibels(db). Note that, for noisevariancegreaterthan

3db, the estimationis bothaccurateandprecisethatis, the meanof the estimatess closeto the
actualvalue,andthe standarddeviation of the estimatess small. For noisevariancesmallerthan

4db, however, the estimationfails. The reasonfor this poor performancas relatedto boththe
failure of our heuristicto accuratelyestimatethe original local kurtosis,andto the errorsin the
othersampleaverageestimates.

As in the experimentswith single-channeimageswe have noticedthatdueto numericaland
sampleaverageerrors,a constantbiasis introducedin the estimatednoisevariances. We have
empiricallyfoundthatalinearmodelsufces to approximatehis biaswell. We have employedthe
averageestimatesn therangebetween 3:5dband 1db(i.e.,therangefor whichthediscrimina-
tion of differentnoiselevelsis possible)to empirically estimatdinear relationshipetweerthe
estimatedandtrue noisevariances:

block size linearrelationship

32 32 N =125728 091292
64 64 N = 129478 0:87348
96 96 N = 129578 0:85403
128 128 N = 1:2894N 0:82960

Theserelationshipsvere obtainedusing estimatedrom 50 color imagesdifferentfrom the ones
employedin the sensitvity experimentsabove. Note thatthe parametersf theselinearrelation-
shipsarepracticallyindependenof thewindow sizeusedin the estimation.

6.3 Summary

We have presenteatechniquédor blindly estimatingocal noisevarianceandshavedhow it canbe
appliedto detectthe presencef multiple levelsof noisein animage.Thistechniqueassumeshat
thekurtosisof local patcheof the original imageis known, andthatthe noiseis white, Gaussian,
andstatisticallyindependenof the originalimage. The estimationmethodcanbe adaptedo deal
with differenttypesof noisewith known statisticalpropertieqi.e., the kurtosis). We have shovn
the ef cacy of measuringhe local noisevariancein naturalimageswith locally addednoise,and
we have quanti ed the sensitvity of the estimationmethod.
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32 32 64 64

actual estimateddb) actual estimateddb)

(db) | mean std min max (db) | mean std min max
-6.00 | -3.771 0.510 -4.853 -2.822 -6.00 | -3.717 0.562 -4.843 -2.475
-5.50 | -3.773 0.510 -4.853 -2.823 -5.50 | -3.720 0.563 -4.821 -2.479
-5.00 | -3.776 0.506 -4.810 -2.825 -5.00 | -3.725 0.563 -4.806 -2.473
-4.50 | -3.757 0.475 -4.638 -2.822 -4.50 | -3.723 0.552 -4.765 -2.472
-4.00 | -3.651 0.384 -4.248 -2.823 -4.00 | -3.640 0.475 -4.425 -2.463
-3.50 | -3.405 0.260 -3.789 -2.774 -3.50 | -3.432 0.346 -3.935 -2.421
-3.00 | -3.019 0.157 -3.256 -2.593 -3.00 | -3.075 0.208 -3.346 -2.395
-2.50 | -2.531 0.101 -2.722 -2.246 -2.50 | -2.589 0.108 -2.794 -2.291
-2.00 | -2.003 0.089 -2.227 -1.774 -2.00 | -2.042 0.075 -2.249 -1.826
-1.50 | -1.483 0.082 -1.670 -1.283 -1.50 | -1.485 0.082 -1.702 -1.277
-1.00 | -0.982 0.057 -1.080 -0.841 -1.00 | -0.990 0.085 -1.154 -0.771

96 96 128 128

actual estimateddb) actual estimateddb)

(db) | mean std min max (db) | mean std min max
-6.00 | -3.691 0.594 -4.954 -2.346 -6.00 | -3.675 0.607 -4.997 -2.314
-5.50 | -3.695 0.594 -4.930 -2.352 -5.50 | -3.678 0.606 -4.957 -2.314
-5.00 | -3.699 0.592 -4.922 -2.354 -5.00 | -3.684 0.606 -4.958 -2.317
-4.50 | -3.698 0.582 -4.828 -2.352 -450 | -3.681 0.595 -4.869 -2.318
-4.00 | -3.618 0.501 -4.508 -2.348 -4.00 | -3.605 0.512 -4.553 -2.314
-3.50 | -3.420 0.367 -3.967 -2.337 -3.50 | -3.412 0.376 -3.979 -2.305
-3.00 | -3.076 0.225 -3.366 -2.338 -3.00 | -3.075 0.231 -3.372 -2.326
-2.50 | -2.598 0.116 -2.818 -2.294 -2.50 | -2.604 0.119 -2.815 -2.300
-2.00 | -2.052 0.080 -2.271 -1.882 -2.00 | -2.060 0.081 -2.283 -1.905
-1.50 | -1.493 0.085 -1.720 -1.320 -1.50 | -1.497 0.084 -1.716 -1.344
-1.00 | -0.988 0.091 -1.199 -0.788 -1.00 | -0.983 0.091 -1.198 -0.787

Table 6.2: Shavn arethe statisticsof the estimatechoisevariance{mean standardieviation, and
minimum and maximumvalues)as obtainedfor differentblock sizes. Thesestatisticshave been
obtainedrom 50 naturalimages.SeealsoFigure6.5.
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Figure 6.5: Shavn are averageestimatednoisevariancesand their standarddeviations, plotted
againsthetruevaluesof thenoisevariancesTheseestimatesvereobtainedrom thegreenchannel
of color images. The original local kurtosiswas estimatedirom the averageof the three color
channels Eachdatapoint correspond$o an averageover 50 imagesusingblocksof varioussizes.
SeealsoTable6.2.
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Chapter 7

Conclusion

In the previous chapterswe have presented ve techniquedor detectingdifferentforms of tam-
peringin manipulatedigital images: (1) tracesof re-sampling/52] (e.g.,scaling,rotation); (2)
manipulationsof color Iter arrayinterpolatedmages[53]; (3) doubleJPEGcompression51];
(4) duplicatedregions[50]; and(5) inconsistennoisepatterng51]. Althoughtheseechniquesre
different,they work in acommonframavork undertheassumptiorthattamperingmay altersome
underlyingstatisticalpropertiesof naturalimages.For eachtechniquethe generalapproachhas
beenthe same: rst, statisticalchangesassociateavith speci ¢ typesof tamperingareidenti ed
and quanti ed, thendetectionmethodsare designedo estimatethesechangesand differentiate
betweertamperecandunadulteratedmages.

When digitally compositingtwo, or more, images,it is often necessaryo scale,rotate, or
stretchthe original images,or portionsof them, in orderto createa corvincing match. These
manipulationgequirere-samplinghe original imagesonto a differentsamplinglattice. We have
shavn, Chapter2, that re-samplingintroducesspeci ¢ correlationsbetweenneighboringimage
pixels. Thesecorrelationsverequanti ed, andthe expectation/maximizatiofEM) algorithmwas
employed to detectthemin arny portion of animage. This detectionmethodcan detecta broad
rangeof re-samplingparametersandis fairly robustto simple attacks. Experimentswith lossy
compressedmnages,however, have revealeda signi cant weaknessn our technique:while rea-
sonablyrobuston GIF andJPEG2000mages,our methodis particularlysensitve to JPEGcom-
pression.This is becauselPEGcompressiornntroducesa signi cant amountof band-passoise,
andspeci c artifactsthatinterferewith thedetectiorof re-samplingcorrelations We believe, how-
ever, thatour techniquemay still prove usefulfor a numberof differentforensicapplications:for
example,a courtof law mayaccepinto evidenceonly JPEGimageswith minimal compression.

The re-samplingdetectiontechniquecan also be employed to foil attackson authentication
watermarkingschemes Temporalandgeometricdistortionsare a well-known classof attacksto
which robustwatermarkingschemesre particularlysensitve. In audiosignals,temporalscaling
canoccurfrom speedchangesof a tapeplayer or canbe the resultof a sophisticatedorocess
designedo changethe durationof soundswithout alteringthe wavelengthsof their spectra.In
digital photographsgeometricdistortionscanbe the resultof manipulationswith a photo-editing
software. In video signals,both temporaland geometricdistortionscan occurwhen cornverting
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betweendifferentencodingformats. Thesetemporaland geometricdistortionscan be modeled
with anaf ne transformation.More speci cally, a watermarkedsignalis rst afne transformed,
thenre-samplednto a differentsamplinglattice to yield a new signalin which the embedded
watermarkbecomesunrecognizabldy the watermarkdetector To foil this attack,the distortion

parameterare rst blindly estimatedisingourre-samplingletectiortechniqué, thenthetemporal
or geometriadistortionsareinverted,andthe embeddedvatermarkrecorered.

To capturecolorimagesmostdigital cameragmploy asingle CCD or CMOS sensoiin con-
junctionwith acolor Iter array(CFA). At eachpixellocation,a singlecolor sample(outof three)
is recorded andthe missingcolor samplesareinterpolatedirom neighboringsamples.We have
shavn, Chapter3, thatthis processreferredto asCFA interpolationor demosaickingintroduces
speci ¢ correlationsbetweenneighboringcolor samples similar to thosepresentin re-sampled
images.A broadclassof tamperingtechniquege.g.,re-touchingenhancingprelikely to destry
or signi cantly alterthesecorrelations.As such,the presenceabsenceor distortionof CFA in-
terpolationcorrelationsamay representvidenceof authenticityor tampering.We have quanti ed
thesecorrelationswith a simplelinear model,andemployed the expectation/maximizatio(EM)
algorithmto revealtheir presencegr absencein ary portionof a CFA interpolatedcolor image.
We have testedourtechniqueonimagesCFA interpolatedwvith sevendifferentschemesandfound
that we candetecttracesof tamperingeven in lossy compressednages. Although our method
is quite robust to simple counterattacks,we have found a vulnerability. If atamperedmageis
re-sampledntoavirtual CFA, thenre-interpolatedthetracesof tamperingoecomeundetectable.
This attack,however, requiresknowledgeof the cameras CFA patternandinterpolationscheme,
andis not likely to be availableto an averageuser Another potentialissuewith this detection
methodis the releaseof a new type of CMOS sensor the Foveon X3, that can simultaneously
samplethe threecolor channelsat eachpixel location. Imagesfrom camerasquippedwith this
sensomwill no longercontainthe CFA interpolationcorrelationsemployed to detecttampering.
We believe, however, that our detectiontechniquemay still be usefulgiventhattraditionalsingle
sensoicamerasmrelik ely to remaincheapeandmoreavailableto casualusers.

A photo-editingsoftwarepackagéde.g.,AdobePhotoshop ) is usuallyemployedto manipulate
digital images.An imageis rst loadedinto the photo-editingsoftware,somemanipulationsare
performed,thenit is re-saed. If the original andtamperedmagesare storedin JPEGformat,
thedefault optionfor mostdigital camerasthenthe tamperedmagehasbeendoublecompressed.
We have shavn, Chapter4, thatwhenanimageis doubleJPEGcompressedpeci ¢ correlations
areintroducedbetweendiscretecosinetransform(DCT) coefcients of imageblocks. We have
guanti ed thesecorrelations,and devised an algorithm that can distinguishbetweensingle and
double JPEGcompressedmages. Although there are certaintheoreticallimitations that make
doublecompresse@magesundetectablén somecaseswe have testedour detectionrmethodon a
largenumberof imagesandfoundthatdoubleJPEGcompressiois detectabldor abroadrangeof
guality factors.We have alsofoundthatour detectiormethodis vulnerableto attack:if atampered
JPEGimageis croppedprior to re-saing, the correlationsdescribedn Chapter4 areno longer

11t is possiblethatmorethanonesetof distortionparametersireobtainedfrom our detectionmethod.e.g.,image
rotationsby angles and areindistinguishableln this case the signalmustbeinvertedwith eachpossibleset
of distortionparametersandthe watermarkdetectormustbe appliedto eachinvertedsignal.
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introduced |t is possiblethatotherartifactsmaybe presentandthis will beaninterestingoroblem
for further research. Note that a double JPEGcompressedmageis not necessarilya forgery:
for example,a usermay re-sae JPEGimageswith a lower quality to sare storagespace. The
authenticityof a double JPEGcompressedmage,however, is questionableand further analysis
may berequired.

Whentrying to conceah persoror objectin adigitalimage,acommonmanipulations to copy
a portion of the sameimage,thenpasteit over the desiredregion. If the splicingis imperceptible
little concernis givento thefactthatidentical(or virtually identical)regionsarepresent.An ex-
haustve approacho detectingduplicatedmageregionsis computationallyprohibitive— it hasan
exponentialcompleity in the numberof imagepixels. We have proposedan ef cient technique,
Chapters, thatcandetectandlocalizeduplicatedregionsin animage. The basicapproachworks
by rst applyingaprincipalcomponenanalysigPCA)onsmall, x ed-sizamageblocksto yield a
reduced-dimensiona¢presentatiorobustto noiseandlossycompressionDuplicatedregionsare
detectedy lexicographicallysortingthetransformedmageblocks,thenexaminingpairsof neigh-
boring blocks. We have shawn the ef cacy of this techniqueon credibleforgeries,andanalyzed
its sensitvity to simpleattacksandlossycompressionWe have foundthat duplicatedregionsof
relatvely smallsize(e.g.,32 32pixels)areharderto detectparticularlyin the presencef noise.
Note thatthis methodrequireshumaninterventionto validatethe potentialduplicatedregionsre-
turnedby our algorithm. This is becausdairly large regionswith little variation(e.g.,sky, asphalt
roads)presenin naturalimagestendto yield falsepositives,i.e., regionsthataresimilar, but not
duplicated.In our experimentswe have foundthatour algorithmyields a relatively low average
numberof falsepositives,i.e.,lessthanonepercent.Ourtechniquecanalsobeemployedto detect
the presencef duplicatedregionsin two, or more,differentimages asmight occurwhena com-
positeimageis createdby splicing togetherportionsof severalimages.The principal component
analysids appliedto x ed-sizeblocksfrom all imagesthenthealgorithmproceedssin thesingle
imagecase.

Digital camerasntroducean inherentamountof noise uniformly spreadacrossan image.
When creatingdigital forgeries,it is commonto add a small amountof additive noiseto con-
cealtracesof tampering.e.g.,to obscuredetailsin the backgrouncor at a spliceboundary As a
result,tamperedmagesmay containinconsistennoisepatternsj.e., signi cant variationsin the
localnoisevariance Measuringhenoisevariancen theabsencef theoriginal, noiselessmageis
anon-trivial, ill-de ned problem.We have employedablind signalto noiseratio (SNR)estimatoy
Chapter6, to locally estimatdhenoisevariancan animageandrevealthe presencef inconsistent
noiselevels. This estimatoiworks underthe assumptiorthatthe imageandthe noisearestatisti-
cally independentandrequiresknowledgeof the kurtosisvaluesof local imagepatchesandthe
kurtosisof the noise.While the kurtosisof the noisemaybeknown (e.g.,it is equalto 3 for white
Gaussiamoise)or easilyestimatedreliably estimatingthe kurtosisof the original imagepatches
remainsan openproblem. Assuming,for gray-scalemagesthatthe original valuesof the local
kurtosisareknown, and,for colorimages employing a simpleheuristicto estimatehem,we have
illustratedhow blind estimationof thelocal noisevariancecanrevealthe presenc®f inconsistent
noiselevels (a sign of tampering)in imageswith locally addednoise. We have found, however,
thatdueto numericalerrors,andto errorsin the sampleaverageestimatef the kurtosis,a bias
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is introducedn the estimationof thelocal noisevariance.This biaswasquanti ed, thenremoved
from the estimation.Sensitvity experimentshave shavn that,in generalthe estimationis fairly
accurate Not unexpectedly we have noticedthatdueto numericalerrorsthe estimationbecomes
lessaccuratdor very smallnoisevariances.

As with any authenticatiorschemesopur statisticaltechniquesnay be vulnerableto counter
attack. Extensve experimentshave shovn thatour algorithmsarereasonablyobustto simpleat-
tacks,e.g.,lossycompressiorschemesadditive noise,andnon-linearluminancetransformations.
We have, however, identi ed several more sophisticatedattacksto which someof our detection
schemesarevulnerable For example re-samplingletections particularlysensitve to lossyJPEG
compressionthe correlationsspeci ¢ to color Iter array interpolationcan be simulatedif the
color patternandinterpolationschemeareknown, anddoublequantizatiorartifactsareno longer
introducedin adoubleJPEGcompressednage,if theimageis croppedprior to the secondcom-
pression.In a forensiccontet, it is importantthat the developmentof authenticatiortools and
the analysisof their limitations go in parallel. A full analysisof these,andother potentialvul-
nerabilitiesis beyond the scopeof this thesis,and representsan interestingdirectionfor future
research.

Most techniquegproposedn this thesisweretargetedtowardsdetectingiamperingn uncom-
pressedr losslesscompressedmnages. We have noticedthat lossy compressiorschemege.g.,
JPEG)introducespeci c artifactsthatinterferewith someof our statisticalmethods.Sincelossy
compressetmagesaremorewidespreadhantheir uncompressedounterpartga signi cant pro-
portion of digital camerasstoreimagesonly in JPEGformat) an importantdirectionfor future
researchwould beto designdetectiontechniquesargetedtowardslossycompressednages.

Anotherinterestingfuture researchopic would be to investigatestatisticaltechniquedor de-
tectingtamperingin digitally scannedmages. For example, color imagescapturedwith single
sensolcameragontaincorrelationsspeci c to color lter arrayinterpolationthatcanbeemployed
for imageauthentication.lt may be worth investigatingif similar correlationsareintroducedby
digital scannersandif digitally scannedmagesanddigital cameramageshave differentstatistical
properties.This mayalsohelpfoil the analogto digital attackin which a digital imageis printed,
thenscannedn orderto destry embeddedvatermarkspr to concealtracesof tampering.

With the adwent of low-cost, powerful computersand sophisticateaditing tools even casual
userscanmanipulatedigital videowith relatve ease Theresultingtamperedrideo sequencesan
bevery hardto distinguishfrom authentidootage.lt is likely, however, thattamperingmightalter
someunderlyingstatisticalpropertief naturalvideosequencedA futureresearchopicwouldbe
to investigatenhat statisticalchangeoccurwhentamperingwith video sequencesndto design
detectiortechniqueshatquantifyandestimatdahesechangesA potentialissueis thatmostdigital
video sequenceareencodedvith lossycompressiortechniquege.g., MPEG),whichis likely to
introduceartifacts(similar to thoseintroducedoy JPEGcompressiotin imagesthatmayconceal
tracesof tampering. We hopethat the signi cant amountsof datacontainedn video sequences
might offsetthis potentialdif culty .

Theproposedstatisticaimageauthenticatiotechniquesvork in theabsencef any embedded
watermarkor signaturesThey arenot, however, intendedo replacethe existing imageauthenti-
cationtechniquesnotablydigital watermarkingput ratherto provide a complementargpproach.
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We believe the developmenf statisticaltoolsis particularlyimportantto helpcontendwith cases
whereexisting techniquesare not applicable,or may prove too costly In addition,the statistical
modelsemployedto detecttamperingnayhave applicationsn other elds, andtheir development
may help provide a betterunderstandingf the statisticalpropertieof naturalimages.

We believe thatmary complementangtatisticaltechniquesuchasthosepresentedere[52,
51,50, 53], andthosethatothersaredeveloping(e.g.,[18, 40, 24, 39]), will be neededo reliably
exposedigital forgeries.Thereis little doubtthatevenwith the developmenbf asuiteof detection
techniquesmore sophisticatedamperingtechniqueswill emege, which in turn will leadto the
developmenbf moreelaborateletectiontools,andsoon. Our hope however, is thatour detection
toolswould make the creationof undetectabléorgeriesanincreasinglycomple< anddif cult task.
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Appendix A

Expectation-Maximization Algorithm

We presenta shorttutorial of the Expectation-MaximizatioEM) algorithm[14], a generatech-
nique for nding maximum-likelihood parameterestimatesof probabilistic models. We also
present simpleexampleof its applicationto a mixture of two linearmodels(for a moredetailed
tutorial andexamplessee[6]).

A.1 Preliminaries and General Approachof EM

Consideradensityfunctionp(x*j ) thatdepend®n asetof parameters , e.g.,if p(*j ) were
a mixture (sum) of Gaussiansthen  would be the set of their meansand covariances. Let
X = fx%q;:::; %y g beadatasetconsistingof N vectors,independenandidentically distributed
(i.i.d.) with distribution p. Thejoint densityof the sampless givenby:

W
p(Xj) = pij) =L( jX); (A.1)

i=1

whereL ( jX), asafunctionof with x eddataX, is calledthelikelihoodof the parameters
giventhe data,or thelik elihoodfunction. Maximumlik elihoodestimationamountgo nding ?
forwhichL ( jX) is maximized,.e.:

?=argmaxL ( jX): (A.2)

In practice,it is oftenanalyticallyeasierto maximizethe log-likelihood,log(L ( j X)), instead,
e.g.,whenp(*j ) isanexponentialdistribution suchasa Gaussiaror Laplacian.

In the context of the EM algorithm, the datais assumedo be incompleteor to have missing
values.Thisis the casewhenthe obsenation processaslimitations, or whenthe optimizationof
thelikelihoodfunctionis intractableandcanbe simpli ed by assuminghe existenceof unknown
dataor missingvariables(alsoknown ashidden,or latentvariables). A completedatasetZ =
(X;Y) is assumedo exist, where X , the obsered data, is calledthe incompletedata, andY
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denoteshe missingparameter®r data. A joint densityfunctionis alsoassumedo exist, or is
speci ed:

p(zj) =pyi) =plix) pxj) : (A.3)

This joint distribution is often constructedrom the maginal densityfunctionp(xj ) of thein-

complete(obsened) data,andthe assumptiorof hiddenvariablesasin the caseof mixture den-

sities. A new likelihoodfunction, the completedatalik elihood,is de ned from the joint density
function:

L( jZ)=L( iX;Y)=p(X;Yj) : (A.4)

The goal of the EM algorithmis to maximize the incompletedatalog-likelihood function
log(L ( jX)). Given ™ acurrentchoiceof parameterestimatesthe incompletedatalog-
likelihoodtakestheform:

logL MjX =logp Xj ™M =
W X
log pxj ™ = logp xj ™ : (AD)

i=1 i=1

Note thatthe mamginal densityon the incompletedata,p(¢j ) , canbe obtainedasthe expected
value of the joint densityof the completedata,p(%; ¥j ) , Equation(A.3). This expectationis
computedwith respecto the missingdataY giventheobsereddataX :

Z Z

p(xj) = p(xj) p(Yijx ) dY = p(xYj) dY; (A.6)

Y2 Y2
where denoteghe spaceof valuesthatyY cantake on. Substitutingequation(A.6) into Equa-
tion (A.5) yieldsthefollowing expressiorfor theincompletedatalog-likelihood:

Z

X
logL ™MjX = log px:Yj ™M dy: (A.7)
i=1 Y2

We would like next to nd new parameteestimates ("*1) thatincreasehe log-likelihood,i.e.,
maximizethedifferencebetweerthe original andnew log-likelihoods:

(*D) = argmaxQ( ; ™M) (A.8)

where:
Q( ; ™M)=log(L( jX)) log L M™jx (A.9)
In practice,however, it is often easierto maximizea lower boundof Q( ; (™) instead. This
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lower boundis obtainedusingsomealgebraiananipulations:
X Z W Z
QU; ™= log  pe&;Yj)dY  log  px;Y% ™ dy°

p(xi;Yj) dY
P YO M)dy©

=" log g POaYj) dY
v2  yo P4 YO (M) dY?o
Z . .
= log g PxiYi pCxi;Y])
v2  yo PGGYO MdYOp(x; Y M)
Z
: i Y])

= o Yijx; ™ POY) : :
L, P pa;Yj ™M)

(A.10)

dy

The conditional probability rule and Equation(A.6) were emplgyed in the last step of Equa-
tion (A.10):
- pCx;YJ) pPCx;Yj)
Yijxi;) = : =R : :
PYIXE) = 506a1) v POGIYY @AYo
Using Jensers inequality* (the log is a concare function) in Equation(A.10) yields the desired
lower bound:

(A.11)

Z

X (x:Yi)
- My="" o Yix; o P¥YT) 4y
o ) i=1 J, P pea;Yj ™M)
oz o) (A.12)
=1 Y2 A ORI ( )

To understanchow the lower boundin Equation(A.12) is employed, consideran arbitrary
functionf, andlet g be a lower boundof f, i.e.,f (x) g(x); 8x. If thereexistsx, suchthat
f (Xo) = 9(Xo), andx? suchthatg(x?) > g(xo), thenf (x?) > f (xg) — thisis particularlytrue
whenx?® = arg max, g(x). In otherwords,if by moving from x, to x* the lower boundg is
increasedthenthe functionf is alsoincreasedNote thatthe lower boundin Equation(A.12) is
constructeguchthatL( ™; ™M)= Q( ™M; (M) = 0. Asaresult,anev choiceof parameters

("+1) that improvesthe lower boundwill alsoimprove Q( ; (™), Equation(A.9), which is

Lensersinequalitystateghatgivenf arealcontinuousconcae functionthen:

P P
L) X
n n

Thisinequalitycanbegeneralizedo in®nite or continuoussums,j.e., expectationsr integrals.
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equialentto increasingheincompletedatalog-likelihood:

|_( (n+1); (n))> |_( (n); (n)) ) Q( (n+l); (n))>Q( (n); (n)) ’
logL ™YjX >logL ™MjX (A.13)

Notealsothatin thede nition of L( ; (), Equation(A.12), thedenominatoof thelog doesnot
dependon , andcanbedroppedwvhenmaximizingthelower boundwith respecto

We are nally readyto presenthegeneralapproactof the EM algorithm. First, initial param-
eterestimates © arechoseR. The algorithmthenproceedsn iterations,at eachiterationtwo
stepsheingexecuted:

1. Duringthe E-step the expectedvalueof the completedatalog-likelihood,Equation(A.4),
is computedwith respecto the unknovn dataY giventhe obsereddataX anda current
settingof the parameteestimates (":

E log(L(Zj)) jx; ™ B logp(X;Yj) jX; (n)

log[p(X;Yj) Ip YjX; ™ dY
Y2 n # (A.14)
X
= logp(xi;Yj) pYjX; ™ dv:
Y2 =1
Note that the expectationin Equation(A.14) is equialentto the lower boundin Equa-
tion (A.12) with the denominatoiwof the log dropped.Note alsothat the expectationof the
completedatalog-likelihoodis a deterministicfunctionof  thatdependsn the obsened
data,X , andonthecurrentparametesetting, (™.

2. During the M-stepthe expectationcomputedduringthe E-stepis maximizedwith respecto
to yield new parameteestimates:

(*) = arg maxE log(L (Zj) )jx; ™

Z X # (A.15)

= arg max logp(xi;:Yj) p YjX; ™ dy:
Y2 =1

Thetwo stepsarerepeatedintil convergence.Eachiterationis guaranteedo increasegheincom-
pletelog-likelihood. The algorithmis provedto corverge to a local maximumof the likelihood
function,Equation(A.1) — see[62] for detailson therateof convergenceof the EM algorithm.

Whenpresentegsabore, in its mostgeneraform, the EM algorithmdoesnot provide exact
implementatiordetails. The detailsof the E- andM-stepsaredependenon the particularapplica-
tion the algorithmis designedor. We preseninext a simpleexamplewherethe EM algorithmis
appliedto a mixture of two linearmodels.

2Theinitial parameteestimatesare often randomlychosen.Whenavailable, prior informationcanbe employed
for amore®educateduess.

3Speakingof an expectation(E) stepis somevhata misnomer Whatis really computedn the ®rst steparethe
data-dependemermsof thelowerboundin Equation(A.12), undertheassumptiomf existenceof missingparameters.
Oncecomputedthesetermsfully determinghelowerboundwhich canbe maximizedin thesecondstep.
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Figure A.1: Planamointsgeneratedrom two linearmodelscorruptedwith white Gaussiamoise.

A.2 Mixtur e of Two Linear Models

The EM algorithmprovidesan elegantsolutionfor mixture modelsproblems asit cansimultane-
ously segmentand t datageneratedrom multiple parametrionodels. Considey for example,a

of two linearmodels:
My yi=aX +b+ny(i) or my:y = aX + b+ ny(i); (A.16)

whereay, by, a,, b, arethe modelparametersandny(i), n,(i) denotei.i.d. samplesdravn from
a Gaussiandistribution with zero meanand 2 variance. In the contet of the EM algorithm,
the obsened datais representedby the setof points X, andthe parametersre the slopesand
the interceptsof the linear models: = fa;;by; a;bg. The missingdataare representedby a
setof N randomvariables,onefor eachdatapoint, that cantake one of two values: my, if the
correspondinglatapointis generatedby the rst model,or m,, if the correspondinglatapointis
generatedby thesecondnodel.

To maximizethe obsered datalikelihoodL (X j ) , Equation(A.1), we startwith randomly
choserparameters @ = f a(lo) ; b(lo) ; a(20) ; b(zo) g, thenateachterationwe maximizethelowerbound
of theobseneddatalog-likelihood:

N _ _
J(; ™M= log[p((xi;yi)imij) 1p myj(xiiy); ™ - (A.17)

j=1 i=1
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Theabove lower boundcanbe obtainedirom the moregeneraform in Equation(A.14) underthe
assumptionthatthepointsin X areindependentlgeneratedndthemissing(unobsered)random
variablesaremutually independentin Equation(A.17), p((x;;yi); m; j ) is the probability that
thei™ pointwasgenerateddy modelm; andthatits obsenedcoordinatesvere(x;;y;), giventhe
modelparameters . Likewise,p m; j (xi;yi); (" istheprobabilitythati™™ pointwasgenerated
by modelm;, giventhatits obseredcoordinatesvere(x;; y;) andthemodelparameterare (.
Theseprobabilitiesneedto be evaluatedin orderto maximizethe lower boundJ( ; (™) asa
functionof . To computep((x;;yi);m; ] ) , we startby applyingthe conditionalprobability
rule:

p((Xisyi)imij ) = p((xi;y)img; ) p(mij) ; (A.18)
wherep(m; j ) representshe prior probability of thei™ point being generatedy modelm;.
Sincethe pointsin X are generatedrom linear modelscorruptedby additve Gaussiamoise,

p((xi;yi)im;; ) isgivenby:

A 2
p((xisyi)im;;) =—pl?exp v a,zx.z h) . j=12 i=1::::N: (A19)

We will assumenext thateachpointis equallylikely to be generatedby eachmodel,i.e., theprior
modelprobabilitiesareequal:

p(myj) =p(mzj) =3 (A.20)

NI =

Thelog termin Equation(A.17) thentakesthe form:
oglp(xiy)im i) 1= o~ ax B g2 2
j =12 i=1:::;N: (A21)
Tocomputep m; j(xi;yi); ™ ,theBayes'rule andEquationgA.19-A.20)areemployed:

m - p P Giy)im; W opmj ®

p m;j(Xi;Vi); . _ _
P Cp((y)ime M)p(mgj M)
1 () (n) 2
exp 5= Vi & X Q
= 5 -
exp & yioavx Y +exp Loy ax B

j=12 i=1:N: (A22)

SubstitutingEquations(A.21-A.22) in Equation(A.17) and droppingthe termsthat do not
dependontheparameters = fay; by; ay; byg, yieldsthedesiredower boundasa functionof the
parameters:

xe X
I(; M= w(i; j)(yi  ax b))% (A.23)

j=1 i=1
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wherew(i; j) = p mjj(xi;yi); ™ , Equation(A.22). Thisquadratidower boundis maximized
by rst settingits partialderivativesequalto zeroto yield alinearsystemof equations:

— =0 2_ w(i;j)xi(yi axi h)=0
% ) " ) (A.24)
@ ° 20wy ax B)=0
| =1 !
X ' X S
8 w(i;j)xf + b w(ij)xi = w(i;j) Xy
. ! - . j=12:  (A25)
3 w(i;j)xi +h w(i;j) = w(iij)y
i=1 i=1 i=1

Theabove linearsystemof equationss thensolvedto obtainnew parameteestimates:

+ .. P .. 1 P ..
T pia WX gl Wi ) x S WEDXYE Z g0 (ag)
gy o wij)xi L w(i) e WG ) i
Note thatthelowerboundJ( ; ™), Equation(A.23), is the weightedsquareerror betweerthe
datapointsandthelinear models. The weightsare given by the probabilitiesof eachpoint being

generatedy oneof thetwo models.As aresult,maximizingd ( ; ™) is equivalentto weighted
leastsquaregstimation.

To summarizethe EM algorithmproceedssfollows:

1. During the E-step,usingthe currentparameteestimatesye computethe probabilitiesof
eachdatapoint of belongingto oneof thetwo models Equation(A.22).

2. During the M-step, weightedleastsquaresstimationis employed to computenev model
parametersisingthe previously computedprobabilitiesasweights,Equation(A.26).

The two stepsarerepeateduntil convergence. In practice,the EM algorithm convergesquickly,
but it is susceptibldo local optima. This problemcanbe alleviatedby runningthe EM algorithm
multiple timeswith differentrandominitial conditions.

Shavnin FigureA.2 aretheestimate®f thelinearmodelsateachiterationof theEM algorithm
usingthe datapointsin Figure A.1. Theinitial parametersvererandomlychosen.Note that, in
this example,the EM algorithmcorvergesin only six iterations.
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Figure A.2: Modelestimatesiteachiterationof theEM algorithmfor thedatapointsin FigureA.1.
Notethat,in this example,corvergenceis achieved after six iterations.
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