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Abstract

Statistical Toolsfor Digital ImageForensics

Alin C. Popescu

A digitally alteredimage,oftenleaving novisualcluesof having beentamperedwith,

canbeindistinguishablefrom anauthenticimage.Thetampering,however, maydis-

turb someunderlyingstatisticalpropertiesof the image. Underthis assumption,we

propose� ve techniquesthatquantifyanddetectstatisticalperturbationsfoundin dif-

ferentformsof tamperedimages:(1) re-sampledimages(e.g.,scaledor rotated);(2)

manipulatedcolor �lter arrayinterpolatedimages;(3) doubleJPEGcompressedim-

ages;(4) imageswith duplicatedregions;and(5) imageswith inconsistentnoisepat-

terns. Thesetechniqueswork in theabsenceof any embeddedwatermarksor signa-

tures.For eachtechniquewedevelopthetheoreticalfoundation,show its effectiveness

on credibleforgeries,and analyzeits sensitivity and robustnessto simple counter-

attacks.
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Chapter 1

Intr oduction

During the pastdecade,powerful computers,high-resolutiondigital cameras,andsophisticated
photo-editingsoftwarepackageshave becomeaffordableandavailableto a largenumberof peo-
ple. As a result, it hasbecomefairly straightforward to createdigital forgeriesthat arehardto
distinguishfrom authenticphotographs.Theseforgeries,if usedin the massmediaor courtsof
law, canhave an importantimpacton our society. For example,a photographtaken during the
2003Iraq war waspublishedon thefront pageof theLosAngelesTimes. This photograph,how-
ever, wasnot authentic: it wascreatedby digitally splicing togethertwo differentphotographs.
Thetamperingwasdiscoveredby aneditoratTheHartford Courant who noticedthatsomeback-
groundpeopleappearedtwice in thephotograph.Althoughthemanipulationseemsto have been
merelyintendedto improvethecompositionof thephotograph,thephotojournalistresponsiblefor
it was�red. Anotherhigh pro�le caseof a forgeddigital imagethatcirculatedon the internetin
early2004wasan imagedepictingSenatorJohnKerry andactressJaneFondasharinga stageat
a peacerally againsttheVietnamwar1. The imagemadequitean impact,asSenatorJohnKerry
wasrunningfor Presidentof theUnitedStatesandhis involvementin theanti-warmovementcame
underattack.Thisphotographwasalsocreatedby digitally splicingtogethertwo separateimages,
andwasexposedasa forgery whenthe photographerthat took oneof the original imagescame
forward. Theseincidents,andmany others,leadusto questiontheauthenticityof theplethoraof
digital imagesthatweareexposedto everyday.

1.1 ImageTampering

Tamperingwith imagesis somethingneithernew, nor recent.Someof themostwell known ex-
amplesof falsi�cation of �lm photographs,for example,datebackto theearlyyearsof theformer
Soviet Union,wherebothLeninandStalinhad“the enemiesof thepeople”removedfrom historic
records,Figure1.1. These,andsimilar, forgerieswerecreatedusingimagemanipulationssuch
asairbrushing,re-touching,dodgingandburning,andcontrastandcolor adjustment.Airbrushing

1JaneFondawasa well known andcontroversial®gurewith strongviews againstthe involvementof theUnited
Statesin thewar. After servingin thewar, JohnKerry spokeagainstit andgot involvedin theanti-warmovement
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Figure 1.1: Shown on theleft areoriginal photographsof Lenin andTrotsky (top),andStalinand
Nikolai Yezhov (bottom). Shown on the right are their alteredcounterpartswhereTrotsky and
severalothers(top),andYezhov (bottom)wereremoved.

works by sprayingwatercolorpaint with a small pressuregun shapedlike a pencil by meansof
compressedair. Re-touchingis usuallydoneby paintingoverthe�lm with anextremely�ne point
brush,andrequirestheuseof specialdyes. Dodgingandburningaremanipulationsthat change
theamountof exposurein a selectedareaof print: burningaddsexposure,while dodgingreduces
it. Custommadephotographicmasksareemployedwhendodgingor burning. Thecontrastand
colorof analogimagesareadjustedthroughtheuseof speciallight �lters andphotographicpaper.
All thesemanipulationsrequirea high degreeof technicalexpertiseandsophisticateddark room
equipment,which are,in general,outsidethereachof theaverageuser.

During the pastfew yearsaffordable,high-resolutiondigital camerashave beenrapidly re-
placing their �lm-based, analogcounterparts.In addition to this, the advent of low-cost,high-
performancecomputers,andsophisticatedphoto-editingandcomputergraphicssoftwareallow an
averageuserto do complex imagemanipulationsandcreatecredibledigital forgerieswith relative
ease.Althoughthereare,perhaps,anuncountablenumberof waysto manipulateandtamperwith
digital images,wepresentheresomeof themostcommontypesof digital imagetampering[17]:

1. Compositing. This is oneof themostcommonformsof digital tamperingin which two, or
more,digital imagesaresplicedtogetherto createa compositeimage.Shown in Figure1.2
arean original image(left) andthe samecompositedimage(right). The compositeimage
wascreatedby overlayingthe headof a differentperson(taken from an imagenot shown
here)ontotheshouldersof theoriginal kayaker.

2. Mor phing. This techniquegraduallytransformsa sourceimageinto a target image.Shown

2



Figure 1.2: An original image(left) anda compositeimage(right), in which theheadof another
personwasoverlaidontotheshouldersof theoriginal kayaker. Theoriginalphotographwasdown-
loadedfrom www.freephoto.c om, andthecompositephotographis from [17].

Figure1.3: Exampleof asequenceof morphedimages:ahumanface(thesource)isslowly changed
into analiendoll (thetarget)— morphedsequencefrom [17].

in Figure1.3 is a sequenceof images,in which a humanface(thesource)is beingmorphed
into an alien doll (the target). Note how the shapeand appearanceof the sourceslowly
changeinto theshapeandappearanceof the target. Theintermediateimageshave features
from boththesourceandtargetimages,andhaveanaspectthatis “part human,partalien”.

3. Re-touching. This is a broadclassof localizedtamperingtechniquesthat includeamong
others:air-brushing,smudging,blurring,painting,andcopying andpastingof regionswithin
the sameimage. Shown in Figure1.4 is an original imageof a person,andthe samere-
touchedimagein whichall previouslymentionedtechniqueswereemployed.Thetampering
consistedin removing somefacialhairandblemishes,smoothingtheface,andwhiteningthe
teeth.

4. Enhancing. This is aclassof moreglobaltechniquesthatinclude:colorandcontrastadjust-
ment,blurring, andsharpening.Shown in Figure1.5 arean original image,Figure1.5(a),
andthesameimageenhancedin threedifferentways:thecolorpalettewasalteredsuchthat
the color of the blue police motorcycle waschangedto cyan,andthe red van in the back-
groundbecameyellow, Figure1.5(b),thebrightnesswasincreasedto maketheimageappear
asif it wastakenon a bright, sunny day, Figure1.5(c),andthebackgroundwasblurredob-
scuringthedetailsof theparkedcars,Figure1.5(d).Althoughthey don't fundamentallyalter
theappearanceof theoriginal,thesemanipulationsmay, however, haveasubtleeffectonthe
interpretationof animage.For example,they canaltertheweatheror thetimeof theday, or
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Figure 1.4: An original image(left) andthesamere-touchedimage(right). Someof theoriginal
person's facialhairwasremoved,his facewassmoothed,andhis teethwerewhitened.

(a) (b) (c) (d)

Figure 1.5: Shown are (a) an original image,and the sameimageenhancedby (b) altering the
colors, (c) adjustingthe contrast,and(d) blurring the background.The original photographwas
downloadedfrom www.freephoto. co m, andtheenhancedphotographsarefrom [17].

they canobscuresomedetailswhile exaggeratingothers.

5. Computer graphics. In contrastto compositing,morphing,re-touching,andenhancingthat
work, in general,by alteringactualphotographs,this typeof tamperingrefersto imagesthat
aregeneratedusinga computeranda graphicssoftwarepackage(e.g.,Mayar by Aliasr ,
or 3dsmaxr by discreetr ). Suchimagesaregeneratedby �rst constructinga 3-D polyg-
onal model that embodiesa desiredshape.The model is thenaugmentedwith color and
texture, and illuminatedwith one,or several, virtual light sourcesto approximatedesired
lighting conditions. Finally, the augmentedmodel is renderedthrougha virtual camerato
createa syntheticimage.Shown in Figure1.6aretwo examplesof model-based,computer-
generatedimagesof a person's bust. Good quality, computer-generatedimagesthat are
hardto distinguishfrom realphotographsgenerallyrequirea talentedandskilled computer
artist. Emerging technologiesthatemploy realpeopleandlaserscannersto acquirehighly
accuratethree-dimensionalmodels,may, however, make thecreationof crediblecomputer-
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Figure 1.6: Two examples of model-based, computer-generated images of a per-
son's bust. These images were created by Mihai Anghelescu, and downloaded from
www.xmg.ro/mihai /i ndex .ht ml .

generatedimageseasierandmoreaccessibleto lessskilledpeople.A recenttrendof interest
in thecontext of digital forgeries,hasbeenthecreationof hybrid imagesthatmix realand
computer-generatedimages.For example,computer-generatedimagescanbe splicedinto
realphotographs,andrealimagescanbemappeddirectlyontoa three-dimensionalmodel,a
techniqueknown asimage-basedrendering.

6. Painted. This typeof tamperingrefersto imagescreatedfrom a blankscreenwith a photo-
editingor drawing software(e.g.,AdobePhotoshopr or Corel Drawr ) in a way similar to
thatof anartistpaintingon traditionalcanvas. This techniqueis themostchallengingform
of tampering,andwould requirea highly talentedpainterwith goodtechnicalskills to yield
realisticimages.

Note that,whencreatingdigital forgeries,the imagemanipulationspresentedabove, andothers,
areoften employed simultaneously. For example,two imagesmay be splicedtogether, thenthe
compositeimagemaybere-touchedandenhanced.Notealsothattamperingis not a well de�ned
notion,andis oftenapplicationdependent.Certainimagemanipulationsmaybelegitimatein some
cases,andillegitimatein others.For example,it maybeacceptableto useacompositeimagefor a
magazinecover, but notasevidencein acourtof law.
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1.2 Watermarking

Watermarkinghasbeende�ned [11] as“the practiceof imperceptibly2 alteringaWork to embeda
messageaboutthatWork”, whereWork refersto a speci�c image,audioclip, videoclip, or other
digital media.Thebasicapproachemploys anembedderthat insertsanimperceptiblewatermark
(e.g., a digital code,or a checksum)into the media,anda decoderthat tries to determineif a
watermarkis present,andif so,outputsits encodedmessage.

Digital watermarkinghasmany applications,including: broadcastmonitoring,owneridenti�-
cation,proof of ownership,transactiontracking,contentauthentication,andcopy anddevicecon-
trol. Although not the only solutionfor theseapplications,digital watermarksaredistinguished
from other techniquesby threede�ning characteristics:(1) they are imperceptible,(2) they are
inseparablefrom thedigital mediathey areembeddedin, and(3) they undergo thesametransfor-
mationsasthedigital mediaitself.

Watermarkingsystemscanbecharacterizedby a numberof de�ning propertiesrelatedto the
embeddingprocess(effectiveness, �delity , anddatapayload), thedetectionprocess(blind vs. in-
formed, falsepositives, androbustness), the securityanduseof secret keys, andthe costof em-
beddinganddetection.Theembeddingeffectivenessis theprobabilityof thewatermarkdetection
immediatelyafterembedding.Although100%effectivenessis desirable,it maynotbealwayspos-
siblewithoutcompromisingotherdesirableproperties,e.g.�delity . The�delity of awatermarking
schemerefersto theperceptualdifferencebetweentheoriginal andthewatermarkedmedia. Ide-
ally, watermarkembeddingshouldnot alter the perceptionof the cover media. Datapayloadis
the numberof bits that a watermarkembedsin a unit of time or within a cover medium. Re-
quirementsfor payloadcanvary from onebit (a watermarkmaybe presentor absent)to several
thousandif, for example,errorcorrectioncodesneedto beembedded.Informeddetectionrefers
to watermarkingschemesthatrequireaccessto theoriginalcovermedium(or to someinformation
derived from theoriginal), while blind detectionrefersto schemesthatdo not needthe original.
Blind detectionis employed by a majority of watermarkingschemes.The falsepositive rate is
the probability of detectinga watermarkin a mediumthat doesnot containone. The require-
mentsfor the falsepositive rateareapplicationdependentandcanvary from 10� 6 for proof of
ownership,to onein 1012 framesfor DVD video. Robustnessrefersto theability of a watermark
to survive commonsignalprocessingoperations,e.g., �ltering, lossycompression,printing and
scanning,andtemporalandgeometricdistortions.In practice,watermarksarerequiredto survive
only a speci�c subsetof signalprocessingoperations.The securityof a watermarkrefersto its
capability to resisthostileattacks. Attackson watermarkingschemestypically consistof unau-
thorizedremoval, embedding,or detection.Theunauthorizedremoval refersto activeattacksthat
preventthedetectabilityof a watermarkeitherby maskingor by eliminatingit. Theunauthorized
embedding,alsoknown asforgery, refersto the capabilityof anadversaryto inserta watermark
into a mediumwith thegoalto falselyauthenticateit. Unauthorizeddetection,a passiveattack,is

2Imperceptibility is not consideredby someresearchersas a de®ningcharacteristicof digital watermarks,and
perceptiblewatermarkingis anactive areaof research(e.g.,[44]). Perceptiblewatermarks,while usefulin conveying
animmediateclaimof ownership,eliminatethepotentialcommercialvalueof themediathey areembeddedin, which
restrictstheir areaof applicability.
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of concernin informationhiding applications,e.g.,steganography. Thesecurityof watermarking
canbe enhancedby the useof secretkeys: for example,a key is employed for embedding,and
a matchingkey is requiredfor detection.Anotherimportantissuewatermarkingschemesneedto
contendwith is thecomputationalcostof theembeddinganddetection.Thecostrequirementsvary
from real-timefor broadcastmonitoringto “as long asnecessary”for contentauthenticationand
proof of ownership.Dependingon the intendedapplication,watermarksmayhave different,and
sometimescon�icting, requiredproperties.For example,a digital watermarkintendedfor owner
identi�cation needsto berobust,while fragility maybeadesiredpropertyfor watermarksintended
for contentauthentication.

Oneof themostimportantapplicationsof digital watermarksis theauthenticationof digital im-
ages(see,for example,[12, 31, 11] for generalsurveys). In this context, watermarkingtechniques
revolvearoundansweringthefollowing questions:

� Hasadigital imagebeenalteredatall?

� Hasadigital imagebeensigni�cantly alteredsothatto changeits meaning?

� If adigital imagehasbeenaltered,whatportionshavebeentamperedwith?

� Cana tampereddigital imageberestored?

Exactauthentication,themostbasictask,consistsin verifying if an imagehasbeenalteredat
all sinceit left a trustedparty, that is, changingeven a single imagebit is consideredunaccept-
able. Approachesproposedfor exact authenticationincludefragile watermarks[63], embedded
signatures[25, 60], anderasablewatermarks[30, 23]. Fragilewatermarksaresimplywatermarks
designedto becomeundetectablewhenthe imageis changedin any way. An exampleof sucha
watermarkis to embeda prede�nedbit sequencein the leastsigni�cant bit (LSB) of an image.
Somefragile watermarkingsystemsmay have embeddingmethodsthat dependon a particular
mediaformat: for example,watermarksmaybeembeddedin theblock discretecosinetransform
(DCT) coef�cients of JPEGcompressedimages,or in different typesof MPEG encodedvideo
frames. The methodof embeddedsignaturesworks by embeddingat the time of recordingan
authenticationsignaturein an image. This signaturecanbe embeddedusingeithera robust or a
fragilewatermark,thelatterbeingtypically preferredbecauseit is simplerto implement.Erasable
watermarks,alsoknown asinvertible, aredesignedsuchthattheir removal leavesanexactcopy of
thecover image.They areemployedin applicationsthatdo not toleratetheslight imagechanges
thatincurwheninsertingandextractinga typicalwatermark.

Selective authenticationrefersto verifying if an imagehasbeenmodi�ed by any illegitimate
distortions.Whethera distortionis illegitimateor not dependson the intendedapplication.Pro-
posedapproachesincludesemi-fragile watermarks[37] andsignatures[56,58, 41,5], andtell-tale
watermarks[35, 65]. Thesemi-fragilewatermarksaredesignedto survive only legitimatedistor-
tions: for example,Lin andChang[37] proposedanimageauthenticationmethodthatis relatively
insensitiveto lossyJPEGcompression.Semi-fragilesignatureswork liketheirfragilecounterparts,
but arecomputedfrom imagepropertiesthatareunlikely to bechangedby legitimatedistortions,
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e.g.,perceptuallysigni�cant componentssuchasthelow frequency block DCT coef�cients. Tell-
talewatermarksarerobustwatermarksthatsurvivetampering,but aredistortedin theprocess.The
analysisof adistortedtell-talewatermarkcanthenrevealthetamperinganddistortiontype.

Many watermarkingsystemsaredesignedwith theability to identify not only if animagewas
altered,but to localizethe tamperingaswell, a capabilityreferredto aslocalization. Most local-
izationapproachesrely on someform of block-wise[61, 21,8], or pixel-wise[64] authentication.
For example,Yeungand Mintzer [64] have proposeda methodthat employs a pseudo-random
mappingfrom pixel intensitiesto binary values. The encoderchangesthe pixel intensitiessuch
that thepseudo-randommappingwould yield a desiredbinarypattern,e.g.,a tiled, binary image
in theform of a logo. In additionto blockandpixel-wiseauthentication,tell-talewatermarksmay
alsohave thelocalizationcapability.

Restoration refersto theability of a watermarkingschemeto restoreimageregionsthathave
beencorrupted.Onepossibleapproachis to embedredundantinformationin theimage,e.g.,error
detectionandcorrectioncodes.Althoughthis approachallows perfectrestoration,it is, however,
impracticalastheamountof informationto beembeddedis signi�cant. Morepracticalapproaches,
self-embedding[22, 38] andblind restoration[33, 34], allow only approximaterestoration.Self-
embeddingworksby embeddingahighly compressedversionof animageinto itself: for example,
a low quality, lossycompressedversionof agivenimagecanbeembeddedinto theleastsigni�cant
bitsof its ownpixels.Blind restorationemploysatell-talewatermarkto determinewhatdistortions
havebeenappliedto animage,thenattemptsto invert thosedistortions.

A recentapproachto implementa securedigital camerahasbeenproposedby Blythe and
Fridrich [7]. The methodworks by �rst collecting biometric dataof the camerauser, crypto-
graphichashesof thecamerascene,thedateandtime, andotherforensicdata.This information
is theninsertedinto theimageusinganinvisible,erasablewatermark(theimageis left intactafter
thewatermarkextraction).Thewholeprocedurelinks thephotographerto thephotograph,in ad-
dition to providing protectionto tampering,andmayprove to beusefulfor investigationsby law
enforcementexaminers.

A majordrawbackof watermarking-basedapproachesis thatthewatermarksmustbeinserted
eitherat the time of recording,or afterwardby a personauthorizedto do so,which requiresspe-
cially equippedcamerasor subsequentprocessingof theoriginal image.Thesemethodsalsorely
on the assumptionthat it is dif�cult to remove andreinsertdigital watermarksin images. It is
unclearif this is a reasonableassumption(e.g.,[13]).

1.3 RelatedWork

Detectingdigital tamperingin theabsenceof watermarksor signaturesis a relatively new research
topic, andonly few resultshave beenpublishedso far. Farid [16] proposeda techniquefor au-
thenticatingdigital audiosignals.This techniqueworksundertheassumptionthatnaturalsignals
have low higher-ordercorrelationsin the frequency domain. He thenshowed that higher-order
correlationsareintroducedin thefrequency domainwhena naturalaudiosignalundergoesanon-
linear transformation,aswould likely happenin the processof creatinga digital forgery. Tools
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from polyspectralanalysis,i.e., thebispectrum,wereappliedto quantifyanddetectthesecorrela-
tions. This approachwasextendedby Ng andChang[47] to detectsplicingin compositeimages.
FaridandPopescuhavealsoappliedthis techniqueto blindly detectthepresenceof multiplenon-
linearitiesin digital images[51], which representsapossiblesignof tampering.

Lyu andFarid[40] haveproposedamethodto distinguishbetweenphotographicandcomputer-
generated,photo-realisticimages. Their methodworks by representingan imagewith a multi-
scale,multi-resolution,wavelet-like transform,thenextractinga featurevectorof �rst andhigher-
orderstatisticsfrom thetransformcoef�cients. Statisticallearningtools(e.g.,lineardiscriminant
analysisandnon-linearsupportvectormachines)areemployedonthesefeaturevectorsto discrim-
inatebetweenphotographicandphoto-realisticimages.

Fridrichetal. [24] haveproposedamethodto detectduplicatedregionsin digital images.This
method,similar to theonewe proposein Chapter5, worksby lexicographicallysortingtheDCT
coef�cients of �x ed-sizeimageblocks, and examining neighboringblocks in the sortedorder.
Similar neighboringblocksarethenemployedto highlight thepotentialduplicatedregionsin the
image.

1.4 Contrib utions

Wedescribeasetof statisticaltechniquesfor detectingtracesof tamperingin digital images.These
techniqueswork in the completeabsenceof any digital watermarkor signature. The common
theme,andunifying framework, of thesetechniquesis theassumptionthatdigital forgeries,often
visually imperceptible,altersomeunderlyingstatisticalpropertiesof naturalimages.Within this
framework, ourapproachconsistsin �rst identifying thestatisticalchangesassociatedwith partic-
ular kinds of tampering,thendesigningtechniquesfor estimatingthesechanges.Following this
approach,wehavedeveloped� vetechniquesthatquantifyanddetectdifferenttypesof tampering:

1. Re-sampledImages. Imaginea forgerycreatedby splicingtogetherimagesof two people
andoverlayingthemon a chosenbackground.In orderto createa convincing matchit is
oftennecessaryto re-size,rotate,or stretchtheoriginal images(or portionsof them),which
requiresre-samplingthe imagesonto a different lattice. Re-samplingintroducesspeci�c
correlationsbetweenneighboringimagepixels, that arequanti�ed anddetectedusingthe
expectation-maximization(EM) algorithm.

2. Manipulated Color Filter Array (CFA) Inter polated Images. Most digital camerasare
equippedwith a singlecharge-coupleddevice (CCD) or complementarymetaloxidesemi-
conductor(CMOS)sensor, andcapturecolor imagesusinganarrayof color �lters. At each
pixel location,only a singlecolor sample(out of three)is captured.Themissingcolor sam-
plesaretheninferredfrom neighboringvalues.This process,known asCFA interpolation
or demosaicking,introducesspeci�c correlationsbetweenthe samplesof a color image.
Thesecorrelationsaretypically destroyedwhenaCFA interpolatedimageis tamperedwith,
andcanbeemployedto uncover tracesof tampering.Usinganapproachsimilar to there-
samplingdetection,we have employedtheEM algorithmto detectif theCFA interpolation
correlationsaremissingin any portionof animage.
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3. DoubleJPEG Compression. Whentamperingwith animage,atypicalpatternis to loadthe
imageinto a photo-editingsoftware(e.g.,AdobePhotoshopr ), do someprocessing,andre-
save thetamperedimage.If JPEGformatis usedto storetheimages,theresultingtampered
imagehasbeendoublecompressed.DoubleJPEGcompressionintroducesspeci�c corre-
lationsbetweenthe discretecosinetransform(DCT) coef�cients of imageblocks. These
correlationscanbedetectedandquanti�ed by examiningthehistogramsof theDCT coef�-
cients.While doubleJPEGcompressionof an imagedoesnot necessarilyprove malicious
tampering,it raisessuspicionsthattheimagemaynotbeauthentic.

4. Duplicated Image Regions. A commonmanipulationin removing anunwantedpersonor
objectfrom an image,is to copy andpasteportionsof thesameimageover thedesiredre-
gion. If thesplicingis imperceptible,little concernis typically givento thefactthatidentical
regionsarepresentin theimage.We have developedanalgorithmthatemploys a principal
componentanalysis(PCA) on �x ed-sizeimageblocks, and lexicographicsorting to ef�-
cientlydetectthepresenceof duplicatedregionsevenin noisyor lossycompressedimages.

5. Inconsistent NoisePatterns. Digital imagescontainan inherentamountof noisethat is
largely uniformly distributedacrossan entireimage. Whencreatingdigital forgeries,it is
commonto addsmall amountsof localizednoiseto tamperedregions in order to conceal
tracesof tampering(e.g.,at a spliceboundary). As a result, local noiselevels acrossthe
imagemaybecomeinconsistent.Wehave implementedanalgorithmfor blind estimationof
localizednoisevariance,andemployedit to differentiateregionswith differentamountsof
additivenoise.

For eachof theabove techniques,we developits theoreticalfoundation,show its effectivenessin
detectingcredibleforgeries,andanalyzeits sensitivity androbustnessto simplecounter-attacks.
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Chapter 2

Re-sampledImages

Considerthescenarioin whichadigital forgeryis createdby splicingtogethertwo or moreimages.
In orderto createa convincingmatch,it is oftennecessaryto re-size,rotate,or stretchtheimages,
or portionsof them.This proceduretypically requiresre-samplinganimageontoa new sampling
lattice using an interpolationtechnique(e.g., bi-cubic). Although a re-sampledimageis often
imperceptible,it containsspeci�c correlationsthat, when detected,may representevidenceof
tampering. We describethe form of thesecorrelations,andproposean algorithmfor detecting
themin any portionof animage.

For purposesof expositionwewill �rst describehow andwherere-samplingintroducescorre-
lationsin 1-D signals,andhow to detectthesecorrelations.Therelatively straightforwardgener-
alizationto 2-D imagesis thenpresented.To illustratethegeneraleffectivenessof this technique,
we show resultson re-samplednaturaltest imagesandon perceptuallycredibleforgeries. Also
presentedis anextensivesetof experimentsthattestthesensitivity of re-samplingdetectionfor a
largesetof parameters,aswell asthe technique's robustnessto simplecounter-attacksandlossy
imagecompressionschemes.

2.1 Re-samplingSignals

Considera 1-D discretely-sampledsignal x[t] with m samples,Figure 2.1(a). The numberof
samplesin thissignalcanbeincreasedor decreasedby afactorp=qto n samplesin threesteps[48]:

1. up-sample: createanew signalxu[t] with pm samples,wherexu [pt] = x[t], t = 1; 2; :::; m,
andxu[t] = 0 otherwise,Figure2.1(b).

2. interpolate: convolvexu[t] with a low-pass�lter: x i [t] = xu[t] ? h[t], Figure2.1(c).

3. down-sample: createanew signalxd[t] with n samples,wherexd[t] = x i [qt], t = 1; 2; :::; n.
Denotethere-sampledsignalasy[t] � xd[t], Figure2.1(d).

Dif ferenttypesof re-samplingalgorithms(e.g.,linear, cubic[32]) differ in theform of theinterpo-
lation �lter h[t] in step2.
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1 42

Figure 2.1: Re-samplinga signal by a factorof 4=3: shown are (a) the original signal; (b) the
up-sampledsignal;(c) theinterpolatedsignal;and(d) the®nal re-sampledsignal.

Sinceall threestepsin the re-samplingof a signalare linear, this processcanbe described
with amatrix-based,singlelinearequation.Denotingtheoriginalandre-sampledsignalsin vector
form, ~x and~y, respectively, re-samplingtakestheform:

~y = Ap=q~x; (2.1)

wherethen � m matrix Ap=q embodiestheentirere-samplingprocess.For example,thematrix
for up-samplingby a factorof 4=3 usinglinearinterpolation(Figure2.1)hastheform:

A4=3 =

2

6
6
6
6
6
6
6
4

1 0 0 0
0:25 0:75 0 0

0 0:50 0:50 0
0 0 0:75 0:25
0 0 0 1

...

3

7
7
7
7
7
7
7
5

: (2.2)

Dependingon there-samplingrate,there-samplingprocesswill introducecorrelationsof varying
degreesbetweenneighboringsamples.For example,considerthe up-samplingof a signalby a
factorof two usinglinearinterpolation.In this case,there-samplingmatrix takestheform:
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A2=1 =

2

6
6
6
6
6
6
6
4

1 0 0
0:5 0:5 0
0 1 0
0 0:5 0:5
0 0 1

...

3

7
7
7
7
7
7
7
5

: (2.3)

Here, the odd samplesof the re-sampledsignal ~y take on the valuesof the original signal ~x,
i.e., y2i � 1 = x i , i = 1; : : : ; m. Theevensamples,on theotherhand,aretheaverageof adjacent
neighborsof theoriginal signal:

y2i = 0:5x i + 0:5x i +1 ; (2.4)

wherei = 1; : : : ; m � 1. Note that sinceeachsampleof the original signalcanbe found in the
re-sampledsignal,i.e., x i = y2i � 1 andx i +1 = y2i+1 , the above relationshipcanbe expressedin
termsof there-sampledsamplesonly:

y2i = 0:5y2i � 1 + 0:5y2i+1 : (2.5)

That is, acrossthe entirere-sampledsignal,eacheven sampleis preciselythe samelinear com-
binationof its two adjacentneighbors.In this simplecase,at least,a re-sampledsignalcouldbe
detected(in theabsenceof noise)by noticingthatevery othersampleis perfectlycorrelatedto its
neighbors.To be useful in a generalforensicsettingwe need,at a minimum, for thesetypesof
correlationsto bepresentregardlessof there-samplingrate.

Considernow re-samplinga signalby anarbitraryamountp=q. In this casewe �rst ask,when
is thei th sampleof a re-sampledsignalequalto a linearcombinationof its 2N neighbors,thatis:

yi
?=

NX

k= � N

� kyi + k ; (2.6)

where� k arescalarweights(and� 0 = 0). Re-orderingterms,andre-writing theaboveconstraint
in termsof there-samplingmatrix yields:

yi �
NX

k= � N

� kyi + k = 0 (2.7)

(~ai � ~x) �
NX

k= � N

� k(~ai + k � ~x) = 0 (2.8)

 

~ai �
NX

k= � N

� k~ai + k

!

� ~x = 0; (2.9)
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where~ai is the i th row of the re-samplingmatrix Ap=q, and~x is theoriginal signal. We seenow
that the i th sampleof a re-sampledsignalis equalto a linear combinationof its neighborswhen
thei th row of there-samplingmatrix,~ai , is equalto a linearcombinationof theneighboringrows,P N

k= � N � k~ai + k . For example,in thecaseof up-samplingby a factorof two, Equation(2.3), the
evenrows area linearcombinationof thetwo adjacentoddrows. Notealsothat if thei th sample
is a linearcombinationof its neighborsthenthe(i � kp) th sample(k aninteger)will bethesame
combinationof its neighbors,thatis, thecorrelationsareperiodic.It is, of course,possiblefor the
constraintof Equation(2.9)to besatis�edwhenthedifferenceontheleft-handsideof theequation
is orthogonalto the original signal~x. While this may occuron occasion,thesecorrelationsare
unlikely to beperiodic.

2.2 DetectingRe-sampling

Givenasignalthathasbeenre-sampledby aknownamountandinterpolationmethod,it is possible
to �nd asetof periodicsamplesthatarecorrelatedin thesamewayto theirneighbors.For example,
consideragainthere-samplingmatrix of Equation(2.2). Here,basedon theperiodicityof there-
samplingmatrix,weseethat,for example,the3r d, 7th , 11th , etc.samplesof there-sampledsignal
will have the samecorrelationsto their neighbors.The speci�c form of the correlationscanbe
determinedby �nding theneighborhoodsize,N , andthesetof coef�cients, ~� , thatsatisfy:~ai =P N

k= � N � k~ai + k , Equation(2.9),where~ai is thei th row of there-samplingmatrix andi = 3; 7; 11,
etc.If, ontheother-hand,weknow thespeci�c formof thecorrelations,~� , thenit is straightforward
to determinewhichsamplessatisfyyi =

P N
k= � N � kyi + k , Equation(2.7).

In practice,of course,neither the samplesthat are correlated,nor the speci�c form of the
correlationsare known. In order to determineif a signal hasbeenre-sampled,we employ the
expectation-maximizationalgorithm1 (EM) [14] to simultaneouslyestimateasetof periodicsam-
plesthat arecorrelatedto their neighbors,andthe speci�c form of thesecorrelations.We begin
by assumingthateachsamplebelongsto oneof two models.The�rst model,M 1, correspondsto
thosesamplesyi thatarecorrelatedto theirneighbors,i.e.,aregeneratedaccordingto thefollowing
model:

M1 : yi =
NX

k= � N

� kyi + k + n(i ); (2.10)

wherethe modelparametersaregiven by the speci�c form of the correlations,~� (� 0 = 0), and
n(i ) denoteindependently, andidenticallydistributed(i.i.d.) samplesdrawn from a Gaussiandis-
tribution with zeromeanandunknown variance� 2. Thesecondmodel,M 2, correspondsto those
samplesthat arenot correlatedto their neighbors,i.e., aregeneratedby an outlier process.The
EM algorithmis a two-stepiterative algorithm: (1) in theE-steptheprobability thateachsample
belongsto eachmodel is estimated;and (2) in the M-step the speci�c form of the correlations
betweensamplesis estimated.More speci�cally, in theE-step,theprobabilityof eachsampleyi

1A shorttutorial on thegeneralEM algorithm,andanexampleof its applicationto a mixturemodelsproblemare
presentedin AppendixA.
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belongingto modelM 1 canbeobtainedusingBayes'rule:

Prf yi 2 M1 j yi g =
Prf yi j yi 2 M1gPrf yi 2 M1g

P 2
k=1 Prf yi j yi 2 M kgPrf yi 2 M kg

; (2.11)

wherethepriorsPrf yi 2 M1g andPrf yi 2 M2g areassumedto beequalto 1=2. Theprobability
of observingasampleyi knowing it wasgeneratedby modelM 1 is givenby:

Prf yi j yi 2 M1g =
1

�
p

2�
exp

2

6
4

�
�

yi �
P N

k= � N � kyi + k

� 2

2� 2

3

7
5 : (2.12)

We assumethattheprobabilityof observingsamplesgeneratedby theoutlier model,Prf yi j yi 2
M2g, is uniformly distributedover the rangeof possiblevaluesof yi . The variance,� 2, of the
Gaussiandistribution in Equation(2.12)is estimatedin theM-step(seeSection2.6).Notethatthe
E-steprequiresan estimateof ~� , which on the �rst iterationis chosenrandomly. In the M-step,
a new estimateof ~� is computedusingweightedleast-squares,that is, minimizing the following
quadraticerrorfunction:

E(~� ) =
X

i

w(i )

 

yi �
NX

k= � N

� kyi + k

! 2

; (2.13)

wherethe weightsw(i ) � Prf yi 2 M1 j yi g, Equation(2.11),and� 0 = 0. This error function
is minimizedby computingthe gradientwith respectto ~� , andsettingthe result equalto zero.
Solvingfor ~� yields:

~� = (Y T WY)� 1Y T W~y; (2.14)

wherethematrixY is:

Y =

2

6
6
6
6
6
4

y1 : : : yN yN +2 : : : y2N +1

y2 : : : yN +1 yN +3 : : : y2N +2
...

...
...

...
yi : : : yN + i � 1 yN + i+1 : : : y2N + i
...

...
...

...

3

7
7
7
7
7
5

; (2.15)

andW is adiagonalweightingmatrixwith w(i ) alongthediagonal.
TheE-stepandtheM-stepareiterativelyexecuteduntil astableestimateof ~� is achieved— see

Section2.6 for a detailedalgorithm.The�nal ~� hasthepropertythat it maximizesthelikelihood
of theobservedsamples2 — seeAppendixA for moredetailson maximumlikelihoodestimation
andEM.

2TheEM algorithmis provedto alwaysconvergeto astableestimatethatis a localmaximumof thelog-likelihood
of theobserveddata,[14] andAppendixA.
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Figure 2.2: A signalwith 32 samples(top) and this signal re-sampledby a factorof 4=3 using
cubic interpolation(bottom). Eachsampleis annotatedwith its probabilityof beingcorrelatedto
its neighbors.Note that for the up-sampledsignal theseprobabilitiesareperiodic,while for the
original signalthey arenot.

Shown in Figure2.2 arethe resultsof runningEM on theoriginal andre-sampledsignalsof
Figure2.1.Shown ontop is theoriginalsignalwhereeachsampleis annotatedwith its probability
of beingcorrelatedto its neighbors(the�rst andlast two samplesarenot annotateddueto border
effects— a neighborhoodsizeof � ve, N = 2, wasusedin this example). Similarly, shown on
the bottom is the re-sampledsignaland the correspondingprobabilities. In the latter case,the
periodicpatternis obvious: only every 4th samplehasprobability 1, aswould be expectedfrom
an up-samplingby a factorof 4=3, Equation(2.2). As expected,no periodicpatternis present
in theoriginal signal. Theperiodicpatternintroducedby re-samplingdepends,of course,on the
re-samplingrate. As a result,it is possibleto not only uncover tracesof re-sampling,but to also
estimatetheamountof re-sampling.Thereare,however, parametersthatproduceindistinguishable
periodicpatterns3, which meansthat theamountof re-samplingcanbe estimatedonly within an
inherentambiguity. Sincewe areprimarily concernedwith detectingtracesof re-sampling,and
notnecessarilytheamountof re-sampling,this limitation is not critical.

Thereis arangeof re-samplingratesthatwill not introduceperiodiccorrelations.For example,
considerdown-samplingby a factorof two (for simplicity, considerthe casewherethereis no
interpolation).There-samplingmatrix, in this case,is givenby:

A1=2 =

2

6
6
6
4

1 0 0 0 0
0 0 1 0 0
0 0 0 0 1

...

3

7
7
7
5

: (2.16)

3It canbe shown that given two re-samplingratesp=qandr=s (p, q, r , s integers),they will produceidentical
patternsif:

1. p=q� r=s hasanintegervalue,or

2. f p=qg + f r=sg = 1, wheref�g denotesthefractionalpartof a number.

For example,1=4, 3=4, and5=4 will produceidenticalpatterns.
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Notethatnorow canbewrittenasalinearcombinationof neighboringrows(therowsareorthogo-
nal to oneanother),andthat,in thiscase,re-samplingis notdetectable.In general,thedetectability
of any re-samplingcanbedeterminedby generatingthere-samplingmatrix,andcheckingwhether
any rowscanbeexpressedasa linearcombinationof neighboringrows.

2.3 Re-samplingImages

In theprevioussectionswe showedthat for 1-D signalsre-samplingintroducesperiodiccorrela-
tions,andthat thesecorrelationscanbe detectedusingthe EM algorithm. The extensionto 2-D
imagesis relatively straightforward. As with 1-D signals,theup-samplingor down-sampling,of
an imageis still linearandinvolvesthesamethreesteps:up-sampling,interpolation,anddown-
sampling— thesestepsaresimply carriedout on a 2-D lattice. Again, aswith 1-D signals,the
re-samplingof an imageintroducesperiodiccorrelations.Thoughwe will only show this for up-
anddown-sampling,thesameis truefor anarbitraryaf�ne transform4.

Consider, for example,thesimplecaseof up-samplingby a factorof two. Shown in Figure2.3
are,from left to right, aportionof anoriginal2-D samplinglattice,thesamelatticeup-sampledby
a factorof two, andasubsetof thepixelsof there-sampledimage.Assuminglinearinterpolation,
thesepixelsaregivenby:

y2 = 0:5y1 + 0:5y3

y4 = 0:5y1 + 0:5y7

y5 = 0:25y1 + 0:25y3 + 0:25y7 + 0:25y9;

(2.17)

andwherey1 = x1, y3 = x2, y7 = x3, y9 = x4. Note that the pixels of the re-sampledimage
in theodd rows andevencolumns(e.g.,y2) will all be the samelinear combinationof their two
horizontalneighbors. Similarly, the pixels of the re-sampledimagein the even rows and odd
columns(e.g.,y4) will all bethesamelinearcombinationof their two verticalneighbors.That is,
aswith 1-D signals,the correlationsdueto re-samplingareperiodic. A 2-D versionof the EM
algorithmcanthenbeappliedto uncover thesecorrelationsin images.

2.4 Results

For the resultspresentedhere,we employed approximately200gray-scaleimagesand50 color
imagesin TIFF format,both512� 512pixelsin size.Eachof theseimageswerecroppedfrom a
smallersetof thirty-� ve1200� 1600imagestakenwith aNikonCoolpix950camera(thecamera
wasset to captureandstorein uncompressedTIFF format). Using bi-cubic interpolationthese
imageswereup-sampled,down-sampled,rotated,or af�ne transformedby varyingamounts.

For theoriginal andre-sampledimages,theEM algorithmdescribedin Section2.2 wasused
to estimateprobabilitymapsthatembodythecorrelationsbetweenpixelsandtheirneighbors.The

4Evennon-lineartransformationsintroducedetectablecorrelations,but thesecorrelationsmaynotbeperiodic.
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Figure 2.3: Shown from left to right are: a portionof the2D latticeof an image,thesamelattice
up-sampledby a factorof 2, andaportionof thelatticeof there-sampledimage.

EM parameterswere�x ed throughoutat N = 2, � 0 = 0:0075, Nh = 3 5, andp0 = 1=256(see
Section2.6). Shown in Figures2.4-2.6areseveralexamplesof theperiodicpatternsthatemerged
dueto re-sampling.In the top row of each�gure are(from left to right) the original image,the
estimatedprobability mapand the magnitudeof the centralportion of the Fourier transformof
this map(for displaypurposes,eachFourier transformwasindependentlyauto-scaledto �ll the
full intensity rangeandhigh-pass�ltered to remove the lowestfrequencies).Shown below this
row is the sameimageuniformly re-sampledat differentrates. For the re-sampledimages,note
theperiodicnatureof theirprobabilitymapsandthestrong,localizedpeaksin theircorresponding
Fourier transforms.Shown in Figure2.7 areexamplesof theperiodicpatternsthatemerge from
four differentaf�ne transforms.

Shown in Figure 2.8 are resultsfrom applying consecutive re-samplings. Speci�cally, the
imagein the left column is the result of up-samplingby 15% an original image,then rotating
by 5� theup-sampledimage. The sameoperationswereperformedin reverseorderon thesame
original imageto yield theimagein theright column.Notethatwhile theimagesareperceptually
indistinguishable,the periodicpatternsthat emerge are quite distinct, with the last re-sampling
operationdominatingthe pattern. Note also that the correspondingFourier transformscontain
severalsetsof peakscorrespondingto bothre-samplingoperations.As with a singlere-sampling,
consecutivere-samplingscanbeeasilydetected.

Shown in Figures2.9-2.11areseveralexamplesof our detectionalgorithmappliedto images
whereonly a portion of the imagewasre-sampled.Regionsin eachimageweresubjectedto a
rangeof stretching,rotation,shearing,etc.(thesemanipulationsweredonein AdobePhotoshopr ).
Shown in each�gure is the original photograph,the forgery (wherea portion of the original is
replacedor altered),andthe estimatedprobability map. Note that in eachcase,the re-sampled
region is clearlydetected— while the periodicpatternsarenot particularlyvisible in thespatial
domainat the reducedscale,the well localizedpeaksin the Fourier domainclearly reveal their
presence(for displaypurposes,eachFourier transformwasindependentlyauto-scaledto �ll the

5Theblurringof theresidualerrorwith a binomial®lter of sizeNh � Nh is not critical, but merelyacceleratesthe
convergence.

18



full intensityrangeandhigh-pass�ltered to suppressthe lowestfrequencies).Note alsothat in
Figure2.9thewhitesheetof paperon topof thetrunkhasstrongactivationin theprobabilitymap
— whenseenin theFourierdomain,however, it is clearthatthis region is not periodic,but rather
uniform,andthusnot representativeof a re-sampledregion.

2.4.1 Sensitivity and Robustness

From a digital forensicperspective it is importantto quantify the robustnessand sensitivity of
our detectionalgorithm. To this end,it is �rst necessaryto devise a quantitative measureof the
amountof periodicityfoundin theestimatedprobabilitymaps.To doso,wecomparetheestimated
probabilitymapwith asetof syntheticallygeneratedprobabilitymapsthatcontainperiodicpatterns
similar to thosethatemergefrom re-sampledimages.

Quantifying Re-samplingCorr elations

Givenasetof re-samplingparametersandinterpolationmethod,asyntheticmapis generatedbased
ontheperiodicityof there-samplingmatrix. Thereare,however, severalpossibleperiodicpatterns
thatmay emerge in a re-sampledimage. For example,in the caseof up-samplingby a factorof
two usinglinear interpolation,Equation(2.17),thecoef�cients ~� estimatedby theEM algorithm
(with a3 � 3 neighborhood)areexpectedto beoneof thefollowing:

~� 1 =

2

4
0 0:5 0
0 0 0
0 0:5 0

3

5 ~� 2 =

2

4
0 0 0

0:5 0 0:5
0 0 0

3

5 ~� 3 =

2

4
0:25 0 0:25

0 0 0
0:25 0 0:25

3

5 : (2.18)

We have observed that EM will returnoneof theseestimatesonly whenthe initial valueof ~� is
closeto oneof theabove threevalues,theneighborhoodsizeis 3, andthe initial varianceof the
conditionalprobability (� in Equation(2.12)) is relatively small. In general,however, this �ne
tuning of the startingconditionsis not practical. To be broadlyapplicable,we randomlychoose
an initial valuefor ~� , andset the neighborhoodsizeand initial valueof � to valuesthat afford
convergencefor a broadrangeof re-samplingparameters.Undertheseconditions,we have found
that for speci�c re-samplingparametersand interpolationmethod,the EM algorithm typically
convergesto a uniquesetof linearcoef�cients. In theabove exampleof up-samplingby a factor
of two theEM algorithmtypically convergesto:

~� =

2

4
� 0:25 0:5 � 0:25

0:5 0 0:5
� 0:25 0:5 � 0:25

3

5 : (2.19)

Notethatthis solutionis differentthaneachof thesolutionsin Equation(2.18). Yet, therelation-
shipsin Equation(2.17)arestill satis�ed by this choiceof coef�cients. SincetheEM algorithm
typically convergesto a uniquesetof linear coef�cients, thereis alsoa uniqueperiodicpattern
thatemerges. It is possibleto predictthis patternby analyzingthe periodicpatternsthatemerge
from a large set of images. In practice,however, this approachis computationallydemanding,
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Figure 2.4: Shown in the top row is theoriginal image,andshown below is thesameimageup-
sampledby varyingamounts.Shown in themiddlecolumnaretheestimatedprobabilitymaps(p)
thatembodythespatialcorrelationsin the image.Themagnitudeof theFouriertransformof each
mapis shown in theright-mostcolumn.Notethatonly there-sampledimagesyield periodicmaps.
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Figure 2.5: Shown in thetop row is theoriginal image,andshown below is thesameimagedown-
sampledby varyingamounts.Shown in themiddlecolumnaretheestimatedprobabilitymaps(p)
thatembodythespatialcorrelationsin the image.Themagnitudeof theFouriertransformof each
mapis shown in theright-mostcolumn.Notethatonly there-sampledimagesyield periodicmaps.
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Figure2.6: Shown in thetoprow is theoriginal image,andshown below is thesameimagerotated
by varying amounts. Shown in the middle column are the estimatedprobability maps(p) that
embodythe spatialcorrelationsin the image. The magnitudeof the Fourier transformof each
mapis shown in theright-mostcolumn.Notethatonly there-sampledimagesyield periodicmaps.
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Figure 2.7: Shown in the left column are four imagesaf®ne transformedby randomamounts.
Shown in themiddlecolumnaretheestimatedprobabilitymaps(p) thatembodythespatialcorrela-
tionsin theimage.Themagnitudeof theFouriertransformof eachmapis shown in theright-most
column.Notethattheseimagesyield periodicmaps.
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Figure 2.8: Shown aretwo imagesthat wereconsecutively re-sampled(top left: up-sampledby
15%andthenrotatedby 5� ; top right : rotatedby 5� andthenup-sampledby 15%). Shown in the
secondrow arethe estimatedprobability mapsthat embodythe spatialcorrelationsin the image.
The magnitudeof the Fourier transformof eachmapis shown in the bottomcolumn— notethe
presenceof multiplepeaksthatcorrespondto boththerotationandup-sampling.
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forgery original

probabilitymap(p) jF (p)j

Figure 2.9: Shown area forgeryandtheoriginal image.Theforgeryconsistsof splicingin a new
licenseplatenumber. Shown below is the estimatedprobability map(p) of the forgery, and the
magnitudeof theFouriertransformof regionsin thelicenseplate(left) andon thecartrunk (right).
Theperiodicpattern(spikesin F (p)) in thelicenseplatesuggeststhatthis regionwasre-sampled.
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probabilitymap(p) jF (p)j

Figure 2.10: Shown are a forgery and the original image. The forgery consistsof removing a
stool by splicing in a new �oor taken from anotherimage(not shown here)of the sameroom.
Shown below is theestimatedprobabilitymap(p) of theforgery, andthemagnitudeof theFourier
transformof regions in the new �oor (left) andin the original �oor (right). The periodicpattern
(spikesin F (p)) in thenew �oor suggeststhatthis regionwasre-sampled.

26



forgery original

probabilitymap(p) jF (p)j

Figure 2.11: Shown area forgery andthe original image. The forgery consistsof wideningand
shearingthe pillars. Shown below is the estimatedprobability map (p) of the forgery, and the
magnitudeof theFourier transformof regionson thepillar (left) andon thebuilding (right). The
periodicpattern(spikesin F (p)) on thepillar suggeststhatthis region wasre-sampled.
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andthereforeweemploy asimplermethodthatwasexperimentallydeterminedto generatesimilar
periodicpatterns.This method�rst warpsa rectilinearinteger latticeaccordingto a speci�ed set
of re-samplingparameters.Fromthiswarpedlattice,thesyntheticmapis generatedby computing
theminimumdistancebetweena warpedpoint andanintegersamplinglattice. More speci�cally,
let M denotea generalaf�ne transformwhich embodiesa speci�c re-sampling.Let (x; y) denote
the pointson an integer lattice,and(~x; ~y) denotethe pointsof a lattice obtainedby warpingthe
integerlattice(x; y) accordingto M :

�
~x
~y

�
= M

�
x
y

�
: (2.20)

Thesyntheticmap,s(x; y), correspondingto M is generatedby computingtheminimumdistance
betweeneachpoint in thewarpedlattice(~x; ~y) to apoint in theintegerlattice:

s(x; y) = min
x0 ;y0

p
(~x � x0)2 + (~y � y0)2; (2.21)

wherex0 andy0 areintegers,and(~x; ~y) arefunctionsof (x; y) asgivenin Equation(2.20). Syn-
theticmapsgeneratedusingthis methodaresimilar to theexperimentallydeterminedprobability
maps,Figure2.12.

Thesimilarity betweenanestimatedprobabilitymap,p(x; y), anda syntheticmap,s(x; y), is
computedasfollows:

1. Theprobabilitymapp is Fouriertransformed:P(! x ; ! y) = F (p(x; y) � W(x; y)) , wherethe
radialportionof therotationallyinvariantwindow, W(x; y), takestheform:

f (r ) =

(
1 0 � r < 3=4
1
2 + 1

2 cos
�

� (r � 3=4)p
2� 3=4

�
3=4 � r �

p
2;

(2.22)

wheretheradialaxisis normalizedbetween0and
p

2. For notationalconveniencethespatial
argumentson p(�) andP(�) will bedropped.

2. TheFouriertransformedmapP is thenhigh-pass�ltered to removeundesiredlow frequency
noise:PH = P � H , wheretheradialportionof therotationallyinvarianthigh-pass�lter , H ,
takestheform:

h(r ) =
1
2

�
1
2

cos
�

� r
p

2

�
; 0 � r �

p
2: (2.23)

3. The high-passedspectrumPH is thennormalizedin the [0; 1] range,gammacorrectedto
enhancefrequency peaks,andthenrescaledbackto its original range:

PG =
�

PH

max(jPH j)

� 4

� max(jPH j): (2.24)
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p

jF (p)j

s

jF (s)j

Figure 2.12: Shown in the®rst two rows areestimatedprobabilitymaps,p, from imagesthatwere
re-sampled(af®ne transformed),andthemagnitudeof theFourier transformof thesemaps.Note
the strongperiodicpatterns. Shown in the third and fourth rows are the syntheticallygenerated
probability mapscomputedusing the samere-samplingparameters— note the similarity to the
estimatedmaps.
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4. Thesyntheticmaps is simplyFouriertransformed:S = F (s).

5. Themeasureof similarity betweenp ands is thengivenby:

M (p;s) =
X

! x ;! y

jPG(! x ; ! y)j � jS(! x ; ! y)j; (2.25)

wherej � j denotesabsolutevalue(notethatthis similarity measureis phaseinsensitive).

A setof syntheticprobabilitymapsare�rst generatedfrom a numberof differentre-sampling
parameters.For a givenprobabilitymapp, themostsimilar syntheticmap,s?, is foundthrougha
brute-forcesearchover theentireset:s? = argmaxs M (p;s). If thesimilarity measure,M (p;s?),
is above a speci�ed threshold,thena periodicpatternis assumedto be presentin the estimated
probability map,andthe imageis classi�ed asre-sampled.This thresholdis empirically deter-
minedusingonly theoriginal imagesin thedatabaseto yield a falsepositiveratelessthan1%.

With the ability to quantitatively measurewhetheran imagehasbeenre-sampled,we tested
the ef�cacy of our techniqueto detectinga rangeof re-samplingparameters,andthe sensitivity
to simplecounter-measuresthat may be usedto hide tracesof re-sampling.In this analysiswe
employedthesamesetof imagesasdescribedin thebeginningof Section2.4,andusedthesame
set of algorithmic parameters.The imageswere re-sampledusing bi-cubic interpolation. The
probabilitymapfor are-sampledimagewasestimatedandcomparedagainstalargesetof synthetic
maps. For up-sampling,160syntheticmapsweregeneratedwith re-samplingratesbetween1%
and 100%, in stepsof 0:6%. For down-sampling,160 syntheticmapswere generatedwith re-
samplingratesbetween1% and50%, in stepsof 0:3%. For rotations,45 syntheticmapswere
generatedwith rotationanglesbetween1� and45� , in stepsof 1� .

UncompressedImages

Shown in Figure2.13arethreegraphsshowing thedetectionaccuracy for a rangeof up-sampling,
down-sampling,androtationrates.Eachdatapoint correspondsto theaveragedetectionaccuracy
over 50 gray-scaleimages.In theseresults,the false-positive rate(the probability of an original
imageto be incorrectlyclassi�ed as re-sampled)is lessthan1%. Note that detectionis nearly
perfectfor up-samplingratesgreaterthan1%, andfor rotationsgreaterthan1� . As expected,the
detectionaccuracy decreasesasthedown-samplingrateapproaches50%, Equation(2.16).

We have alsomeasuredthe detectionaccuracy on af�ne transformedimages.For simplicity
wehaveemployedaf�ne transformsthatconsistin scalingfollowedby rotation,i.e., if M denotes
the af�ne transformmatrix, thenM = RS, whereS is a diagonalmatrix (scaling)andR is an
orthogonalmatrix (rotation).Resultsareshown in Table2.1. Shown on therows arethedetection
accuraciesobtainedwhentherotationangleis �x edandthescalingparameter6 varies,while onthe
columnsarethedetectionaccuracieswhenthescalingparameteris heldconstantandtherotation
anglevaries. Note that the detectionaccuracy is typically governedby the smallestdetection

6Notethatascalingparameterlessthanonecorrespondsto up-sampling,while ascalingparametermorethanone
correspondsto down-sampling.
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Figure2.13: Detectionaccuracy asa functionof differentre-samplingparameters.Eachdatapoint
correspondsto theaveragedetectionaccuracy over 50 images.

- 0.60 0.70 0.80 0.90 1.05 1.10 1.15 1.20 1.25 1.30 1.35 1.40

1� 100% 100% 100% 100% 88% 100% 96% 100% 88% 52% 80% 92%

2� 100% 100% 100% 100% 96% 96% 100% 100% 76% 52% 68% 92%

3� 100% 100% 100% 100% 100% 100% 96% 100% 64% 68% 72% 92%

4� 100% 100% 100% 100% 100% 96% 100% 88% 92% 32% 56% 92%

5� 100% 100% 100% 100% 100% 96% 96% 96% 80% 64% 60% 92%

10� 100% 100% 100% 100% 100% 100% 100% 96% 80% 24% 32% 92%

15� 100% 100% 100% 100% 100% 100% 100% 96% 44% 20% 32% 92%

20� 100% 100% 100% 100% 100% 100% 100% 92% 48% 40% 24% 92%

25� 100% 100% 100% 100% 100% 100% 100% 96% 80% 60% 32% 92%

30� 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 92%

35� 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 92%

40� 100% 100% 100% 100% 100% 100% 100% 100% 96% 100% 100% 92%

45� 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 92% 92%

Table 2.1: Accuraciesfor af®ne transformsconsistingof a scalingfollowed by a rotation. Each
accuracy estimaterepresentsanaverageover50 images.
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accuracy of themultiple re-samplings,i.e. for small rotationanglesandfor largedown-sampling
factorsthedetectionaccuracy decreases.

The generalizationof our algorithm to color imagesis fairly straightforward — eachcolor
channelis independentlysubjectedto thesameanalysisasthatemployed for gray-scaleimages.
Shown in Figures2.14-2.15arethe detectionaccuraciesfor eachcolor channeltreatedasan in-
dependentgray-scaleimage,aswell astheaccuracy whenat leastonechannelis detectedasre-
sampled.Theseaccuracieswereestimatedover thesamerangesof up-sampling,down-sampling,
androtationratesasthoseusedin thegray-scaleexperiments.Eachdatapoint correspondsto an
averagedetectionaccuracy over 50 color images,with a false-positive rateof lessthan1%. Note
that theseresultsarevery similar to thoseobtainedfor gray-scaleimages,with a slight improve-
mentfor largerdown-samplingrates.

Robustnessto Simple Counter-attacks

In a forensiccontext, the robustnessof our detectionalgorithmis of particularinterest. To this
end,we have testedour method's capabilityto resisttwo simplecounter-attacks:additive white
Gaussiannoiseandnon-lineargammacorrection.Speci�cally, afterre-samplinganimagewe ei-
theraddedacontrolledamountof whiteGaussiannoise,or appliedgammacorrectionwith varying
gammavalues.

Shown in Figures2.16-2.17are the detectionaccuraciesfor a rangeof up-sampling,down-
sampling,androtationrates,andfor a rangeof reasonablegammavalues.Notethatthedetection
accuracy is practically unaffectedby non-lineargammacorrectionfor a large rangeof gamma
values.Shown in Figures2.18-2.19arethedetectionaccuraciesfor thesamerangeof up-sampling,
down-sampling,and rotation rates,and for a rangeof reasonablychosensignal-to-noiseratios
(SNR).Notethattheperformancefor up-samplingandrotationremainsgoodevenfor low SNRs,
e.g., 26 db, except for lower up-samplingpercentages(1% � 5%) and smallerrotation angles
(1� � 5� ). In thecaseof down-samplingthedrop in thedetectionaccuracy is morepronounced,
and can be particularly noticedbetween35 db and 31 db. Eachdatapoint correspondsto the
averagedetectionaccuracy over 50 images,with a false-positive rateof lessthan1%, in boththe
whitenoiseandgammacorrectionexperiments.

It may seemsurprisingthat, althoughthe additive noiseor non-linearluminancetransforms
may destroy or alter the correlationsintroducedby re-sampling,our algorithm can still detect
thesecorrelations.The reasonfor this robustnessis that the EM algorithmemploys a modelof
correlationsthat are alreadycorruptedby noise,Equation(2.10). As a result, the accuracy of
re-samplingdetectionis largely insensitive to smallperturbations,anddropsgracefullywhenthe
amountof perturbationincreases.

Robustnessto JPEG, JPEG2000,and GIF

Wehavealsotestedouralgorithmagainstimagescompressedwith lossycompressionalgorithms:
JPEG[1], GIF, andJPEG2000[3]. Speci�cally, gray-scale(for JPEGandJPEG2000)andcolor
(for GIF) imagesweresubjectedto re-samplingwith a rangeof parameters,thencompressedand
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Figure 2.14: Detectionaccuracy asa functionof differentup- anddown-samplingpercentagesfor
differentchannelsof color images.Eachdatapoint correspondsto theaveragedetectionaccuracy
over 50 images.
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Figure 2.15: Detectionaccuracy asa functionof differentrotationanglesfor differentchannelsof
color images.Eachdatapoint correspondsto theaveragedetectionaccuracy over50 images.
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Figure 2.16: Detectionaccuracy asa functionof differentup-anddown-samplingpercentagesand
gammavalues.Eachdatapoint correspondsto theaveragedetectionaccuracy over 50 images.
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Figure 2.17: Detectionaccuracy asa functionof differentrotationanglesandgammavalues.Each
datapointcorrespondsto theaveragedetectionaccuracy over 50 images.
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Figure 2.18: Detectionaccuracy asa functionof differentup-anddown-samplingpercentagesand
SNRs.Eachdatapoint correspondsto theaveragedetectionaccuracy over50 images.
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storedin JPEG,GIF, or JPEG2000formats. For all the experimentspresentedbelow, eachdata
point correspondsto anaverageover50images,andthefalse-positiverateis lessthan1%.

Shown in Figures2.20-2.22arethedetectionaccuraciesfor re-sampledgray-scaleimagesthat
weresubsequentlyJPEGcompressedwith differentqualities.Theseresultsreveala weaknessof
our method:while thedetectionaccuraciesaregoodat qualitiesbetween97 and100(out of 100)
thereis a precipitousfall at quality 96 for down-samplingsandrotations,andat a quality of 90,
the detectionis nearlyat chancefor all re-samplingrates. Note alsothat at an up-samplingrate
of 60%anda down-samplingrateof 20%thedetectionaccuracy dropssuddenly. This is because
theperiodicJPEGblockingartifactshappento coincidewith theperiodicpatternsintroducedby
thesere-samplingparameters— theseartifactsdo not interferewith the detectionof rotations.
Thereasonfor thegeneralpoorperformanceof detectingre-samplingin JPEGcompressedimages
is two-fold. First, lossyJPEGcompressionintroducescorrelatednon-whitenoiseinto the image
(e.g.,a compressionquality of 90 introduces,on average,28 db of noise),which signi�cantly
affects the detectionaccuracy. Second,and more important, the block artifacts introducedby
JPEGintroducevery strongperiodicpatternsthat maskand interferewith the periodicpatterns
introducedby re-sampling.

Shown in Figures2.23-2.24arethedetectionaccuraciesfor re-sampledcolor imagesthatwere
subsequentlyconvertedto 8-bit indexed color format (GIF). This conversionintroducesapprox-
imately 25 db of noise. Note that while not as good as the uncompressedTIFF images,these
detectionratesareslightly superior(for down-samplingin particular)to whatwould beexpected
with thelevel of noise(seeFigures2.18-2.19)introducedby GIF compression.

We have alsotestedour method's robustnesswith JPEG2000[3] compression.We have em-
ployeda free,non-of�cial JavaTM implementationof theJPEG2000baselinecodec,JJ2000[54],
freelyavailableto downloadat

http://jj2000.epfl.ch/jj_down load/ inde x.htm l :

Shown in Figures2.26-2.25aretheresultsfor gray-scaleimagesthatwere�rst re-sampledwith a
rangeof parameters,thencompressedwith differentnumbersof bitsperpixel usingtheJPEG2000
codec.Notethatthedetectionremainsrobustdown to 2 bits perpixel. A signi�cant deterioration
is experiencedfor compressionratesbelow 1:5 bits per pixel (for down-samplingin particular).
Note also that the detectionaccuracy for higher up-samplingratesis lower when comparedto
TIFF images.Thereasonfor thisdecreasein accuracy is thatJPEG2000introducesartifactsin the
probability mapsthat interferewith periodichigh frequency patternslike thoseproducedby up-
samplingswith higherpercentages.Theseartifacts,however, arenotassevereasthoseintroduced
by JPEG,hencetheimprovedoverallperformance.

2.5 Summary

When creatingdigital forgeries,it is often necessaryto scale,rotate,or distort a portion of an
image. This processinvolvesre-samplingthe original imageonto a new lattice. Although this
re-samplingprocesstypically leavesbehindnoperceptualartifacts,it doesintroduceperiodiccor-
relationsbetweenneighboringimagepixels. We have shown how andwhencorrelationpatterns
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Figure 2.19: Detectionaccuracy asa function of different rotationanglesandSNRs. Eachdata
point correspondsto theaveragedetectionaccuracy over50 images.
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Figure2.20: Detectionaccuracy asafunctionof differentup-samplingpercentagesandJPEGcom-
pressionqualities.Eachdatapointcorrespondsto theaveragedetectionaccuracy over 50 images.
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Figure 2.21: Detectionaccuracy asa functionof differentdown-samplingpercentagesandJPEG
compressionqualities.Eachdatapoint correspondsto theaveragedetectionaccuracy over 50 im-
ages.
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Figure 2.22: Detectionaccuracy asa functionof differentrotationanglesandJPEGcompression
qualities.Eachdatapoint correspondsto theaveragedetectionaccuracy over50 images.
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Figure 2.23: Detectionaccuracy asa functionof differentup- anddown-samplingpercentagesfor
differentchannelsof color imagesstoredin GIF format.Eachdatapointcorrespondsto theaverage
detectionaccuracy over50 images.
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Figure 2.24: Detectionaccuracy asa functionof differentrotationanglesfor differentchannelsof
color imagesstoredin GIF format. Eachdatapoint correspondsto theaveragedetectionaccuracy
over 50 images.
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Figure 2.25: Detectionaccuracy as a function of different rotationanglesand JPEG2000com-
pressionin bits per pixel. Eachdatapoint correspondsto the averagedetectionaccuracy over 50
images.
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Figure 2.26: Detectionaccuracy asa functionof differentup-sampling(left) anddown-sampling
(right) percentagesandJPEG2000compressionin bitsperpixel. Eachdatapointcorrespondsto the
averagedetectionaccuracy over 50 images.
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are introduced,anddescribeda techniqueto detectthemin any portion of an image. We have
shown several detectionresultson naturaltest imagesandcredibleforgeries,andwe have thor-
oughly testedour method's robustnessandsensitivity to simple counter-attacks(additive white
Gaussiannoiseandnon-linearluminancetransformations)andlossycompressionschemes(GIF,
JPEG2000,andJPEG).In summary, wehaveshown thatfor uncompressedTIFF images,andlossy
compressedimageswith minimal compressionwe candetectwhetheranimage,or aportionof it,
hasbeenre-sampled(scaled,rotated,etc.),asmightoccurwhentheimagehasbeentamperedwith.
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2.6 Re-samplingDetectionAlgorithm

/* Initialize */

choosea random~� 0

chooseN and� 0

setp0 as1 over thesizeof therangeof possiblevaluesfor y(i )

setY asin Equation(2.15)

seth to beabinomiallow-pass�lter of size(Nh � Nh)

n = 0

repeat

/* expectationstep*/

for eachsamplei

R(i ) =
�
�
�y(i ) �

P N
k= � N � n (k)y(i + k)

�
�
� /* residualerror*/

end

R = R ? h /* spatiallyaveragetheresidualerror*/

for eachsamplei

P(i ) = 1
� n

p
2�

e� R2 (i )=2� 2
n /* conditionalprobability*/

w(i ) = P (i )
P (i )+ p0

/* posteriorprobability*/

end

/* maximizationstep*/

W = 0

for eachsamplei

W(i; i ) = w(i ) /* weightingmatrix */

end

� n+1 =
� P

i w(i ) R2 (i )P
i w(i )

� 1=2
/* new varianceestimate*/

~� n+1 = (Y T WY)� 1Y T W~y /* new estimate*/

n = n + 1

until ( k~� n � ~� n� 1k < � ) /* stoppingcondition*/
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Chapter 3

Color Filter Array Inter polated Images

Most digital camerascapturecolor imagesusinga singlesensorin conjunctionwith an arrayof
color �lters. As a result, only one third of the samplesin a color imageare capturedby the
camera,theothertwo thirdsbeinginterpolated.This interpolationintroducesspeci�c correlations
betweenthesamplesof acolor image.Whencreatingdigital forgeriesthesecorrelationsarelikely
to bedestroyedor altered.We describetheform of thesecorrelations,andproposea methodthat
quanti�es andestimatesthemin any portion of an image. We show the generaleffectivenessof
this techniquein detectingtamperedimages,andanalyzeits sensitivity androbustnessto simple
counter-attacks.

3.1 Color Filter Array Inter polation Algorithms

A digital color imageconsistsof threechannelscontainingsamplesfrom differentbandsof the
color spectrum(e.g., red, green,and blue). Most digital cameras,however, are equippedwith
a single charge-coupleddevice (CCD) or complementarymetal oxide semiconductor(CMOS)
sensor, andcapturecolor imagesusinga color �lter array(CFA). Themostfrequentlyusedcolor
�lter array(CFA), theBayerarray[4], employsthreecolor�lters: red,green,andblue.Theredand
bluepixelsaresampledon rectilinearlattices,while thegreenpixelsaresampledon a quincunx
lattice,Figure3.1.Sinceonly asinglecolorsampleis recordedateachpixel location,theothertwo
color samplesmustbeestimatedfrom theneighboringsamplesin orderto obtaina three-channel
color image.Let S(x; y) denotetheCFA imagein Figure3.1,and ~R(x; y), ~G(x; y), ~B(x; y) denote
the red, green,andblue channelsconstructedfrom S(x; y) by insertingzerosat the locationsof
missingcolor samples:

~R(x; y) =

(
S(x; y) if S(x; y) = r x;y

0 otherwise
(3.1)

~G(x; y) =

(
S(x; y) if S(x; y) = gx;y

0 otherwise
(3.2)
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r1;1 g1;2 r1;3 g1;4 r1;5 g1;6

g2;1 b2;2 g2;3 b2;4 g2;5 b2;6

r3;1 g3;2 r3;3 g3;4 r3;5 g3;6

g4;1 b4;2 g4;3 b4;4 g4;5 b4;6 � � �
r5;1 g5;2 r5;3 g5;4 r5;5 g5;6

g6;1 b6;2 g6;3 b6;4 g6;5 b6;6
...

...

Figure 3.1: The top-left portion of a CFA imageobtainedfrom a Bayer array. The red pixels,
r2i+1 ;2j +1 , andbluepixels,b2i; 2j , aresampledonrectilinearlattices,while thegreenpixels,g2i+1 ;2j

andg2i; 2j +1 , aresampledtwiceasoftenonaquincunxlattice.Only onecolorsampleis recordedat
eachpixel location.

~B(x; y) =

(
S(x; y) if S(x; y) = bx;y

0 otherwise
; (3.3)

where(x; y) spananintegerlattice. A completecolor image,with channelsR(x; y), G(x; y), and
B(x; y) needsto be estimated.Thesechannelstake on the non-zerovaluesof ~R(x; y), ~G(x; y),
and ~B(x; y), andreplacethe zeroswith estimatesfrom neighboringsamples.The estimationof
themissingcolor samplesis referredto asCFA interpolationor demosaicking.CFA interpolation
hasbeenextensively studiedandmany methodshave beenproposed(see,for example,[55] for a
survey, and[27, 29, 46] for morerecentmethods).We will brie�y describesevendemosaicking
techniquesfor theBayerarraythatareusedin ourstudies.

3.1.1 Bilinear and Bi-Cubic

Thesimplestmethodsfor demosaickingarekernel-basedinterpolationmethodsthatact indepen-
dentlyoneachchannel.Thesemethodscanbeef�ciently implementedaslinear�ltering operations
on eachcolor channel:

R(x; y) =
NX

u;v= � N

hr (u; v) ~R(x � u; y � v)

G(x; y) =
NX

u;v= � N

hg(u; v) ~G(x � u; y � v)

B(x; y) =
NX

u;v= � N

hb(u; v) ~B(x � u; y � v);

(3.4)

where ~R(�), ~G(�), ~B(�) arede�ned in Equations(3.1)-(3.3),andhr (�), hg(�), hb(�) arelinear�lters
of size (2N + 1) � (2N + 1). Dif ferent forms of interpolation(nearestneighbor, bilinear, bi-
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cubic [32], etc.) differ in the form of the interpolation�lter used.For example,in the caseof a
Bayerarray, thebilinearandbi-cubic �lters for theredandbluechannelsareseparable,with the
1-D �lters givenby:

hl =
�
1=2 1 1=2

�
hc =

�
� 1=16 0 9=16 1 9=16 0 � 1=16

�
: (3.5)

and the 2-D �lters given by hT
l hl andhT

c hc. The bilinear andbi-cubic �lters for the green
channel,however, areno longerseparableandtake theform:

hl =
1
4

2

4
0 1 0
1 4 1
0 1 0

3

5 hc =
1

256

2

6
6
6
6
6
6
6
6
4

0 0 0 1 0 0 0
0 0 � 9 0 � 9 0 0
0 � 9 0 81 0 � 9 0
1 0 81 256 81 0 1
0 � 9 0 81 0 � 9 0
0 0 � 9 0 � 9 0 0
0 0 0 1 0 0 0

3

7
7
7
7
7
7
7
7
5

: (3.6)

Usingbilinearinterpolation,for example,thecolorsamplesatpixel locations(3; 3), (3; 4), and
(4; 4), Figure3.1,aregivenby:

R(3; 3) = r 3;3 G(3; 3) =
g2;3 + g3;2 + g3;4 + g4;3

4
B(3; 3) =

b2;2 + b2;4 + b4;2 + b4;4

4

G(3; 4) = g3;4 B(3; 4) =
b2;4 + b4;4

2
R(3; 4) =

r3;3 + r3;5

2

B(4; 4) = b4;4 R(4; 4) =
r3;3 + r3;5 + r5;3 + r5;5

4
G(4; 4) =

g3;4 + g4;3 + g4;5 + g5;4

4
:

3.1.2 SmoothHue Transition

Smoothhue transitionCFA interpolation[10] is basedon the assumptionthat color huevaries
smoothlyin naturalimages,andcanbeassumedto beconstantin a small neighborhood.Hue is
de�ned hereastheratio betweena chrominancecomponent(redor blue)andtheluminancecom-
ponent(green).Thealgorithminterpolatesthegreenchannel ~G(�), Equation(3.2),usingbilinear
interpolation,Section3.1.1,to yield G(�). To estimatethemissingredsamples,theratio ~R(�)=G(�)
is bilinearly interpolated,thenpoint-wisemultipliedby G(�). For example,themissingredvalues
at locations(3; 4), (4; 3), and(4; 4), Figure3.1,aregivenby:

R(3; 4) = G(3; 4) �
1
2

�
r3;3

G(3; 3)
+

r3;5

G(3; 5)

�

R(4; 3) = G(4; 3) �
1
2

�
r3;3

G(3; 3)
+

r5;3

G(5; 3)

�

R(4; 4) = G(4; 4) �
1
4

�
r3;3

G(3; 3)
+

r3;5

G(3; 5)
+

r5;3

G(5; 3)
+

r5;5

G(5; 5)

�
:

(3.7)

Themissingbluesamplesareestimatedin asimilar mannerastheredsamples.
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3.1.3 Median Filter

Median�lter basedCFA interpolation[20] is a two-stepprocess.First the ~R(�), ~G(�), ~B(�) chan-
nels,Equations(3.1)-(3.3),areeachinterpolatedusingbilinearinterpolation,Section3.1.1.Next,
the pairwisedifferencesof the interpolatedchannels(i.e., red minusgreen,red minusblue, and
greenminusblue)aremedian�ltered1. Let M r g(�), M gb(�), andM r b(�) denotethemedian�ltered
differences.At eachpixel location,themissingcolor samplesareestimatedasthesumor differ-
encebetweenthe color samplesfrom the CFA image,Figure3.1, andthecorrespondingmedian
�ltered differences.For example,the missingsamplesat locations(3; 3), (3; 4), and (4; 4) are
estimatedasfollows:

G(3; 3) = r 3;3 � M r g(3; 3) B(3; 3) = r 3;3 � M r b(3; 3)

R(3; 4) = g3;4 + M r g(3; 4) B(3; 4) = g3;4 � M gb(3; 4)

R(4; 4) = b4;4 + M r b(4; 4) G(4; 4) = b4;4 + M gb(4; 4):

(3.8)

3.1.4 Gradient-Based

Gradient-basedCFA interpolation[36] is a multi-stepmethodthatpreservesedgeinformationby
trying to prevent interpolationacrossedges.The greenchannel,G(�), is �rst estimatedusingan
adaptive interpolationtechnique.For example,in order to estimatethe greenvaluesat location
(3; 3) and(4; 4), Figure3.1,derivative estimatorsalongthehorizontalandverticaldirectionsare
�rst computed:

H3;3 = j(r3;1 + r3;5)=2 � r 3;3j V3;3 = j(r1;3 + r5;3)=2 � r 3;3j

H4;4 = j(b4;2 + b4;6)=2 � b4;4j V4;4 = j(b2;4 + b6;4)=2 � b4;4j :
(3.9)

Theseestimatorsarereferredto asclassi�ers.Theestimatedgreenvaluesarethengivenby:

G(3; 3) =

8
><

>:

(g3;2 + g3;4)=2 H3;3 < V3;3

(g2;3 + g4;3)=2 H3;3 > V3;3

(g2;3 + g3;2 + g3;4 + g4;3)=4 H3;3 = V3;3

G(4; 4) =

8
><

>:

(g4;3 + g4;5)=2 H4;4 < V4;4

(g3;4 + g5;4)=2 H4;4 > V4;4

(g3;4 + g4;3 + g4;5 + g5;4)=4 H4;4 = V4;4:

(3.10)

The missingred samplesareestimatedby taking the differenceimagebetweenthe ~R(�) and
G(�) channels,bilinearly interpolatingthis difference,thenaddingbackG(�). For example,the
missingredsamplesat (3; 4), (4; 3), and(4; 4), Figure3.1,aregivenby:

R(3; 4) =
1
2

h�
r3;3 � G(3; 3)

�
+

�
r3;5 � G(3; 5)

� i
+ G(3; 4) (3.11)

1Thechoiceof themedian®lter sizeis importantfor theperceptualqualityof CFA interpolatedimages.

48



R(4; 3) =
1
2

h�
r3;3 � G(3; 3)

�
+

�
r5;3 � G(5; 3)

� i
+ G(4; 3) (3.12)

R(4; 4) =
1
4

h�
r3;3 � G(3; 3)

�
+

�
r3;5 � G(3; 5)

�
+

�
r5;3 � G(5; 3)

�
+ (3.13)

�
r5;5 � G(5; 5)

� i
+ G(4; 4):

Themissingbluesamplesareestimatedin asimilar mannerastheredsamples.

3.1.5 AdaptiveColor Plane

Adaptive color planeCFA interpolation[28] is a modi�cation of thegradient-basedinterpolation
methodthatincludessecond-orderderivativeestimates.Thegreenchannel,G(�), is �rst estimated
using adaptive interpolation. For example, in order to estimatethe greenvaluesat (3; 3) and
(4; 4), Figure3.1, horizontalandverticalclassi�ersarecomputedasthesumbetween�rst-order
derivative estimatesfrom the luminance(green)channel,andsecond-orderderivative estimates
from thechrominance(redandblue)channels:

H3;3 = jg3;2 � g3;4j + j� r3;1 + 2r3;3 � r3;5j

V3;3 = jg2;3 � g4;3j + j� r1;3 + 2r3;3 � r5;3j

H4;4 = jg4;3 � g4;5j + j� b4;2 + 2b4;4 � b4;6j

V4;4 = jg3;4 � g5;4j + j� b2;4 + 2b4;4 � b6;4j :

(3.14)

Usingtheseclassi�ers,theestimatedgreenvaluesaregivenby:

G(3; 3) =

8
>>><

>>>:

(g3;2 + g3;4)=2 + (� r 3;1 + 2r3;3 � r3;5)=4 H3;3 < V3;3

(g2;3 + g4;3)=2 + (� r 1;3 + 2r3;3 � r5;3)=4 H3;3 > V3;3

(g2;3 + g3;2 + g3;4 + g4;3)=4 +

(� r1;3 � r3;1 + 4r3;3 � r3;5 � r5;3)=8 H3;3 = V3;3

G(4; 4) =

8
>>><

>>>:

(g4;3 + g4;5)=2 + (� b4;2 + 2b4;4 � b4;6)=4 H4;4 < V4;4

(g3;4 + g5;4)=2 + (� b2;4 + 2b4;4 � b6;4)=4 H4;4 > V4;4

(g3;4 + g4;3 + g4;5 + g5;4)=4 +

(� b2;4 � b4;2 + 4b4;4 � b4;6 � b6;4)=8 H4;4 = V4;4:

(3.15)

Theestimationof themissingchrominancesamplesdependson their locationin theCFA. At
locationswherethenearestchrominancesamplesarein thesamerow or column,a non-adaptive
procedurewith second-ordercorrectiontermsis employed. For example,redandbluesamplesat
(3; 4) and(4; 3) aregivenby:

R(3; 4) =
r3;3 + r3;5

2
+

� G(3; 3) + 2G(3; 4) � G(3; 5)
2

(3.16)

B(3; 4) =
b2;4 + b4;4

2
+

� G(2; 4) + 2G(3; 4) � G(4; 4)
2

(3.17)
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R(4; 3) =
r3;3 + r5;3

2
+

� G(3; 3) + 2G(4; 3) � G(5; 3)
2

(3.18)

B(4; 3) =
b4;2 + b4;4

2
+

� G(4; 2) + 2G(4; 3) � G(4; 4)
2

: (3.19)

At locationswherethenearestchrominanceneighborsarediagonallylocated,anadaptive proce-
dureis employed. For example,in orderto estimatethe missingchrominancesamplesat (3; 3)
and(4; 4), classi�ersbasedon derivative estimatesalongthe �rst andseconddiagonalsare�rst
estimated:

D 1
3;3 = jb2;2 � b4;4j + j� G(2; 2) + 2G(3; 3) � G(4; 4)j

D 2
3;3 = jb2;4 � b4;2j + j� G(2; 4) + 2G(3; 3) � G(4; 2)j

D 1
4;4 = jr3;3 � r5;5j + j� G(3; 3) + 2G(4; 4) � G(5; 5)j

D 2
4;4 = jr3;5 � r5;3j + j� G(3; 5) + 2G(4; 4) � G(5; 3)j ;

(3.20)

thenusingtheseclassi�ers,themissingredandbluevaluesaregivenby:

B(3; 3) =

8
>>><

>>>:

(b2;4 + b4;2)=2 + (� G(2; 4) + 2G(3; 3) � G(4; 2))=2 D 1
3;3 > D 2

3;3

(b2;2 + b4;4)=2 + (� G(2; 2) + 2G(3; 3) � G(4; 4))=2 D 1
3;3 < D 2

3;3

(b2;2 + b2;4 + b4;2 + b4;4)=4 +

(� G(2; 2) � G(2; 4) + 4G(3; 3) � G(4; 2) � G(4; 4))=4 D 1
3;3 = D 2

3;3

R(4; 4) =

8
>>><

>>>:

(r3;5 + r5;3)=2 + (� G(3; 5) + 2G(4; 4) � G(5; 3))=2 D 1
4;4 > D 2

4;4

(r3;3 + r5;5)=2 + (� G(3; 3) + 2G(4; 4) � G(5; 5))=2 D 1
4;4 < D 2

4;4

(r3;3 + r3;5 + r5;3 + r5;5)=4 +

(� G(3; 3) � G(3; 5) + 4G(4; 4) � G(5; 3) � G(5; 5))=4 D 1
4;4 = D 2

4;4:

3.1.6 Thr eshold-BasedVariable Number of Gradients

Threshold-basedvariablenumberof gradientsCFA interpolation[9] is a more complex demo-
saickingmethod.At eachpixel location,eightgradientestimatesare�rst computedusingsamples
from a 5 � 5 neighborhoodof theCFA image.Theseestimatesarecomputedslightly differently
dependingon the color sampleat the pixel underconsideration:chrominance(red andblue) or
luminance(green). For example,the eight gradientestimatesat location(3; 3), Figure3.1, are
givenby:

N3;3 = jg2;3 � g4;3j + jr1;3 � r3;3j +

jb2;2 � b4;2j
2

+
jb2;4 � b4;4j

2
+

jg1;2 � g3;2j
2

+
jg1;4 � g3;4j

2
(3.21)

E3;3 = jg3;2 � g3;4j + jr3;3 � r3;5j +

jb2;2 � b2;4j
2

+
jb4;2 � b4;4j

2
+

jg2;3 � g2;5j
2

+
jg4;3 � g4;5j

2
(3.22)

50



S3;3 = jg2;3 � g4;3j + jr3;3 � r5;3j +

jb2;2 � b4;2j
2

+
jb2;4 � b4;4j

2
+

jg3;2 � g5;2j
2

+
jg3;4 � g5;4j

2
(3.23)

W3;3 = jg3;2 � g3;4j + jr3;1 � r3;3j +

jb2;2 � b2;4j
2

+
jb4;2 � b4;4j

2
+

jg2;1 � g2;3j
2

+
jg4;1 � g4;3j

2
(3.24)

N E3;3 = jb2;4 � b4;2j + jr1;5 � r3;3j +

jg2;3 � g3;2j
2

+
jg3;4 � g4;3j

2
+

jg1;4 � g2;3j
2

+
jg2;5 � g3;4j

2
(3.25)

SE3;3 = jb2;2 � b4;4j + jr3;3 � r5;5j +

jg2;3 � g3;4j
2

+
jg3;2 � g4;3j

2
+

jg3;4 � g4;5j
2

+
jg4;3 � g5;4j

2
(3.26)

N W3;3 = jb2;2 � b4;4j + jr1;1 � r3;3j +

jg1;2 � g2;3j
2

+
jg2;1 � g3;2j

2
+

jg2;3 � g3;4j
2

+
jg3;2 � g4;3j

2
(3.27)

SW3;3 = jb2;4 � b4;2j + jr5;1 � r3;3j +

jg2;3 � g3;2j
2

+
jg3;4 � g4;3j

2
+

jg3;2 � g4;1j
2

+
jg4;3 � g5;2j

2
; (3.28)

andthegradientsat location(3; 4), Figure3.1,aregivenby:

N3;4 = jb2;4 � b4;4j + jg1;4 � g3;4j +

jg2;3 � g4;3j
2

+
jg2;5 � g4;5j

2
+

jr1;3 � r3;3j
2

+
jr1;5 � r3;5j

2
(3.29)

E3;4 = jr3;3 � r3;5j + jg3;4 � g3;6j +

jg2;3 � g2;5j
2

+
jg4;3 � g4;5j

2
+

jb2;4 � b2;6j
2

+
jb4;4 � b4;6j

2
(3.30)

S3;4 = jb2;4 � b4;4j + jg3;4 � g5;4j +

jg2;3 � g4;3j
2

+
jg2;5 � g4;5j

2
+

jr3;3 � r5;3j
2

+
jr3;5 � r5;5j

2
(3.31)
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W3;4 = jr3;3 � r3;5j + jg3;2 � g3;4j +

jg2;3 � g2;5j
2

+
jg4;3 � g4;5j

2
+

jb2;2 � b2;4j
2

+
jb4;2 � b4;4j

2
(3.32)

N E3;4 = jg2;5 � g4;3j + jg1;6 � g3;4j + jr1;5 � r3;3j + jb2;6 � b4;4j (3.33)

SE3;4 = jg2;3 � g4;5j + jg3;4 � g5;6j + jb2;4 � b4;6j + jr3;3 � r5;5j (3.34)

N W3;4 = jg2;3 � g4;5j + jg1;2 � g3;4j + jb2;2 � b4;4j + jr1;3 � r3;5j (3.35)

SW3;4 = jg2;5 � g4;3j + jg3;4 � g5;2j + jb2;4 � b4;2j + jr3;5 � r5;3j : (3.36)

Let Gx;y denotethesetof gradientestimatesat (x; y):

Gx;y = f Nx;y ; Sx;y ; Ex;y ; Wx;y ; N Ex;y ; N Wx;y ; SEx;y ; SWx;y g: (3.37)

Eight averagered,green,andbluevalues,onefor eachgradientdirection,arethencomputed
at eachpixel location. At location(3; 3), for example,the averagevaluescorrespondingto the
differentgradientregionsaregivenby:

RN
3;3 = (r1;3 + r3;3)=2 GN

3;3 = g2;3 B N
3;3 = (b2;2 + b2;4)=2

RE
3;3 = (r3;3 + r3;5)=2 GE

3;3 = g3;4 B E
3;3 = (b2;4 + b4;4)=2

RS
3;3 = (r3;3 + r5;3)=2 GS

3;3 = g4;3 B S
3;3 = (b4;2 + b4;4)=2

RW
3;3 = (r3;1 + r3;3)=2 GW

3;3 = g3;2 B W
3;3 = (b2;2 + b4;2)=2

RN E
3;3 = (r1;5 + r3;3)=2 GN E

3;3 = (g1;4 + g2;3 + g2;5 + g3;4)=4 B N E
3;3 = b2;4

RSE
3;3 = (r3;3 + r5;5)=2 GSE

3;3 = (g3;4 + g4;3 + g4;5 + g5;4)=4 B SE
3;3 = b4;4

RN W
3;3 = (r1;1 + r3;3)=2 GN W

3;3 = (g1;2 + g2;1 + g2;3 + g3;2)=4 B N W
3;3 = b2;2

RSW
3;3 = (r3;3 + r5;1)=2 GSW

3;3 = (g3;2 + g4;1 + g4;3 + g5;2)=4 B SW
3;3 = b4;2

FromGx;y , Equation(3.37),a thresholdTx;y is computedas:

Tx;y = k1 min Gx;y + k2(max Gx;y � min Gx;y ); (3.38)

wherethevaluesof k1, k2 areempiricallychosenas1:5 and0:5, respectively. Next thepreviously
computedcolor averagesfrom regionswhosegradientestimateis lessthanthethreshold,areav-
eragedto yield Ravg

x;y , Gavg
x;y , andB avg

x;y . For example,at location(3; 3) if thegradientestimatesless
thanT3;3 areS3;3, W3;3, N E3;3, andSW3;3, then:

Ravg
3;3 = 1=4 � (RS

3;3 + RW
3;3 + RN E

3;3 + RSW
3;3 )

Gavg
3;3 = 1=4 � (GS

3;3 + GW
3;3 + GN E

3;3 + GSW
3;3 )

B avg
3;3 = 1=4 � (B S

3;3 + B W
3;3 + B N E

3;3 + B SW
3;3 ):

(3.39)

The�nal estimatesof themissingcolor samplesat location(3; 3) arethengivenby:

G(3; 3) = r 3;3 + (Gavg
3;3 � Ravg

3;3 )

B (3; 3) = r 3;3 + (B avg
3;3 � Ravg

3;3 ):
(3.40)

Themissingcolorsamplesat theotherpixel locationsareestimatedin a similarmanner.
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3.2 DetectingCFA Inter polation

At eachpixel locationof a CFA interpolatedcolor image,a singlecolor sampleis capturedby the
camerasensor, while theothertwo color samplesareestimatedfrom neighboringsamples.As a
result,a subsetof samples,within a color channel,arecorrelatedto their neighboringsamples.
Sincethe color �lters in a CFA are typically arrangedin a periodic pattern,thesecorrelations
areperiodic. Consider, for example,the red channel,R(x; y), thathasbeensampledon a Bayer
array, Figure3.1, thenCFA interpolatedusingbilinear interpolation,Section3.1.1. In this case,
the red samplesin the odd rows and even columnsare the averageof their closesthorizontal
neighbors,the red samplesin the even rows and odd columnsare the averageof their closest
vertical neighbors,and the red samplesin the even rows and columnsare the averageof their
closestdiagonalneighbors:

R(2x + 1; 2y) =
R(2x + 1; 2y � 1)

2
+

R(2x + 1; 2y + 1)
2

R(2x; 2y + 1) =
R(2x � 1; 2y + 1)

2
+

R(2x + 1; 2y + 1)
2

R(2x; 2y) =
R(2x � 1; 2y � 1)

4
+

R(2x � 1; 2y + 1)
4

+

R(2x + 1; 2y � 1)
4

+
R(2x + 1; 2y + 1)

4
:

(3.41)

Notethatin this simplecase,theestimatedsamplesareperfectlycorrelatedto theirneighbors.
As suchaCFA interpolatedimagecanbedetected(in theabsenceof noise)by noticing,for exam-
ple, thatevery othersamplein every otherrow or columnis perfectlycorrelatedto its neighbors.
At the sametime, the non-interpolatedsamplesare lesslikely to be correlatedin preciselythe
samemanner. Furthermore,it is likely that tamperingwill destroy thesecorrelations,or that the
splicingtogetherof two imagesfrom differentcameraswill createinconsistentcorrelationsacross
thecompositeimage.As such,thepresence,or lack,of correlationsdueto CFA interpolationcan
beusedto authenticateanimage,or exposeit asa forgery.

We begin by assuminga simplelinearmodelfor theperiodiccorrelationsintroducedby CFA
interpolation.That is, eachinterpolatedpixel is correlatedto a weightedsumof pixelsin a small
neighborhoodcenteredaboutitself. While perhapsoverly simplisticwhencomparedto thehighly
non-linearnatureof most CFA interpolationalgorithms,this simple model is both easyto pa-
rameterizeandcanreasonablyapproximateeachof the CFA interpolationalgorithmspresented
in Section3.1. Note that mostCFA algorithmsestimatea missingcolor samplefrom neighbor-
ing samplesin all threecolor channels.For simplicity, however, we ignore theseinter-channel
correlationsandtreateachcolor channelindependently.

If thespeci�c form of thecorrelationsareknown (i.e.,theparametersof thelinearmodel),then
it would bestraightforwardto determinewhich samplesarecorrelatedto their neighbors.On the
otherhand,if thesamplescorrelatedto their neighborsareknown, thespeci�c form of thecorre-
lationscouldbeeasilydetermined.In practice,of course,neitherareknown. To simultaneously
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estimatebothweemploy theexpectation-maximization2 (EM) algorithm[14], asdescribedbelow.

3.2.1 Expectation-Maximization Algorithm

Let f (�; �) denotea color channel(red,green,or blue)of a CFA interpolatedimage.We begin by
assumingthateachsamplein f (�; �) belongsto oneof two models:

M1, if thesampleis linearlycorrelatedto its neighbors,i.e., is generatedby thelinearmodel:

f (x; y) =
NX

u;v= � N

� u;v f (x + u; y + v) + n(x; y); (3.42)

wherethemodelparametersaregivenby ~� = f � u;v j � N � u; v � N g (N is anintegerand
� 0;0 = 0), the linearcoef�cients (strungout in vectorform) thatembodythespeci�c form
of thecorrelations,with � 0;0 = 0. In theabove equation,n(x; y) denoteindependent,and
identically distributed(i.i.d.) samplesdrawn from a Gaussiandistribution with zeromean
andunknown variance� 2.

M2, if thesampleis notcorrelatedto its neighbors,i.e., is generatedby anoutlierprocess.

Theexpectation-maximizationalgorithm(EM) is a two-stepiterative algorithm: (1) in theE-step
the probability of eachsamplebelongingto eachmodel is estimated;and(2) in the M-stepthe
speci�c form of the correlationsbetweensamplesis estimated.More speci�cally, in the E-step,
theprobabilityof eachsampleof f (x; y) belongingto modelM 1 is estimatedusingBayes'rule:

Prf f (x; y) 2 M 1 j f (x; y)g =

Prf f (x; y) j f (x; y) 2 M 1gPrf f (x; y) 2 M 1g
P 2

i=1 Prf f (x; y) j f (x; y) 2 M i gPrf f (x; y) 2 M i g
; (3.43)

wheretheprior probabilitiesPrf f (x; y) 2 M 1g andPrf f (x; y) 2 M 2g areassumedto beequal
to 1=2. Theprobabilityof observingasamplef (x; y) knowing it wasgeneratedfrom modelM 1 is
givenby:

Prf f (x; y) j f (x; y) 2 M 1g =

1

�
p

2�
exp

2

4�
1

2� 2

 

f (x; y) �
NX

u;v= � N

� u;v f (x + u; y + v)

! 2
3

5: (3.44)

2A shorttutorial on thegeneralEM algorithm,andanexampleof its applicationto a mixturemodelsproblemare
presentedin AppendixA.
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The variance,� 2, of this Gaussiandistribution is estimatedin the M-step(seeSection3.5). A
uniform distribution is assumedfor theprobabilityof observinga samplegeneratedby theoutlier
model,M 2, i.e.,Prf f (x; y) j f (x; y) 2 M 2g is equalto theinverseof therangeof possiblevalues
of f (x; y). NotethattheE-steprequiresanestimateof thecoef�cients ~� , whichonthe�rst iteration
is chosenrandomly. In theM-step,a new estimateof ~� is computedusingweightedleastsquares,
i.e.,minimizing thefollowing quadraticerrorfunction:

E(~� ) =
X

x;y

w(x; y)

 

f (x; y) �
NX

u;v= � N

� u;v f (x + u; y + v)

! 2

; (3.45)

wheretheweightsw(x; y) � Prf f (x; y) 2 M 1 j f (x; y)g, Equation(3.43). This error function
is minimizedby computingthegradientwith respectto ~� , settingthis gradientequalto zero,and
solving the resultinglinear systemof equations.Settingequalto zerothe partial derivative with
respectto oneof thecoef�cients, � s;t , yields:

@E
@� s;t

= 0

� 2
X

x;y

w(x; y)f (x + s;y + t)

 

f (x; y) �
NX

u;v= � N

� u;v f (x + u; y + v)

!

= 0

X

x;y

w(x; y)f (x + s;y + t)
NX

u;v= � N

� u;v f (x + u; y + v) =

X

x;y

w(x; y)f (x + s;y + t)f (x; y):
(3.46)

Re-orderingthetermson theleft-handsideyields:

NX

u;v= � N

� u;v

 
X

x;y

w(x; y)f (x + s;y + t)f (x + u; y + v)

!

=

X

x;y

w(x; y)f (x + s;y + t)f (x; y) : (3.47)

This processis repeatedfor eachcomponent,� s;t , of ~� , to yield a systemof linearequationsthat
canbesolvedusingstandardtechniques.

TheE-stepandtheM-stepareiterativelyexecuteduntil astableestimateof ~� is achieved— see
Section3.5 for a detailedalgorithm.The�nal ~� hasthepropertythat it maximizesthelikelihood
of theobservedsamples3 — seeAppendixA for moredetailson maximumlikelihoodestimation
andEM.

3TheEM algorithmis provedto alwaysconvergeto astableestimatethatis a localmaximumof thelog-likelihood
of theobserveddata,[14] andAppendixA.
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3.3 Results

We collected one hundred images, �fty of resolution 512� 512, and �fty of resolution
1024� 1024. Eachof theseimageswerecroppedfrom a smallersetof twenty1600� 1200im-
agestakenwith aNikonCoolpix950camera,andtwenty3034� 2024imagestakenwith aNikon
D100camera.TheNikon Coolpix 950employs a four-�lter (yellow, cyan,magenta,green)CFA,
andwassetto storetheimagesin uncompressedTIFF format. TheNikon D100cameraemploys
aBayerarray, andwassetto storetheimagesin RAW format.To avoid interferencewith theCFA
interpolationof thecameras,eachcolorchannelof theseimageswasindependentlyblurredwith a
3 � 3 binomial�lter , anddown-sampledby afactorof two in eachdirection.Thesedown-sampled
color imageswerethenre-sampledontoa Bayerarray, andCFA interpolatedusingthealgorithms
describedin Section3.1.

Shown in Figures3.2 and3.3 arethe resultsof runningthe EM algorithm,Section3.2.1,on
eightcolor imagesthatwereCFA interpolatedusingthealgorithmspresentedin Section3.1,and
on two imageswheretheCFA correlationsweredestroyedby down-sampling.Theparametersof
theEM algorithmwere�x edthroughoutatN = 1, � 0 = 0:0075, andp0 = 1=256(seeSection3.5).
Shown in theleft columnaretheimages,in themiddlecolumntheprobabilitymapsfrom thegreen
channel(the red andblue channelsyield similar results),andin the right columnthe magnitude
of theFouriertransformsof theprobabilitymaps4. Notethat,althoughtheperiodicpatternsin the
probability mapsarenot visible at this reducedscale,they areparticularlysalientin the Fourier
domainin theform of localizedpeaks.Notealsothatthesepeaksdonot appearin theimagesthat
arenotCFA interpolated(lastrow of Figures3.2and3.3).

While the probability mapsobtainedfrom the EM algorithmcanbe employed to detectif a
color imageis the resultof a CFA interpolationalgorithm,the linearcoef�cients, ~� , returnedby
theEM algorithmcanbeusedto distinguishbetweendifferentCFA interpolationtechniques.Let
~� denotethe24-D vectorof linearcoef�cients (i.e.,with a 3 � 3 neighborhoodsize,N = 1, each
of thethreecolorchannelshas8 coef�cients). Usingprincipalcomponentanalysis(PCA) [15], we
havecomputedtheprincipalaxesof the800, 24-Dvectorsobtainedfrom runningtheEM algorithm
on 100imagesCFA interpolatedwith eachof thealgorithmsdescribedin Section3.1. Shown in
Figure3.4aretheprojectionsontothe�rst two principalaxes.Notehow pointscorrespondingto
differentCFA interpolationalgorithmstendto cluster. Evenin this two-dimensionalspace,these
clustersare,in somecases,clearlyseparable.

While the differentinterpolationmethodsarenot perfectlyseparablein the low-dimensional
PCAspace,they arepairwiseseparablein theiroriginal24-Dspace.Speci�cally, aLinearDiscrim-
inantAnalysis(LDA) [19] onall pairsof interpolationalgorithmsyieldsnearlyperfectseparation.
For eachof the twenty-eightdistinctpairsof algorithmswe traineda LDA classi�er. Using90%
of thedatafor trainingand10%for testing,theaveragetestingaccuraciesover 10 randomtrain-

4For display purposes,the probability mapswere up-sampledby a factor of two beforeFourier transforming.
The periodicpatternsintroducedby CFA interpolationhave energy in the highesthorizontal,vertical anddiagonal
frequencies,whichcorrespondsto localizedfrequency peaksadjacentto theimageedges.Up-samplingby a factorof
two shrinksthesupportof a probabilitymap's spectrum,andshifts thesepeaksinto themid-frequencies,wherethey
areeasierto see.Also for displaypurposes,theFourier transformsof the probabilitymapswerehigh-pass®ltered,
blurred,scaledto ®ll therange[0; 1], andgammacorrectedwith anexponentof 2:0.
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image p jF (p)j

bilinear

bi-cubic

smooth
hue

median
3 � 3

no CFA
interpolation

Figure3.2: Shown in eachrow is animageinterpolatedwith thespeci®edalgorithm,theprobability
mapof thegreenchannelasoutputby theEM algorithm,andthemagnitudeof theFouriertransform
of the probability map. Note the periodiccorrelationsin the CFA interpolatedimages(peaksin
jF (p)j) andthelackof suchcorrelationsin thenon-CFA interpolatedimage(lastrow).
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image p jF (p)j

median
5 � 5

gradient

adaptive
color
plane

variable
numberof
gradients

no CFA
interpolation

Figure3.3: Shown in eachrow is animageinterpolatedwith thespeci®edalgorithm,theprobability
mapof thegreenchannelasoutputby theEM algorithm,andthemagnitudeof theFouriertransform
of the probability map. Note the periodiccorrelationsin the CFA interpolatedimages(peaksin
jF (p)j) andthelackof suchcorrelationsin thenon-CFA interpolatedimage(lastrow).
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bl 
bc 
sh 
m3 
m5 
gb 
acp
vng

Figure 3.4: Theestimatedinterpolationcoef®cientsfrom 100imagesCFA interpolatedwith eight
differentalgorithmsareprojectedontoa 2-D subspace.Evenin this reducedspace,thealgorithms
are,in somecases,clearlyseparable.

ing/testingsplits andover all pairsof algorithmsareshown in the Table3.1. The averageover
all pairsof algorithmswas97%, andthe minimum testingaccuracy was87%andwasobtained
whenseparatingthe 3 � 3 median�lter andthe variablenumberof gradientsalgorithms. Since
digital camerastypically employ differentCFA interpolationalgorithms,this resultcouldbeused
to determineif animagewasnot takenwith aspeci�c digital camera.

3.3.1 DetectingLocalized Tampering

Sinceit is likely that tamperingwill destroy the periodic CFA correlations,it may be possible
to detectand localize tamperingin any portion of an image. To illustrate this, we begin with
three1024� 1024images,taken with a Nikon D100 digital cameraandsaved in RAW format,
Figure3.5.To simulatetampering,eachcolorchannelof theseimages(initially interpolatedusing
theadaptivecolorplanetechnique)wasblurredwith a3 � 3 binomial�lter anddown-sampledby
a factorof two in order to destroy the CFA correlations.The 512� 512down-sampledimages
werethenre-sampledonaBayerarrayandCFA interpolated.Next, compositeimages,512� 512
pixels in size,werecreatedby splicing, in varying proportions(1=4, 1=2, and3=4), a non-CFA
interpolatedimageand the sameCFA interpolatedimage. Shown in Figure 3.6 are the results
of runningEM on thesecompositeimages— eachrow correspondsto a different interpolation
algorithm:from top to bottom,bi-cubic,Section3.1.1,gradient-based,Section3.1.4,andvariable
numberof gradients,Section3.1.6. Shown in the top row are the probability mapsof the red
channel.Notethattheseprobabilitymapsclearlyrevealthepresenceof two distinctregions.Also
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– bl bc sh m3 m5 gb acp vng

bl – 100% 100% 100% 100% 100% 100% 100%

bc 100% – 100% 100% 100% 100% 99.5% 100%

sh 100% 100% – 100% 100% 97.5% 100% 100%

m3 100% 100% 100% – 97% 100% 98.5% 87%

m5 100% 100% 100% 97% – 99.5% 94.5% 97.5%

gb 100% 100% 97.5% 100% 99.5% – 99.5% 100%

acp 100% 99.5% 100% 98.5% 94.5% 99.5% – 100%

vng 100% 100% 100% 87% 97.5% 100% 100% –

Table3.1: Shown in this tablearetheaccuraciesobtainedusinglineardiscriminantanalysis(LDA)
onpairsof CFA interpolationalgorithms.Eachaccuracy valuewascomputedusing100images(90
for training,and10 for testing),and10randomtraining/testingsplits.ThedifferentCFA interpola-
tion algorithmswere:bilinear(bl), bi-cubic(bc), smoothhue(sh),3 � 3 median®lter based(m3),
5� 5 median®lter based(m5),gradientbased(gb),adaptivecolorplane(acp),andvariablenumber
of gradients(vng).

Figure 3.5: Shown arethreeimagestakenwith a Nikon D100digital camerain RAW format. See
alsoFigure3.6.

shown in the top row is themagnitudeof theFourier transformsof two windows5, onefrom the
non-CFA interpolatedportion(right), andonefrom theCFA interpolatedportion(left). Note the
presenceof localizedfrequency peaksin theCFA interpolatedportion,andthelack of suchpeaks
in thenon-CFA interpolatedportion.Shown in themiddleandbottomrowsaresimilarprobability
mapsobtainedfrom the greenandblue channelsof the othercompositeimages,aswell as the
magnitudeof theFouriertransformsof windowsfrom thenon-CFA andCFA interpolatedportions
of themaps.

Shown on top in Figure3.7areanoriginal image(left) anda perceptuallyplausibleforgeryof
thesameimage(right). Theoriginal imagewasCFA interpolatedusingbi-cubicinterpolation.The

5For displaypurposes,theFourier transformsof theprobabilitymapswereup-sampledby a factorof two, high-
pass®ltered,blurredto avoid aliasingartifacts,scaledto ®ll therange[0; 1], andgammacorrectedwith anexponent
of 2:0.
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Figure 3.6: Shown are the probability mapsof compositeimagesobtainedby splicing together
CFA interpolatedimages(left portionof eachimage)andthesameimagewithoutCFA interpolation
(right portion)— theoriginal imagesareshown in Figure3.5. Also shown is themagnitudeof the
Fouriertransformsof windows from thetwo regions.Notethatwindows from theCFA interpolated
regions(left) have localizedpeaksin the Fourier domain,while the windows from the non-CFA
interpolatedregions(right) do not.
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forgedimagewasmanipulatedwith AdobePhotoshopr , andthetamperingconsistedof hidingthe
damageon the car hoodusingair-brushing,smudging,blurring, andduplication. Shown on the
bottomof Figure3.7 are the probability mapof the tamperedimage,and the magnitudeof the
Fourier transformsof two windows,onefrom a tamperedportion(left), andonefrom anunadul-
teratedportion(right). Note thateventhoughtheperiodicpatternis not visible in theprobability
map,localizedfrequency peaksrevealits presencein theunadulteratedregion. Notealsothatthe
tamperedregiondoesnotcontainfrequency peaks.Shown ontop in Figure3.8is anotherexample
of anoriginal image(left) andthesameimageafterhaving beentamperedwith (right). Theorig-
inal imagewasCFA interpolatedusingthevariablenumberof gradientsalgorithm.Thetampered
imagewasmanipulatedusingAdobePhotoshopr , andthe tamperingconsistingin overlayinga
non-CFA interpolatedimageof a graf�ti-painted wall over the facadeof thebuilding. Shown on
thebottomof Figure3.8aretheprobabilitymapof thetamperedimage,andthemagnitudeof the
Fouriertransformsof two windowsonefrom atamperedportion(left), andonefrom anunadulter-
atedportion(right). Noteagainhow thepresenceof localizedfrequency peaksrevealthepresence
of theperiodicpatternin theunadulteratedregion,while theabsenceof peaksin theotherregion
revealsthetampering.

3.3.2 Sensitivity and Robustness

From a digital forensicpoint of view it is importantto quantify the robustnessandsensitivity of
our detectiontechnique.It is thereforenecessaryto devisea quantitativemeasurefor theperiodic
correlationsintroducedby CFA interpolation.This is achievedby comparingtheestimatedproba-
bility mapsof eachcolor channelof a givenimagewith syntheticallygeneratedprobabilitymaps.
A syntheticmapis generatedfor eachcolor channelasfollows:

sr (x; y) =

(
0 S(x; y) = r x;y

1 otherwise

sg(x; y) =

(
0 S(x; y) = gx;y

1 otherwise

sb(x; y) =

(
0 S(x; y) = bx;y

1 otherwise;

(3.48)

whereS(x; y) is de�ned asin Section3.1. Let pg(x; y) denotetheprobabilitymapobtainedfrom
thegreenchannelof animage.A similarity measurebetweenpg(x; y) andsg(x; y) is computedas
follows:

1. Theprobabilitymappg(�) is Fouriertransformed:Pg(! x ; ! y) = F (pg(x; y)) .

2. Thesyntheticmapsg(�) is Fouriertransformed:Sg(! x ; ! y) = F (sg(x; y)) .

3. Themeasureof similarity betweenpg(x; y) andsg(x; y) is thengivenby:

M (pg; sg) =
X

! x ;! y

jPg(! x ; ! y)j � jSg(! x ; ! y)j; (3.49)
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original tampered

probabilitymap(p) jF (p)j

Figure3.7: Shown on topareanoriginal (left) anda tamperedimage(right). Shown on thebottom
arethe probabilitymapof the tamperedimage's greenchannel,andthemagnitudeof theFourier
transformof two windows from theprobabilitymapcorrespondingto a tampered(left) andunadul-
terated(right) portionof the image. Note the lack of peaksin the tamperedregion signifying the
absenceof CFA interpolation.
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original tampered

probabilitymap(p) jF (p)j

Figure3.8: Shown on topareanoriginal (left) anda tamperedimage(right). Shown on thebottom
arethe probabilitymapof the tamperedimage's greenchannel,andthemagnitudeof theFourier
transformof two windows from theprobabilitymapcorrespondingto a tampered(left) andunadul-
terated(right) portionof the image. Note the lack of peaksin the tamperedregion signifying the
absenceof CFA interpolation.
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wherej � j denotesabsolutevalue(notethatthis similarity measureis phaseinsensitive).

Thesimilarity measuresbetweentheprobabilityandsyntheticmapsof theredandbluechannels,
M (pr ; sr ) andM (pb; sb), are computedin a similar way. If the similarity measure,M (pg; sg),
betweenpg(x; y) andsg(x; y) is above a speci�ed threshold,thena periodicpatternis assumedto
bepresentin theprobabilitymap,andthechannelis labeledasCFA interpolated.Thresholdsare
empirically determinedfor eachchannelto yield a 0% falsepositive rate, i.e., no color channel
from non-CFA interpolatedimagesis classi�edasCFA interpolated.

To simulatetampering,eachimagein our databaseis blurredanddown-sampledin orderto
destroy theoriginalCFA interpolationcorrelations.Theseimagesarethenre-sampledontoaBayer
CFA andinterpolatedwith eachof thealgorithmsdescribedin Section3.1. Givena three-channel
color image,we �rst computethesimilarity measuresbetweentheprobabilitymapsof eachcolor
channelandthe syntheticmaps. The imageis labeledasCFA interpolatedif at leastoneof the
threesimilarities is greaterthan the speci�ed thresholds,or as tamperedif all threesimilarities
arelessthanthethresholds.Usingthis approach,we have obtained,with a 0% falsepositive rate
(i.e.,a non-CFA interpolatedimageis never misclassi�ed),thefollowing classi�cationaccuracies
averagedover100images:

bilinear bi-cubic smoothhue
median
(3 � 3)

median
(5 � 5)

gradient-
based

adaptive
color
plane

variable
numberof
gradients

100% 100% 100% 99% 97% 100% 97% 100%

Counter Measures

To beusefulin a forensicsettingit is importantfor our detectionmethodto berobust to counter-
measures.Wehave testedthesensitivity of ourmethodto simplecounterattacksthatmayconceal
tracesof tampering:(1) lossycompressionschemes(e.g.,JPEG,GIF, andJPEG2000),(2) additive
whiteGaussiannoise,and(3) non-linearpoint-wisegammacorrection.Fifty imagestakenwith the
NikonCoolpix 950camera,wereprocessedasdescribedin theprevioussectionin orderto obtain
CFA andnon-CFA interpolatedimages.Shown in Figure3.9arethedetectionaccuracies(with 0%
falsepositives)for differentCFA interpolationalgorithmsasa functionof theJPEGcompression
quality. Note that thesedetectionaccuraciesare closeto 100%for quality factorsgreaterthan
96 (out of 100), andthat they decreasegracefullywhenthe quality factorsaredecreasing.This
decreasein accuracy is expected,sincethelossyJPEGcompressionintroducesnoisethatinterferes
with thecorrelationsintroducedby CFA interpolation.Thedecreasein accuracy dependson the
CFA interpolationalgorithm,e.g.,at quality 70, theaccuracy for smoothhueCFA interpolationis
56%, while the accuracy for adaptive color planeCFA interpolationdropsto 6%. We have also
testedour detectionmethodon imagesthat have been8-bit color indexed (GIF). The detection
accuracies(with 0%falsepositives)wereperfect(i.e.,100%) for all CFA interpolationalgorithms,
exceptfor theadaptivecolor planeinterpolation,wheretheaccuracy was96%. Testswith images
compressedwith the JPEG2000schemerevealeda weaknessin our approach.The quantization
of waveletcoef�cients employedby theJPEG2000scheme,introducesperiodicartifactsthatare
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Figure 3.9: Detectionaccuracies(with 0% falsepositives) for differentCFA interpolationalgo-
rithms as a function of JPEGcompressionquality. Eachdatapoint correspondsto the average
detectionaccuracy over®fty images.

indistinguishablefrom thoseintroducedby CFA interpolation. As a result, it is not possibleto
detectCFA interpolatedimagesthathavebeensubsequentlyJPEG2000compressed.

Shown in Figure3.10arethedetectionaccuracies(with 0% falsepositives)for differentCFA
interpolationalgorithmsasafunctionof thesignal-to-noiseratio(SNR)of additivewhiteGaussian
noise. In this case,theaccuraciesdroprelatively slowly astheSNRdecreases.For example,for
a SNR of 18db, even non-linearmethodsachieve very good detectionrates,e.g., 76% for the
adaptivecolor planetechnique,and86%for thevariablenumberof gradientstechnique.We have
also testedour detectionmethodon CFA interpolatedimagesgammacorrectedwith exponents
rangingfrom 0:5 to 1:5, in stepsof 0:1. For all CFA interpolationtechniquestheaccuracies(with
0%falsepositives)wereeither100%or 98%(i.e.,oneimageoutof �fty misclassi�ed).

It mayseemsurprisingthatwe canstill detecttheCFA interpolationcorrelationseven in the
presenceof perturbations(e.g., lossy compression,additive noise,non-linearluminancetrans-
forms)thatmaydestroy thesecorrelations.Thereasonfor this robustnessis thattheEM algorithm
employs a modelof correlationsthatarealreadycorruptedby noise,Equation(3.42).As a result,
thedetectionaccuracy is largely insensitive to smallperturbations,anddropsgracefullywhenthe
amountof perturbationincreases.

In summary, we have shown that our detectionmethodcan reasonablydistinguishbetween
CFA andnon-CFA interpolatedimagesevenwhentheimagesaresubjectedto lossycompression
(JPEGandGIF, but not JPEG2000),additivenoise,or luminancenon-linearities.
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Figure 3.10: Detectionaccuracies(with 0% falsepositives) for differentCFA interpolationalgo-
rithms as a function of signal-to-noiseratio (SNR). Eachdatapoint correspondsto the average
detectionaccuracy over®fty images.

3.4 Summary

Most digital camerasemploy a singlesensorin conjunctionwith a color �lter array(CFA) — the
missingcolorsamplesaretheninterpolatedfrom theserecordedsamplesto obtaina threechannel
color image. This interpolationintroducesspeci�c correlationswhich arelikely to be destroyed
whentamperingwith an image. As such,the presenceor lack of correlationsproducedby CFA
interpolationcanbe usedto authenticatean image,or exposeit asa forgery. We have shown,
for seven differentCFA interpolationalgorithms,that thesecorrelationsarewell estimatedby a
simplelinearmodel. This model,in conjunctionwith theEM algorithm,wasemployedto detect
manipulatedportionsof CFA interpolatedimages.We have shown the ef�cacy of this approach
to detectingtracesof digital tamperingin losslessandlossycompressedimages,andquanti�ed its
sensitivity to simpleattacks.

In February2002,FoveonInc. announcedaninnovative imagesensorthatcansimultaneously
samplethe red,green,andblue channelsat eachpixel location. This CMOS sensor, the Foveon
X3, employs threedifferentsensorlayersembeddedin silicon to exploit the fact that different
light frequenciespenetratesilicon to different depths. The sensorcomesin two versions: 4:5
and10:2 mega-pixels,and,asof 2004,it hasbeenincorporatedin severalcameras:thePolaroid
x530,theSigmasSD9andSD10,andtheHanVision HVDUO series.Obviously, digital cameras
equippedwith the FoveonX3 sensordo not needcolor �lter array interpolationanymore. As a
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result,color imagesfrom thesecameraswill no longerexhibit theperiodiccorrelationsspeci�c to
color �lter arrayinterpolatedimages,andourdetectionmethodwill notbeapplicable.We expect,
however, that our techniquewould still prove worthwhile in the future given that singlesensor
camerasconstitutethe vastmajority of the market today, andare likely to remaincheaper, and
moreavailableto averageusers.

As with any authenticationscheme,our approachis vulnerableto counter-attack.A tampered
imagecould,for example,bere-sampledontoa CFA, andthenre-interpolated.This attack,how-
ever, requiresknowledgeof thecamera's CFA patternandinterpolationalgorithm,andis likely to
bebeyondthereachesof anovice forger.
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3.5 CFA Corr elationsDetectionAlgorithm

/* Initialize */

choosef � (0)
u;v g randomly

chooseN and� 0

setp0 as1 over thesizeof therangeof possiblevaluesof f (x; y)

n = 0

repeat

/* expectationstep*/

for eachsamplelocation(x; y)

r (x; y) =
�
�
�f (x; y) �

P N
u;v= � N � (n)

u;v f (x + u; y + v)
�
�
� /* residualerror*/

end

for eachsamplelocation(x; y)

P(x; y) = 1
� n

p
2�

exp[� r 2(x; y)=2� 2
n ] /* conditionalprobability*/

w(x; y) = P (x;y )
P (x;y )+ p0

/* posteriorprobability*/

end

/* maximizationstep*/

computef � (n+1)
u;v g asthesolutionof thelinearsystemin Equation(3.47)

� n+1 =
� P

x;y w(x;y ) r 2(x;y )
P

x;y w(x;y )

� 1=2
/* new varianceestimate*/

n = n + 1

until (
P

u;v

�
�
� � (n)

u;v � � (n� 1)
u;v

�
�
� < � ) /* stoppingcondition*/
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Chapter 4

DoubleJPEG Compression

Tamperingwith a digital imagegenerallyrequiresthe useof a photo-editingsoftwarepackage,
suchasAdobePhotoshopr . Whencreatingdigital forgeries,an imageis loadedinto the photo-
editingsoftware,somemanipulationsareperformed,andtheimageis re-saved. If JPEGformatis
usedto storethe images(a majority of digital camerashave asdefault settingtheoption to store
imagesdirectly in JPEGformat) thetamperedimagehasbeendoubleJPEGcompressed.Double
compressedimagescontainspeci�c artifacts1 thatcanbeemployedto distinguishthemfrom single
compressedimages.Note,however, thatdetectingdoubleJPEGcompressiondoesnotnecessarily
prove malicioustampering:it is possible,for example,thata usermayre-save high quality JPEG
imageswith lower quality to save storagespace.Theauthenticityof a doubleJPEGcompressed
image,however, is at leastquestionableandfurtheranalysiswouldberequired.

We startby giving a brief descriptionof theJPEGcompressionalgorithm. Next, we describe
the speci�c artifactsintroducedby doubleJPEGcompressionandillustratethemon several ex-
amplesof natural images. Finally, we proposea methodfor detectingand quantifying double
compressedimagesandanalyzeits sensitivity on adatabaseof 100naturalimages.

4.1 JPEG Compression

JPEGis a standardizedimagecompressionprocedureproposedby a committeewith the same
nameJPEG(JointPhotographicExpertsCommittee).To begenerallyapplicable,theJPEGstan-
dard [1] speci�ed two compressionschemes:a losslesspredictive schemeand a lossy scheme
basedon thediscretecosinetransform(DCT). Themostpopularlossycompressiontechniqueis
known asthebaselinemethodandencompassesasubsetof theDCT-basedmodesof operation.In
this section,asummaryof thebaselinemethodwill bepresented.

Theencodingprocedureconsistsof threesequentialsteps[59], andyieldsacompressedstream
of data:

1. DiscreteCosineTransform (DCT): imagesamplesaregroupedinto 8 � 8 blocksin raster

1The fact that speci®cartifactsarepresentin doubleJPEGcompressedimageswasalso independentlynoticed
in [39].
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scanorder(left to right, top to bottom)andshiftedfrom unsignedto signedintegers(i.e.,
from range[0; 255] to [� 128; 127]), thenthe DCT of the blocksis computed.Let f (x; y)
denotean8 � 8 imageblock, thenits DCT takestheform:

F (! x ; ! y) =
1
4

c(! x)c(! y)
7X

x=0

7X

y=0

f (x; y) cos
(2x + 1)! x �

16
cos

(2y + 1)! y �
16

;

! x ; ! y = 0; : : : ; 7; (4.1)

wherec(! ) = 1=
p

2, for ! = 0, andc(! ) = 1 otherwise.

2. Quantization: TheDCT coef�cients obtainedin thepreviousstepareuniformly quantized.
The reasonfor quantizationis to representthe DCT coef�cients with no greaterprecision
thannecessaryfor adesiredvisualquality. Quantizationis apoint-wiseoperationde�ned as
divisionby aquantizationstepfollowedby roundingto thenearestinteger:

Fq(! x ; ! y) =
�

F (! x ; ! y)
s(! x ; ! y)

+
1
2

�
; ! x ; ! y = 0; : : : ; 7; (4.2)

wheres(! x ; ! y) is a frequency dependentquantizationstep. The relationshipbetweenthe
JPEGquality, Q, andthequantizationstepss(! x ; ! y) takestheform:

s(! x ; ! y) =

8
>><

>>:

max
�� 200� 2Q

100 C(! x ; ! y) + 1
2

�
; 1

�
; 50 � Q � 100

j
50
Q C(! x ; ! y) + 1

2

k
; 0 < Q < 50;

(4.3)

whereC(! x ; ! y) areexperimentallydeterminedto be:

C(! x ; ! y) =

2

6
6
6
6
6
6
6
6
6
6
4

16 11 10 16 24 40 51 61
12 12 14 19 26 58 60 55
14 13 16 24 40 57 69 56
14 17 22 29 51 87 80 62
18 22 37 56 68 109 103 77
24 35 55 64 81 104 113 92
49 64 78 87 103 121 120 101
72 92 95 98 112 100 103 99

3

7
7
7
7
7
7
7
7
7
7
5

: (4.4)

In Equation(4.4),theupperleft value(16) correspondsto theDC term,andthebottomright
value(99) correspondsto the highesthorizontalandvertical frequencies.The upperright
value(61) correspondsto the highestvertical frequency, and lowesthorizontalfrequency,
while thebottomleft value(72) correspondsto thehighesthorizontalfrequency, andlowest
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vertical frequency. Thesevalueswere determinedexperimentallyto yield a good trade-
off betweencompressionandperceptualquality. Note thatquantizationis a non-invertible
operation,thereforecausinglossof information. This steprepresentsthe main sourceof
informationlossin theDCT-basedJPEGcompressionscheme.

3. Entropy Encoding: This stepinvolves losslessentropy compressionthat transformsthe
quantizedDCT coef�cients into a streamof compresseddata. The most frequentlyused
procedureis Huffmancoding,althougharithmeticcodingis alsosupported.

Thedecodingof a compresseddatastreaminvolvesthe inverseof thepreviousthreesteps,taken
in reverseorder:

1. Entropy Decoding: Thecompresseddatastreamis decodedto recover thequantizedDCT
coef�cients.

2. De-quantization: For each8 � 8 block, the quantizedDCT coef�cients aremultiplied by
their correspondingquantizationsteps:

~F (! x ; ! y) = Fq(! x ; ! y)s(! x ; ! y); ! x ; ! y = 0; : : : ; 7; (4.5)

wheres(! x ; ! y) is de�ned in Equation(4.3).

3. InverseDiscrete CosineTransform (IDCT) : The IDCT of the de-quantizedDCT coef�-
cients, ~F (! x ; ! y), is �rst computed,thenthe result is shiftedbackto the range[0; 255] to
obtainreconstructed8 � 8 imageblocks. Let ~f (x; y) denotea reconstructedimageblock
obtainedfrom IDCT:

~f (x; y) =
1
4

7X

! x =0

7X

! y =0

c(! x )c(! y) ~F (! x ; ! y) cos
(2x + 1)! x �

16
cos

(2y + 1)! y�
16

;

x; y = 0; : : : ; 7; (4.6)

wherec(! ) = 1=
p

2, for ! = 0, andc(! ) = 1 otherwise.

For simplicity, only thecaseof sequentialcompressionof singlechannelimages(gray-scale)
hasbeenpresented.Three-channel(color) imagesare�rst convertedto a luminance-chrominance
colorspace[2], thechrominancechannelsaredown-sampledby afactorof two, thenthegray-scale
compressionmethodis independentlyappliedto theluminanceandchrominancechannels2.

NotethatdoubleJPEGcompressionamountsto doublequantizationof blockDCT coef�cients.
We will show next that thedoublequantizationof a signalof any type (e.g.,a sequenceof DCT
coef�cients) introducesspeci�c artifactsthatcanbequanti�ed anddetected.

2For theluminancechannelthequantizationtablefor gray-scaleimages,Equation(4.4), is employed.A different
quantizationtableis employedfor thechrominancechannels.
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4.2 DoubleQuantization

Considertheexampleof a genericdiscrete1-D signalx[t]. Quantizationis a point-wiseoperation
thatis describedby aone-parameterfamily of functions3 :

qa(u) =
j u

a

k
; (4.7)

wherea is thequantizationstep(a strictly positive integer),andu denotesa valuein therangeof
x[t]. De-quantizationis theinverseoperationthatbringsthequantizedvaluesbackto theiroriginal
range:q� 1

a (u) = au. Notethatthefunctionsqa(u) arenotinvertible,andthatde-quantizationis not
theinversefunctionof quantization.Doublequantizationis alsoa point-wiseoperationdescribed
by a two-parameterfamily of functions:

qab(u) =
� j u

b

k b
a

�
; (4.8)

wherea andb are the quantizationsteps(strictly positive integers). Note that doublequantiza-
tion canbe representedasa sequenceof threesteps:quantizationwith stepb, followed by de-
quantizationwith thesamestepb, followedby quantizationwith stepa.

Consideran examplewherethesamplesof x[t] arenormallydistributedin the range[0; 127]
(e.g.,a white noisesignal). To illustratethenatureof thedoublequantizationartifacts,theorigi-
nal signalx[t] is quantizedin four differentways,andthehistogramsof theoriginal andthefour
quantizedsignalsareshown in Figure4.1. Shown in panel(a) is the histogramof the normally
distributedoriginal signal. Shown in panels(b) and(c) arethe histogramsof singleanddouble
quantizedsignalswith steps2, and3 followedby 2, respectively. Note thatsomebins in thehis-
togramof thedoublequantizedsignalareempty. This is not surprisingsincethe�rst quantization
placesthesamplesof theoriginal signalinto 42bins,while thesecondquantizationre-distributes
theminto 64 bins. Note, however, the periodicoccurrenceof theseemptybins. Shown in Fig-
ure4.1,panels(d) and(e),arethehistogramsof singleanddoublequantizedsignalswith steps3,
and2 followedby 3, respectively. Note that the evenbins containapproximatelytwice asmany
samplesastheir neighboringodd bins. This periodicartifact would alsobe expected,sincethe
evenbins receive samplesfrom four original histogrambins,while theoddbins receive samples
from only two. Note,however, that in bothcasesthesinglequantizedsignalsdo not exhibit any
periodicartifacts.

To betterunderstandwhy thedoublequantizationof asignalintroducesperiodicartifactsin its
histogram,we will analyzethedependencebetweenthehistogramsof original signals,andsingle
anddoublequantizedsignals.Consider�rst thecaseof asinglequantizedsignaldenotedby xa[t],
anddenotethehistogramsof theoriginalandquantizedsignalsby h(u) andha(v), whereh(u), for
example,representsthenumberof samplesof x[t] thattake thevalueu. Therelationshipbetween
the original andquantizedsignalstakesthe form: xa[t] = qa(x[t]). Sinceqa(�) is a many-to-one
functionseveralvaluesfrom therangeof x[t] will maponto thesamevaluein therangeof xa[t],

3For the purposeof illustration and in order to make the analysiseasierwe will usethe ¯oor function in the
quantizationfunction.Similar resultscanbeshown if integerroundingis usedinstead.
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Figure4.1: Shown are:(a) thehistogramof anormallydistributedsignal;(b), (d) thehistogramsof
singlequantizedsignalswith quantizationsteps2, and3; (c), (e) thehistogramsof doublequantized
signalswith quantizationsteps3 followedby 2, and2 followedby 3. Notethepresenceof periodic
artifactsin thehistogramsof doublequantizedsignals.Notealsothatsuchartifactsarenot present
in thehistogramsof singlequantizedsignals.
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i.e., severalbins from h contribute to a bin in ha. For example,let v denotea valuein the range
of xa[t], thenthe valuesin the rangeof x[t] that mapto it arein the interval [av; av + (a � 1)].
Therefore,therelationshipbetweenh(u) andha(v) is givenby:

ha(v) =
a� 1X

k=0

h(av + k): (4.9)

Note that thereareexactly a bins in theoriginal histogramthatcontribute to eachbin in thehis-
togramof thequantizedsignal. Considernext thecaseof a doublequantizedsignal,denotedby
xab[t], andlet its histogrambedenotedby hab(v). Therelationshipbetweenthedoublequantized
andoriginal signalsis givenby: xab[t] = qab(x[t]). In contrastto thesinglequantizationcase,the
numberof binsof h thatcontributeto a bin of hab will dependon thedoublequantizedbin value.
Let v bea valuein therangeof xab[t]. Denoteby umin andumax thesmallestandlargestvalues,
respectively, in therangeof x[t] thatmapto v, i.e.,satisfytheequation:

� j u
b

k b
a

�
= v: (4.10)

Usingthefollowing propertyof the�oor function:

bzc = m ) m � z < m + 1; (4.11)

wherez is anarbitraryrealandm is thelargestintegersmallerthanz, Equation(4.10)yields:

v �
j u

b

k b
a

< v + 1 ,
a
b

v �
j u

b

k
<

a
b

(v + 1): (4.12)

Sincebu=bc is an integer , Equation(4.12)canberewritten usingtheceiling function to include
only integers: l a

b
v
m

�
j u

b

k
�

l a
b

(v + 1)
m

� 1: (4.13)

FromEquation(4.13)it canbeseenthatumin mustsatisfy:
j umin

b

k
=

l a
b

v
m

, umin =
l a

b
v
m

b; (4.14)

while umax mustsatisfy:
j umax

b

k
=

l a
b

(v + 1)
m

� 1 ,

umax =
� l a

b
(v + 1)

m
� 1

�
b+ (b� 1) =

l a
b

(v + 1)
m

b� 1: (4.15)

Sincedoublequantizationis a monotonicallyincreasingfunction, it follows that all the values
betweenumin andumax will mapto v throughdoublequantization.Therelationshipbetweenthe
originalanddoublequantizedhistogramstakestheform:

hab(v) =
umaxX

u= umin

h(u): (4.16)
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Notethatthenumberof original histogrambinscontributing to bin v in thedoublequantizedhis-
togramdependsonv, andlet n(v) denotethisnumber. UsingEquation(4.14)andEquation(4.15)
thevalueof n(v) is givenby4:

n(v) = umax � umin + 1 = b
� l a

b
(v + 1)

m
�

l a
b

v
m�

: (4.17)

Note that n(v) is a periodicfunctionwith periodb, i.e., n(v) = n(v + kb), wherek is any inte-
ger. This periodicityis thereasonthatperiodicartifactsappearin histogramsof doublequantized
signals.

UsingEquation(4.17),thedoublequantizationartifactsshown in Figure4.1canbeexplained.
Consider�rst thecaseof doublequantizationusingstepsb = 3 followedby a = 2, Figure4.1(c).
Thenumberof originalhistogrambinscontributingto doublequantizedhistogrambinsof theform
(3k + 2), with k integer, is givenby:

n(3k + 2) = 3
��

2
3

(3k + 3)
�

�
�

2
3

(3k + 2)
��

= 3
�

d2k + 2e�
�

2k +
4
3

��

= 3
�

2k + 2 � 2k �
�

4
3

��
= 0: (4.18)

This is consistentwith theobservationthatevery(3k + 2)nd (k integer)bin of thedoublequantized
histogramis empty. In the otherexampleof doublequantization,whenstepsb = 2 followedby
a = 3 areemployedin Equation(4.17),it canbeshown thatn(2k) = 4 andn(2k + 1) = 2, with k
integer. Again this is consistentwith Figure4.1(e).

Therearecaseswhenthehistogramof adoublequantizedsignaldoesnotcontainperiodicarti-
facts.For example,if in Equation(4.17)a=bis anintegerthenn(v) = a. Notethatthesameresult
is obtainedif thesignalweresinglequantizedwith stepa. In thiscase,singleanddoublequantized
signalshave thesamehistogram,thereforeit is impossibleto distinguishbetweenthem.Notealso
in Equation(4.16)thatthehistogramof thedoublequantizedsignal,hab, dependson thevaluesof
thehistogramof theoriginalsignalh. It is conceivablethathistogramsof originalsignalsmaycon-
tain naturallyoccurringartifactsthatcouldmaskthoseintroducedby doublequantization.While
this may happenon occasion,suchartifactsdo not occuroften. For example,the histogramsof
DCT coef�cients of naturalimagesaretypically well behaved,anddoublequantizationintroduces
detectableperiodicartifactsin mostcases.

4.3 Results

Shown in Figure4.2areexamplesof gray-scaleandcolorimagesthathavebeenJPEGcompressed.
Shown in the left columnareimagessinglecompressedwith qualities75 (Figure4.2(a)and(c)),

4If insteadof the¯oor function,integerroundingis employedfor quantization,it canbeshown thatn(v) takesthe
form: n(v) = b

� �
a
b (v + 1

2 )
�

�
�

a
b (v � 1

2 )
� �

:
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and 85 (Figure 4.2(b) and (d)), and in the middle column are the sameimagesimagesdouble
compressedwith qualities85 followedby 75 (Figure4.2(a)and(c)), and75 followedby 85 (Fig-
ure4.2(b)and(d)). Also shown in theright columnaretheabsolutedifferencesbetweenthesingle
anddoublecompressedimages5. Note thatalthoughthereis little perceptualdifferencebetween
thesingleanddoublecompressedimages,doublecompressionintroducesband-passnoisewith a
signal-to-noiseratio rangingbetween20db and24dB. SincedoubleJPEGcompressionamounts
to doublequantizationof DCT coef�cients of imageblocks,the histogramsof thesecoef�cients
will containperiodicartifacts,asexplainedin Section4.2. For example,shown in Figure4.3 are
theDCT coef�cients, their histogramsandtheFourier transformsof thezero-meanhistogramsof
thegray-scaleimagesin Figure4.2(a).Shown in Figure4.3(a)-(b)aretheDCT coef�cients of the
singleJPEGcompressedimagewith quality75, while in Figure4.3(c)-(d)aretheDCT coef�cients
of thedoubleJPEGcompressedimagewith qualities85followedby 75. TheDCT coef�cients are
shown asimages(auto-scaledto �ll the full intensityrange),whereeachpixel correspondsto a
8 � 8 block in theJPEGcompressedimages,andthe intensitiesrepresentthecoef�cient values.
Thecoef�cients in Figure4.3(a)and(c) correspondto DCT frequency (1; 1), theDC component,
andthecoef�cients in Figure4.3(b)and(d) correspondto DCT frequency (2; 2). In a way simi-
lar to Figure4.3, Figures4.4-4.6containtheDCT coef�cients6, their histogramsandtheFourier
transformsof the zero-meanhistogramsof the imagesin Figure4.2(b)-(d). Note that periodic
artifactsarepresentin thehistogramsof theDCT coef�cients of thedoublecompressedimages.
Theseartifactsareparticularlyvisible in the Fourier transformsof thehistogramsin the form of
strongpeaksin themid andhigh frequencies.Notethatfor singlecompressedimagesno periodic
artifactsor high-frequency peaksarepresent.

Theperiodicpatternsintroducedby doubleJPEGcompressiondependon thequality parame-
ters.As a result,it is possibleto detectnotonly if animagehasbeendoublecompressed,but also
thecompressionqualitiesthathavebeenused.Thesecondparametercanbefoundfrom thequan-
tizationtablestoredin theJPEG�le, while the�rst parametercanbeinferredfrom thelocationof
thefrequency peaksin theFouriertransformof theDCT coef�cient histograms.

4.3.1 Quantifying Double JPEG CompressionArtifacts

For forensicsapplications,it is importantto quantifythesensitivity androbustnessof ourapproach
for detectingdoubleJPEGcompression.To this endit is �rst necessaryto devise a quantitative
measurefor the periodic artifacts introducedin the DCT coef�cient histograms. The purpose
of this measureis to discriminatebetweensingle and doublequantizedcoef�cients, e.g., high
valueswould correspondto doublequantization,while low valueswould correspondto single
quantization.

Considera sequenceof DCT coef�cients known to have beendoublequantizedwith stepsb
followedby a. If a=bdoesnothaveanintegervalue,Section4.2,doublequantizationintroducesin
theDCT coef�cient histogramperiodicartifactsthathave a speci�c peakpatternin thefrequency

5For displaypurposes,theseabsolutedifferenceshave beenauto-scaledto ®ll thefull intensityrange,andgamma
correctedwith 
 = 0:75.

6For color imagestheDCT coef®cientsof theluminancechannelareshown.
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singlecompressed doublecompressed absolutedifference

(a)

(b)

(c)

(d)

Figure 4.2: Shown on the left arefour imagessingleJPEGcompressedwith qualities75, (a) and
(c), and85, (b) and(d). Shown in themiddlearethesameimagesdoubleJPEGcompressedwith
qualities85 followedby 75, (a) and(c), and75 followedby 85, (b) and(d). Shown on theright are
the absolutedifferencesof thesingleanddoubleJPEGcompressedimages(for displaypurposes,
thesedifferencesweregammacorrectedwith 
 = 0:75, andauto-scaledto ®ll the full intensity
range).SeealsoFigures4.3-4.6.
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(a)

(b)

(c)

(d)

Figure 4.3: Shown areDCT coef®cients,their histogramsandthe Fourier transformof the zero-
meanhistogramsfor a gray-scaleimagesingleJPEGcompressedwith quality 75, (a) and(b), and
doubleJPEGcompressedwith qualities85 followed by 75, (c) and(d). The DCT coef®cientsin
panels(a) and(c) correspondto DCT frequency (1,1), theDC component,andthosein panels(b)
and(d) correspondto DCT frequency (2,2).SeealsoFigure4.2.
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(a)

(b)

(c)

(d)

Figure4.4: Shown aretheDCT coef®cients,theirhistogramsandtheFouriertransformof thezero-
meanhistogramsfor a gray-scaleimagesingleJPEGcompressedwith quality 85, (a) and(b), and
doubleJPEGcompressedwith qualities75 followed by 85, (c) and(d). The DCT coef®cientsin
panels(a) and(c) correspondto DCT frequency (1,1), theDC component,andthosein panels(b)
and(d) correspondto DCT frequency (2,2).SeealsoFigure4.2.
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(a)

(b)

(c)

(d)

Figure 4.5: Shown areDCT coef®cients,their histogramsandthe Fourier transformof the zero-
meanhistogramsof the luminancechannelof a color image,singleJPEGcompressedimagewith
quality 75, (a) and(b), anddoubleJPEGcompressedimagewith qualities85 followed by 75, (c)
and(d). The DCT coef®cientsin panels(a) and(c) correspondto the DCT frequency (1,1), the
DC component,andthosein panels(b) and(d) correspondto the DCT frequency (2,2). Seealso
Figure4.2.
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(a)

(b)

(c)

(d)

Figure 4.6: Shown are the DCT coef®cients, their histogramsand the Fourier transformof the
zero-meanhistogramsof the luminancechannelof a color image,singleJPEGcompressedimage
with quality 85, (a) and(b), anddoubleJPEGcompressedimagewith qualities75 followedby 85,
(c) and(d). TheDCT coef®cientsin panels(a) and(c) correspondto theDCT frequency (1,1),the
DC component,andthosein panels(b) and(d) correspondto the DCT frequency (2,2). Seealso
Figure4.2.
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domain. This patterncan be estimatedby taking a signal drawn from a uniform distribution,
doublequantizingit with thesamesteps(bfollowedby a), computingtheFouriertransformof the
doublequantizedsignal's histogram,and�nding the peaklocations. A quantitative measurefor
theperiodicityof theDCT coef�cients' histogramis thenobtainedby averagingtheenergy values
in thefrequency domainat thepeaklocations.Morespeci�cally, denotingwith hab(v) anduab(v)
thehistogramsof theDCT coef�cients andof thedoublequantized,uniformly distributedsignal,
respectively, thequantitativemeasureis computedasfollows:

1. Thehistogramshab anduab areFouriertransformed:

Hab(! ) = hab(v) Uab(! ) = uab(v): (4.19)

2. Thedoublequantizationpeaksarelocatedin Uab(! ) by selectingthevaluesabovea thresh-
old. Let P denotethesetof peaklocationsin thefrequency domain:

P = f ! j Uab(! ) � E tg; (4.20)

whereE t is anempiricallychosenthreshold7.

3. TheFouriertransformof theDCT coef�cient histogramtypically containsa decayingtrend
that interfereswith the peaksintroducedby doublequantization. This trend needsto be
removedin orderto obtainanaccuratemeasurementof thepeaks'energy. We have empiri-
cally foundthata two-parametergeneralizedLaplacemodelapproximateswell, in general,
theshapeof this trend8:

L(! ; � ; � ) = e�j ! j � =� : (4.21)

The modelparametersareestimatedthroughnon-linearminimizationto be optimal in the
least squaressense: (� ?; � ?) = argmin(�;� ) E(� ; � ), where the quadraticerror function
E(� ; � ) takestheform:

E(� ; � ) =
X

! 62P

(Hab(! ) � L(! ; � ; � ))2 : (4.22)

Notethat,in orderto avoid theinterferenceof thedoublequantizationpeaks,only thevalues
atnon-peaklocations,! 62P, areemployedin thecomputationof theerrorfunction.

Thedecayingtrendis removedby subtractingthegeneralizedLaplacemodel,L(! ; � ?; � ?),
from Hab(! ) andtakingthesquareto avoid negativevalues:

Dab(! ) = (Hab(! ) � L(! ; � ?; � ?))2: (4.23)

7For our experimentswe havechosenE t to bethe85th percentileof thevaluesof Uab(! ).
8ThegeneralizedLaplacemodel,alsoknown asgeneralizedGaussianor stretchedexponential,hasbeenusedin

thepastto modelthemarginaldensitiesof waveletcoef®cients[42, 57, 45]. Theexactform of thegeneralizedLaplace

distribution is givenby e�j x=s j p

Z (s;p ) , wherethenormalizingfactoris Z (s;p) = 2s
p �

�
1
p

�
, with thegeneralizedfactorial

gammafunctiongivenby: �( z) =
R1

0 tz� 1e� t dt.
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4. FromDab(! ) theperiodicitymeasureis computedasa weightedaverageat thepeakloca-
tionsin P:

M (hab; a;b) =
P

! W(! )Dab(! )
P

! W(! )
; (4.24)

wheretheweightsW(! ) aregivenby:

W(! ) =

(
Uab(! ) ! 2 P

0 ! 62P:
(4.25)

Note that the measurein Equation(4.24)dependson the histogramof the DCT coef�cients,
hab aswell ason thequantizationsteps,a andb. Sincein generalthe �rst quantizationstep,b, is
unknown,ameasurethatis independentof bis obtainedby takingthemaximumoverall detectable
valuesof b:

M (hab; a) = max
b2 B a

M (hab; a;b); (4.26)

wherethesetof all detectable�rst stepsis givenby: Ba = f b j a=b62N; b � bmaxg, wherebmax is
apositive integer.

Considerasequenceof DCT coef�cients known to bequantizedwith stepa andlet h(v) denote
its histogram.If thevalueof themeasure,M (h; a), is above a speci�ed threshold,it is assumed
that doublequantizationperiodicartifactsarepresentin the DCT coef�cient histogramandthe
DCT coef�cients arelabeledasdoublequantized.The thresholdis empiricallydeterminedfrom
singlequantizedDCT coef�cients sothatadesiredfalsepositiverateis obtained.

Shown in Figures4.7-4.8,panels(a)-(d),arethe histogramsandtheir Fourier transformsfor
a sequenceof DCT coef�cients, and for a signal drawn from a uniform distribution that have
beenboth doublequantizedwith steps3 followed by 7, and4 followed by 7, respectively. The
DCT coef�cients correspondto DCT frequencies(2; 1) and(1; 2), andhave beentakenfrom the
luminancechannelof imagesdoubleJPEGcompressedwith qualities85, followedby70. Notethat
thehighfrequency peaksappearatthesamelocationsin theFouriertransformsof bothhistograms.
Notealsothat thespectrumof thedoublequantizeduniform distribution histogramis �at except
at the locationsof the peaks,while the spectrumof the DCT coef�cient histogramcontainsa
decayingtrend.Shown in Figures4.7-4.8,panels(e)-(f), arethegeneralizedLaplacemodelsof the
DCT coef�cient spectraandthesquaredifferencesbetweenthespectraandthemodels.Thevalues
of theoptimal (in the leastsquaressense)modelparameterswere: � = 0:94961, � = 6:3683for
Figure4.7(e),and� = 1:2316, � = 5:3878for Figure4.8(e). Note the similarity betweenthe
spectraof the doublequantizeduniform distributions,on onehand,andthe differencebetween
theDCT coef�cient spectraandtheir models,on theotherhand.Thevaluesusedto computethe
weightedaveragein Equation(4.24)areindicatedby thebiggerwhitedotsin panels(d) and(f) of
Figures4.7-4.8.

4.3.2 Sensitivity and Robustness

With theability to quantitatively measurethedoublequantizationperiodicartifacts,we have de-
vised a simple schemeto detectdoubleJPEGcompressedimages. Given a JPEGcompressed
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(a)

(b)

(c)

(d)

(e)

(f)

Figure4.7: Shown are:(a) thehistogramof theDCT coef®cients,correspondingto DCT frequency
(2; 1), of adoubleJPEGcompressedimagewith qualities85followedby 70(thequantizationsteps
were3, and7, respectively); (b) theFouriertransformof thezero-meanhistogramin panel(a); (c)
thehistogramof asignaldrawn from auniformdistribution,doublequantizedwith steps3 followed
by 7; (d) theFouriertransformof thezero-meanhistogramin panel(c); (e) thegeneralizedLaplace
modelthatbestapproximates(in theleastsquaressense)theFouriertransformin panel(b); (f) the
squaredifferencebetweentheFouriertransformandthemodel,panels(b) and(e).
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(a)

(b)

(c)

(d)

(e)

(f)

Figure4.8: Shown are:(a) thehistogramof theDCT coef®cients,correspondingto DCT frequency
(1; 2), of adoubleJPEGcompressedimagewith qualities85followedby 70(thequantizationsteps
were4, and7, respectively); (b) theFouriertransformof thezero-meanhistogramin panel(a); (c)
thehistogramof asignaldrawn from auniformdistribution,doublequantizedwith steps4 followed
by 7; (d) theFouriertransformof thezero-meanhistogramin panel(c); (e) thegeneralizedLaplace
modelthatbestapproximates(in theleastsquaressense)theFouriertransformin panel(b); (f) the
squaredifferencebetweentheFouriertransformandthemodel,panels(b) and(e).
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Q2 50 55 60 65 70 75 80 85 90 95

Q1

50 – 100% 100% 100% 100% 100% 100% 100% 100% 100%

55 70% – 99% 100% 100% 100% 100% 100% 100% 100%

60 98% 85% – 100% 100% 100% 100% 100% 100% 100%

65 100% 100% 100% – 100% 100% 100% 100% 100% 100%

70 100% 100% 100% 97% – 100% 100% 100% 100% 100%

75 93% 100% 100% 100% 100% – 100% 100% 100% 100%

80 96% 100% 98% 100% 100% 100% – 100% 100% 100%

85 74% 65% 100% 98% 100% 100% 100% – 100% 100%

90 48% 63% 78% 89% 99% 100% 100% 100% – 100%

95 N=D N=D 73% 98% N=D N=D N=D 100% 100% –

Table4.1: Detectionaccuracy with 0%falsepositiveratefor doubleJPEGcompressedimages.The
®rst quality is heldconstanton therows,while thesecondquality is heldconstanton thecolumns.
TheN=D (notdetectable)tableentriescorrespondto pairsof qualitiesthatyield doublecompressed
imagesindistinguishablefrom singlecompressedimages.Eachaccuracy valuecorrespondsto an
averageover100images.SeealsoFigure4.9.

image,we �rst extract thecoef�cients of a subsetof DCT frequencies,andthequantizationtable
storedin theJPEG�le. Next, we employ theperiodicitymeasurede�ned in theprevioussection,
Equation(4.26),to checkif therearedoublequantizedcoef�cients. If thecoef�cients of at least
oneDCT frequency aredoublequantized,the imageis labeledasdoubleJPEGcompressed.A
moredetaileddescriptionof thismethodis presentedin Section4.5.

To testourdetectionmethodwehavebuilt adatabaseof 100color images,1024� 1024in size.
Theseimageswerecroppedfrom approximately35larger2000� 3008imagestakenwith aNikon
D100cameraandstoredin RAW format. EachimagewasdoubleJPEGcompressedwith several
pairsof qualities.Thetwo chrominancechannelsof aJPEGcompressedimagearedown-sampled
by a factorof two, andquantizedusinglargequantizationsteps.As a result,thehistogramsof the
chrominanceDCT coef�cients containlittle information,which makesthe detectionof periodic
doublequantizationartifactsdif�cult. For our detectionexperiments,we have employedonly the
histogramsof theDCT coef�cients from theluminancechannel.Theparametersof our detection
algorithmwere�x edthroughoutto be: N = 10, V1 = f� 128; : : : ; 127g, V2; V3 = f� 64; : : : ; 63g,
V4; : : : ; V10 = f� 32; : : : ; 31g,

Shown in Table4.1 andFigure4.9 arethe detectionaccuraciesof our methodwhenapplied
to singleanddoubleJPEGcompresseddatabaseimages.The falsepositive ratewas0%, i.e., no
singlecompressedimageis misclassi�ed. Eachtablevalueandgraphdatapoint correspondsto
an averageover the 100 images. In general,the detectionaccuraciesare nearly perfect. Note
that in Table4.1 several entrieswhose�rst quality is 95 aremarked N=D (not detectable),e.g.,
Q1 = 95andQ2 = 80. Thisis because,for theDCT frequenciesconsidered,theratiosbetweenthe
secondand�rst quantizationstepshave integervalues,in which case,asexplainedin Section4.2,
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Figure4.9: Shown aretheaccuraciesof detectingdoubleJPEGcompressedimageswith a0%false
positive rate.Eachgraphshows theaccuraciesfor a®xedsecondquality factorasa functionof the
®rst quality factor. Themissingpointsin thegraphscorrespondto undetectablepairsof qualities.
Eachpoint correspondsto anaverageover100images.SeealsoTable4.1.
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the doublequantizationis undetectable.Note also that for high �rst qualitiesand low second
qualitiesfactors,e.g., Q1 = 90 and Q2 = 50, the detectionaccuracy dropsto approximately
50%. The reasonfor this decreasein accuracy is twofold. First, the quantizationstepsof the
DCT coef�cients arelarger for imagescompressedwith lower qualities(e.g.,50 to 65), and,as
a result,thenumberof quantizedDCT coef�cients asa functionof coef�cient magnitudedecays
very fast, i.e., the DCT coef�cient histogramshave a supportthat is shorterand concentrated
aroundzero. Second,doublequantizationwith a small �rst stepfollowedby a largesecondstep
(asis thecaseof imagesdoublecompressedwith ahigher�rst quality followedby a lowersecond
quality) introducesperiodicartifactswith a large period,proportionalto thesecondquantization
step.Detectingperiodicartifactswith a largeperiodin a shortsupportsignalis, not surprisingly,
moredif�cult.

4.4 Summary

Wehaveproposedatechniquefor detectingif aJPEGimagehasbeendoublecompressed,asmight
occurif theimagehasbeentamperedwith. Thistechniqueexploits thefactthatdoubleJPEGcom-
pressionamountsto doublequantizationof theblock DCT coef�cients, which introducesspeci�c
artifactsvisible in the histogramsof thesecoef�cients. We have deviseda quantitative measure
for theseartifacts,andemployed this measureto discriminatebetweensingleanddoubleJPEG
compressedimages.Therearecertaintheoreticallimitationsthatmakedoublecompressedimages
impossibleto detectin certaincases.We have, however, analyzedthe sensitivity of the double
JPEGdetectionmethodon a largenumberof imagesandfoundthata broadrangeof quality fac-
tors is detectable.We have noticedthat imagesthatarecompressed�rst with a high quality, then
with asigni�cantly lowerqualityaregenerallyharderto detect.

As is oftenthecasewith imageauthenticationschemes,our methodis vulnerableto attack.If
a manipulatedimagein JPEGformat is cropped9 beforebeingre-saved,theartifactsdescribedin
thischapterwill no longerbepresent.It is possiblethatdifferentartifactsmaybepresent,andthis
will beaninterestingproblemfor furtherresearch.

9The croppingmustbedonesuchthat thegrid of 8 � 8 imageblocksusedby theoriginal JPEGcompressionis
differentfrom thatusedby thesecondcompression.For example,if the top row of an imageis removed,the8 � 8
block grid is shifteddown by onepixel, or if the leftmostcolumnis removed the grid shifts right by onepixel. If
thenumberof croppedrows or columnsis a multiple of 8, however, thegridsof theoriginal anddoublecompressed
imagesremainthesame.
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4.5 DoubleJPEG DetectionAlgorithm

1. Given an image,JPEGcompressedwith quality Q, let Ck(x; y) denotethe coef�cients of
DCT frequency k, anda(k) denotethe stepobtainedfrom the quantizationtablestoredin
theJPEG�le. TheDCT frequenciesareconsideredin thezig-zagordergivenby:

2

6
6
6
6
6
6
6
6
6
6
4

1 3 4 10 11 21 22 36
2 5 9 12 20 23 35 37
6 8 13 19 24 34 38 49
7 14 18 25 33 39 48 50
15 17 26 32 40 47 51 58
16 27 31 41 46 52 57 59
28 30 42 45 53 56 60 63
29 43 44 54 55 61 62 64

3

7
7
7
7
7
7
7
7
7
7
5

: (4.27)

2. Initialize theparameters:

� N : thenumberof DCT frequenciesconsidered

� Vk : thevectorsof bin centersemployedwhencomputinghistograms

3. For all k between1 and N , compute�rst the histogramsof the DCT coef�cients hk(v),
wherev 2 Vk . Next computethe periodicity measuresM (hk ; a(k)) , Equation(4.26). If
M (hk ; a(k) is greaterthananempiricallydeterminedthreshold,T(k; a(k)) , thenthecoef�-
cients,Ck(x; y), arelabeledasdoublequantized,elsethey areconsideredsinglequantized.

4. If at leastonesetof DCT coef�cients, Ck(x; y), is labeledasdoublequantized,then the
imageis classi�edasdoubleJPEGcompressed.
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Chapter 5

Detectionof Duplicated ImageRegions

A commonmanipulationwhentamperingwith animageis to copy andpasteportionsof theimage
to concealapersonor objectin thescene.If thesplicingis imperceptible,little concernis typically
given to the fact that identical (or virtually identical) regionsare presentin the image. In this
chapter, we presenta techniquethat canef�ciently detectand localizeduplicatedregions in an
image. This techniqueworks by �rst applyinga principal componentanalysis(PCA) on small
�x ed-sizeimageblocksto yield a reduceddimensionrepresentation.This representationis robust
to minor variationsin the imagedueto additive noiseor lossycompression.Duplicatedregions
arethendetectedby lexicographicallysortingall theimageblocks.A similarmethodfor detecting
duplicatedregionsbasedon lexicographicsortingof DCT blockcoef�cients wasproposedin [24].
While both methodsemploy a similar approach,the data-driven PCA basismay bettercapture
discriminatingfeatures.Weshow theef�cacy of this techniqueoncredibleforgeries,andquantify
its robustnessandsensitivity to additivenoise,andlossycompressionschemes.

5.1 DetectingDuplicated Regions

Given an imagewith N pixels our task is to determineif it containsduplicatedregionsof un-
known locationandshape.An exhaustive approachthatexaminesevery possiblepair of regions
hasan exponentialcomplexity in the numberof imagepixels, andis obviously computationally
prohibitive. A moreef�cient algorithmmight look for duplicationof small �x ed-sizedblocks1.
By stringingeachsuchblock into avectorandlexicographicallysortingall imageblocks,identical
blockscorrespondto adjacentpairsin thesortedlist. Theprimarycostof thisalgorithmis givenby
thelexicographicsorting,yieldingacomplexity in O(N logN ), sincethenumberof imageblocks
is proportionalto N , thenumberof imagepixels.Notethatthis is a signi�cant improvementover
thebrute-forceexponentialalgorithm. Thedrawbackof this approach,however, is that it is sen-
sitive to small variationsbetweenduplicatedregionsdueto, for example,additive noiseor lossy
compression.We describenext analgorithmthatovercomestheselimitationswhile retainingits
ef�ciency.

1We assumethatthesizeof theblocksis considerablysmallerthantheduplicatedregion to bedetected.
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Considera gray-scaleimagewith N pixels (we discussbelow how this algorithm extends
to color images). An image is tiled with overlappingblocks of b pixels (

p
b �

p
b pixels in

size), eachof which is assumedto be considerablysmaller than the size of the duplicatedre-
gions to be detected. Let ~x i , i = 1; : : : ; Nb, denotetheseblocks in vectorizedform, where
Nb = (

p
N �

p
b+ 1)2. Wenow consideranalternaterepresentationof theseimageblocksbased

on a principal componentanalysis(PCA) [15]. Assumethat the blocks~x i arezero-mean2, and
computethecovariancematrixas:

C =
NbX

i =1

~x i ~xT
i : (5.1)

Theorthonormaleigenvectors,~ej , of thematrixC, with correspondingeigenvalues,� j , satisfying:

C~ej = � j ~ej ; (5.2)

de�ne theprincipalcomponents,wherej = 1; : : : ; b and� 1 � � 2 � � � � � � b. Theeigenvectors,
~ej , form anew linearbasisfor eachimageblock,~x i :

~x i =
bX

j =1

aj ~ej ; (5.3)

whereaj = ~xT
i ~ej , and~ai = (a1 : : : ab) is thenew representationfor eachimageblock.

Thedimensionalityof thisrepresentationcanbereducedby simplytruncatingthesumin Equa-
tion (5.3) to the �rst N t terms.Notethat theprojectionontothe�rst N t eigenvectorsof thePCA
basisgivesthe bestN t -dimensionalapproximationin the leastsquaressense,if the distribution
of thevectors,~x i , is a multi-dimensionalGaussian[15]. This reduceddimensionrepresentation,
therefore,providesa convenientspacein which to identify similar blocksin thepresenceof cor-
ruptingnoise,astruncationof thebasiswill removeminor intensityvariations.

The detectionalgorithmproceedsasfollows. First, to further reduceminor variationsdueto
corruptingnoise,the reduceddimensionrepresentationof eachimageblock, ~ai , is component-
wisequantized,b~ai =Qc, wherethepositive integerQ denotesthenumberof quantizationbins3. A
Nb � bmatrix is constructedwhoserowscontainthesequantizedcoef�cients. Let thematrixS be
theresultof lexicographicallysortingtherowsof thismatrix in columnorder. Let~si denotethei th

row of this sortedmatrix, andlet the tuple(x i ; yi ) denotetheblock's imagecoordinates(top-left
corner)thatcorrespondsto~si . Considernext all pairsof rows~si and~sj , whoserow distance,ji � j j,
in thesortedmatrix S is lessthana speci�ed threshold.Theoffset,in theimage,of all suchpairs
is givenby:

(x i � x j ; yi � yj ) if x i � x j > 0

(x j � x i ; yi � yj ) if x i � x j < 0

(0; jyi � yj j) if x i = x j

2If theblocks,~x i , arenot zero-mean,thenthemean,~� = 1=Nb
P N b

i =1 ~x i , shouldbesubtractedfrom eachblock,
~x i � ~� .

3For simplicity weauseaconstantnumberof quantizationbins,althoughit mightbemoreappropriateto usemore
binsfor thecoordinateswith highervariance,andfewerbinsfor thelowervariancecoordinates.
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From a list of all suchoffsets,duplicatedregionsin the imagearedetectedby noting the offsets
with highoccurrence.For example,a largeduplicatedregion will consistof many smallerblocks,
eachof theseblockswill appearin closeproximity to eachotherin the lexicographicallysorted
matrix, andwill have thesameoffset. In orderto avoid falsehits dueto uniform intensityareas,
offsetmagnitudesbelow a speci�ed thresholdareignored.SeeSection5.4 for a detailedstep-by-
stepalgorithm.

The resultsof this detectioncanbe visualizedby constructinga duplicationmap — a zero
imageof the samesizeasthe original is created,andall pixels in a region believed to be dupli-
catedare assigneda uniquegray-scalevalue. The complexity of this algorithm, dominatedby
the lexicographicsorting, is in O(N tN logN ), whereN t is the dimensionof the PCA reduced
representationsandN is thetotal numberof imagepixels.

Thereareat leasttwo ways in which this algorithmcan be extendedto color images. The
simplestapproachis to independentlyprocesseachcolor channel(e.g.,RGB) to yield threedupli-
cationmaps.Thesecondapproachis to applyPCA to color blocksof size3b, andproceedin the
samewayasdescribedabove. Theduplicationdetectionalgorithmcanalsobeemployedto detect
if two, or more,imagescontainidenticalregions,aswouldhappenwhena region from oneimage
is copiedthenpastedinto a differentimage.Giventwo images,thePCA is appliedto overlapping
blocksfrom bothimages,andthedetectionproceedsasin thesingleimagecase.

5.2 Results

Shown in Figures5.1-5.3areoriginal andtamperedimages.Thetamperingconsistedof copying
andpastinga region in the imageto conceala personor object. Shown in the lower portion of
these�gures aretheoutputsof ourdetectionalgorithmasappliedto thetamperedimagesavedwith
JPEGquality factorsbetween50and100. In eachmap,thetwo duplicatedregionsareshown with
differentgray-scalevalues.In all of theseexamples,all parameterswere�x edandsetto: b = 64,
� = 0:01, Q = 256, Nn = 100, N f = 128, Nd = 16 (seeSection5.4 for details).Truncationof
thePCA basistypically reducesthedimensionfrom 64 to 32. Theaverageruntimefor onecolor
channelof a 512� 512 imagerunningon a 3 GHz processor, is approximately10 seconds.For
visualizationpurposes,theduplicationmapwas(1) dilatedthenerodedto eliminateholesin the
duplicatedregions,and(2) erodedthendilatedto eliminatespuriouspairsof duplicatedblocks.A
disk-shapedstructuringelementwith a radiusof 20 pixels wasemployed for thesemorphologic
operations[26].

To quantify the robustnessandsensitivity of our algorithmwe constructeda databaseof 100
color imagesof size512� 512pixels.Theseimageswerecroppedfrom larger2000� 3008images
takenwith a Nikon D100digital camera.In eachimage,a randomsquareregion wascopiedand
pastedontoarandom,non-overlappingpositionin theimage.EachimagewastheneitherJPEGor
JPEG2000compressedwith varyingquality factors,or corruptedwith additivenoisewith varying
signalto noiseratios(SNR).Shown onthetoprow of Figure5.4,for example,arefour imageswith
duplicatedregionsof size32� 32, 64� 64, 96� 96, and128� 128— the�rst two imageswere
compressedwith JPEGqualities85and65, andtheothertwo imageswerecorruptedwith additive
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original tampered

50 60 70

80 90 100

Figure 5.1: Shown areanoriginal anda tamperedimage.Shown below aretheoutputduplication
mapsfrom thegreenchannelof thetamperedimagesavedwith JPEGqualitiesrangingbetween50
and100.
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Figure 5.2: Shown areanoriginal anda tamperedimage.Shown below aretheoutputduplication
maps(correspondingto differentregionsusedto concealeachperson)from the greenchannelof
thetamperedimagesavedwith JPEGqualitiesrangingbetween50and100.
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original tampered
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Figure 5.3: Shown areanoriginal anda tamperedimage.Shown below aretheoutputduplication
mapsfrom thegreenchannelof thetamperedimagesavedwith JPEGqualitiesrangingbetween50
and100.
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JPEG(85) JPEG(65) SNR(36db) SNR(29db)

Figure5.4: Shown onthetoprow arefour imageswith duplicatedregionsof size32� 32, 64� 64,
96 � 96, and128� 128, afterhaving beenJPEGcompressed(®rstandsecondimages)or corrupted
with additivenoise(third andfourth images).Shown below aretheduplicationmapsreturnedwhen
runningouralgorithmon eachimage's greenchannel.

noisewith SNRsof 36db and29db. Shown on the bottomrow of Figure5.4 arethe duplication
mapsreturnedwhenrunningouralgorithmonthegreenchannelof eachimage.In theseexamples,
andthosedescribedbelow, all parametersweresetto: b = 64, � = 0:01, Q = 256, Nn = 100,
N f = 128, Nd = 16. Shown in Figure5.5 arethe detectionaccuracy andthe falsepositive rate
asfunctionsof JPEGcompressionquality for differentsizesof duplicatedregions. Note that the
accuracy is, in general,verygood,exceptfor smallblock sizesandlow JPEGqualities.Notealso
that theaveragenumberof falsepositives(regionsincorrectlylabeledasduplicated)is relatively
low. Shown in Figure5.6 are the detectionaccuracy and the falsepositive rateas functionsof
the JPEG2000compressionquality (in bits per pixel). The accuracy is nearlyperfectfor block
sizesgreaterthan32� 32, andthe falsepositive rate is low. Whencomparedto classicJPEG,
the only notabledifferenceis that, in JPEG2000compressedimages,the detectionof 64� 64
duplicatedregions is more robust (higher accuracy for lower qualities),while the detectionof
32� 32duplicatedregionsis lessrobust(loweraccuracy for higherqualities).Shown in Figure5.7
are the detectionaccuracy and falsepositive rateas functionsof signal to noiseratio (SNR) of
additivewhite Gaussiannoise.As in thepreviousexamples,thedetectionratesarenearlyperfect,
except for small block sizesand low SNR. Non-linearpoint-wisetransformations,e.g.,gamma
correction,donotaffect thedetectionof duplicatedregionsin animageaslongasthey areapplied
uniformly acrossthe image. The sameis true for GIF compression.Sinceidenticalcolor pixels
in theoriginal imagemapto thesameindexedcolor in theGIF image,duplicatedregionsin the
original imageremainidenticalin theGIF image.
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Figure 5.5: Thedetectionaccuracies(left column)andtheaveragenumberof falsepositives(right
column)areshown asfunctionsof theJPEGcompressionquality. Eachrow correspondsto dupli-
catedblocksof sizerangingfrom 32 � 32 to 160� 160pixels. Eachdatapoint correspondsto an
averageover100images.
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Figure 5.6: Thedetectionaccuracies(left column)andtheaveragenumberof falsepositives(right
column)areshown asfunctionsof theJPEG2000compressionquality (in bitsperpixel). Eachrow
correspondsto duplicatedblocksof sizerangingfrom 32� 32to 160� 160pixels.Eachdatapoint
correspondsto anaverageover100images.
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Figure 5.7: Thedetectionaccuracies(left column)andtheaveragenumberof falsepositives(right
column)areshown asfunctionsof theSNRof addedwhite Gaussiannoise.Eachrow corresponds
to duplicatedblocksof sizesrangingfrom 32� 32to 160� 160pixels.Eachdatapointcorresponds
to anaverageover100images.
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5.3 Summary

We have presentedanef�cient androbust techniquethatautomaticallydetectsduplicatedregions
in an image. This techniqueworks by �rst applyinga principal componentanalysis(PCA) on
small,�x ed-sizeimageblocksto yield a reduceddimensionrepresentationthat is robustto minor
variationsin the imagedueto additive noiseor lossycompression.Duplicatedregionsarethen
detectedby lexicographicallysortingall the imageblocks. We have shown the effectivenessof
this techniqueonplausibleforgeries,andhavequanti�ed its sensitivity to additivenoise,andlossy
compressionschemes— we �nd that detectionis possibleeven in the presenceof signi�cant
amountsof distortion.
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5.4 Duplication DetectionAlgorithm

1. Let N bethetotal numberof pixelsin agray-scaleor color image

2. Initialize theparameters:

� b: number of pixels per block (
p

b �
p

b pixels in dimension) — there are
Nb = (

p
N �

p
b+ 1)2 suchblocks

� � : fractionof theignoredvariancealongtheprincipalaxes

� Q: numberof quantizationbins

� Nn : numberof neighboringrows to searchin lexicographicallysortedmatrix

� N f : minimumfrequency threshold

� Nd: minimumoffsetthreshold

3. Using PCA, computethe new N t -dimensionalrepresentation,~ai , i = 1; : : : ; Nb, of eachb
pixel imageblock (for color images:(1) analyzeeachcolor channelseparately;or (2) build

asinglecolorblock of size3bpixels).Thevalueof N t is chosento satisfy:1 � � =
P N t

i =1 � iP b
i =1 � i

,
where� i aretheeigenvaluesascomputedby thePCA,Equation(5.2).

4. Build a Nb � bmatrix whoserows aregivenby thecomponent-wisequantizedcoordinates:
b~ai =Qc.

5. Sort therows of theabove matrix in lexicographicorderto yield a matrix S. Let ~si denote
the rows of S, andlet (x i ; yi ) denotethe coordinates(top-left cornerin the image)of the
block thatcorrespondsto ~si .

6. For everypairof rows~si and~sj from S suchthatji � j j < Nn , placethepairof coordinates
(x i ; yi ) and(x j ; yj ) ontoa list.

7. For all elementsin this list, computetheir offsets,de�ned as:

(x i � x j ; yi � yj ) if x i � x j > 0

(x j � x i ; yi � yj ) if x i � x j < 0

(0; jyi � yj j) if x i = x j

8. Discardall pairsof coordinateswith anoffsetfrequency lessthanN f .

9. Discardall pairswhoseoffsetmagnitude,
p

(x i � x j )2 + (yi � yj )2, is lessthanNd.

10. From the remainingpairsof blocksbuild a duplicationmapby constructinga zero image
of thesamesizeastheoriginal, andcoloringall pixelsin a duplicatedregion with a unique
gray-scaleintensityvalue.
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Chapter 6

Blind Estimation of Background Noise

Digital imageshave an inherentamountof noiseintroducedeitherby the imagingprocessor by
digital compression.The amountof noiseis typically uniform acrossthe entire image. If two
imageswith differentnoiselevels aresplicedtogether, or if small amountsof noiseare locally
addedto concealtracesof tampering,thenvariationsin the local noisevarianceacrossthe image
canbe usedasevidenceof tampering. Measuringthe local noisevarianceis non-trivial in the
absenceof theoriginal signal.Severalblind signalto noiseratio (SNR)estimatorshave,however,
beenproposed[49]. Sincetheseestimatorswork by estimatingthe variancesof both the signal
andthenoise,they canbeemployedto measurethelocal noisevarianceof animage1. Wepresent
onesuchestimator, M 2M4 [43], andshow its effectivenessin measuringthe local noisevariance
in images.

6.1 Blind Signal-to-NoiseRatio Estimation

Webegin by assuminganadditivenoisemodel:

y[t] = x[t] + w[t]; (6.1)

wherex[t] is the uncorruptedsignalwith varianceS andw[t] is the noisewith varianceN . Let
M2 = Ef y2[t]g andM 4 = Ef y4[t]g denotethesecondandforth momentsof thecorruptedsignal,
whereEf�g is theexpectedvalueoperator2. Assumingthat thesignalandnoiseareindependent

1To be invariantto theunderlyingsignalstrength,we analyzethenoisevarianceinsteadof the ratio of signalto
noisevariances.

2In practice, all the expectedvaluesare estimatedas sampleaverages. For example, the secondand forth
momentsof the noisy signal are computedas: M 2 = 1

N

P N
t =1 (y[t] � � )2, and M 4 = 1

N

P N
t =1 (y[t] � � )4, where

� = 1
N

P N
t =1 y[t] denotesthesamplemean.
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andzero-mean,it wasshown [49] thatM 2 andM 4 take theform:

M2 = E
�

y2[t]
	

= E
�

(x[t] + w[t])2
	

= E
�

x2[t]
	

+ 2Ef x[t]w[t]g + E
�

w2[t]
	

= S + N (6.2)

M4 = E
�

y4[t]
	

= E
�

(x[t] + w[t])4
	

= E
�

x4[t]
	

+ 4E
�

x3[t]w[t]
	

+ 6E
�

x2[t]w2[t]
	

+ 4E
�

x[t]w3[t]
	

+ E
�

w4[t]
	

= kxS2 + 6SN + kwN 2; (6.3)

wherekx = Ef x4[t]g=(Ef x2[t]g)2 andkw = Ef w4[t]g=(Ef w2[t]g)2 arethekurtosis's valuesof
theoriginalsignalandnoise.SolvingEquations(6.2-6.3)for S andN yieldstheestimators:

Ŝ =
M2(kw � 3) �

p
(9 � kxkw)M 2

2 + M 4(kx + kw � 6)
kx + ky � 6

(6.4)

N̂ = M 2 � Ŝ: (6.5)

Assumingwhite Gaussiannoise (kw = 3), and denotingthe kurtosis of the noisy signal with
ky = M 4=M 2

2 , theEquations(6.4-6.5)become:

Ŝ = M 2

r
ky � 3
kx � 3

(6.6)

N̂ = M 2

 

1 �

r
ky � 3
kx � 3

!

: (6.7)

Notethat theseestimatorswork only whentheoriginal signalis not Gaussian,i.e., kx 6= 3. Note
alsothatin orderto obtainreasonableestimatesfrom Equations(6.6-6.7),i.e.,positiverealvalues,
thefollowing conditionmusthold:

0 �
ky � 3
kx � 3

� 1: (6.8)

Thisconditionis equivalentto sayingthatthekurtosisof thenoisysignal,ky mustbebetweenthe
kurtosisof the original signal,kx , andthree,the kurtosisof the noise. Due to numericalerrors
andto the fact that insteadof the true kurtosisvalues,sampleaverageestimatorsareemployed,
the above conditionsmay not be alwaysful�lled, andcomplex or negative valuesmay occuron
occasion.

Notethatfor theseestimatorsthekurtosisof theoriginalsignalis assumedto beknown, which
maynot be true in general.In theresultspresentedbelow, it is assumedto beknown. It maybe
possible,for example,to estimatetheoriginal kurtosisfrom a region of animagethat is believed
to beunadulterated.
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Figure6.1: Two imagestakenwith aNikon D100camera.SeealsoFigures6.2-6.3.

6.2 Results

Wehaveemployedtheblindestimatorpresentedin theprevioussection,Equation(6.7),tomeasure
thelocalnoisevariancein animage.Westartby dividing theimageinto overlappingblocks,then,
for eachblock, thenoisevarianceis estimated.If theestimatesrevealtwo or moredifferentlevels
of noise,it is highly probablethattheimagehasbeentamperedwith.

Shown in Figure6.1 aretwo color imagesof resolutions3008� 2000(left) and1200� 798
(right), taken with a Nikon D100 digital camera.White Gaussiannoisewith differentvariances
waslocally addedto theseimages,andtheblind estimatorhasbeenappliedon 64 � 64 overlap-
ping3 blocksof the greenchannel.Shown in Figures6.2-6.3in the left andmiddle columnsare
thegreenchannelsof thenoisy imagesandtheabsolutedifferencesbetweentheoriginal andthe
noisy channels.The absolutedifferencesareshown on the sameintensityscale. Note that the
intensityof the noisy region in the absolutedifferenceimagesis proportionalto the amountof
noise,i.e., it decreaseswhenthenoisevariancedecreases.In theright column,theestimatedlocal
noisevariancesareshown asimageson thesamelogarithmicintensityscale(theintensityof each
pixel is proportionalto the logarithmof the estimatednoisevariancein a 64� 64 block). Note
thattheestimatednoisevariance's logarithmis visibly higherin thenoisyregion,andit decreases

3Theoverlapwas32pixelsalongeachdirection.
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32� 32 64� 64
actual estimated(db)
(db) mean std min max
-6.00 -6.045 0.255 -6.535 -5.411
-5.50 -5.608 0.227 -6.018 -5.018
-5.00 -5.138 0.179 -5.428 -4.675
-4.50 -4.617 0.127 -4.805 -4.259
-4.00 -4.059 0.079 -4.205 -3.846
-3.50 -3.490 0.049 -3.612 -3.390
-3.00 -2.947 0.040 -3.077 -2.862
-2.50 -2.465 0.051 -2.606 -2.331
-2.00 -2.083 0.076 -2.263 -1.884

actual estimated(db)
(db) mean std min max
-6.00 -5.993 0.269 -6.437 -5.276
-5.50 -5.568 0.226 -5.910 -4.973
-5.00 -5.095 0.166 -5.344 -4.644
-4.50 -4.578 0.118 -4.747 -4.207
-4.00 -4.020 0.077 -4.119 -3.752
-3.50 -3.469 0.057 -3.547 -3.260
-3.00 -2.938 0.048 -3.009 -2.775
-2.50 -2.457 0.055 -2.542 -2.271
-2.00 -2.063 0.090 -2.266 -1.813

96� 96 128� 128
actual estimated(db)
(db) mean std min max
-6.00 -5.990 0.286 -6.432 -5.323
-5.50 -5.566 0.242 -5.962 -5.000
-5.00 -5.092 0.177 -5.325 -4.625
-4.50 -4.567 0.122 -4.716 -4.182
-4.00 -4.018 0.086 -4.117 -3.724
-3.50 -3.469 0.065 -3.536 -3.221
-3.00 -2.948 0.056 -3.062 -2.734
-2.50 -2.466 0.064 -2.668 -2.244
-2.00 -2.055 0.096 -2.268 -1.797

actual estimated(db)
(db) mean std min max
-6.00 -5.922 0.307 -6.395 -5.144
-5.50 -5.514 0.250 -5.871 -4.819
-5.00 -5.045 0.186 -5.285 -4.460
-4.50 -4.527 0.138 -4.705 -4.080
-4.00 -3.993 0.093 -4.120 -3.657
-3.50 -3.458 0.068 -3.534 -3.193
-3.00 -2.948 0.059 -3.081 -2.738
-2.50 -2.467 0.065 -2.674 -2.295
-2.00 -2.049 0.100 -2.299 -1.795

Table 6.1: Shown arethestatisticsof theestimatednoisevariances(mean,standarddeviation,and
minimum andmaximumvalues)asobtainedfor differentblock sizes. Thesestatisticshave been
obtainedfrom 50naturalimages.Onaverage,thecorrectvalueis estimatedwith 1:5%of theactual
value.SeealsoFigure6.4.

proportionallywith theamountof noise.

6.2.1 Sensitivity and Robustness

To quantifythesensitivity of theblind noisevarianceestimation,wehaveemployeda databaseof
100color images1024� 1024in size.Theseimageswerecroppedfrom asmallersetof 30images
3008� 2000pixelsin size,takenwith aNikonD100camera.

Single-ChannelGray-ScaleImages

We have employedthegreenchannelsof theimagesin our databaseassingle-channel,gray-scale
images.White Gaussiannoisewith differentvarianceswasuniformly addedto thesegray-scale
images.Eachimagewasdividedinto overlappingblocks(with anoverlapof 50%of theblocksize
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5db

4db

3db

2db

Figure 6.2: Shown on theleft arethegreenchannelsof theleft imagein Figure6.1to whichwhite
Gaussiannoisewith differentvarianceswaslocally added,in themiddlearetheabsolutedifferences
betweenthenoisyandnoiselessgreenchannels,andon the right arethe resultsof the local noise
varianceestimation.
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Figure6.3: Shown ontheleft arethegreenchannelsof theright imagein Figure6.1to whichwhite
Gaussiannoisewith differentvarianceswaslocally added,in themiddlearetheabsolutedifferences
betweenthenoisyandnoiselessgreenchannels,andon the right arethe resultsof the local noise
varianceestimation.
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alongeachdirection),andnoisevarianceestimateswerecomputedusingtheestimator4 in Equa-
tion (6.7). A globalestimatewascomputedby �rst discardingthecomplex or negative individual
estimates,thenaveragingtheremainingones.Theresultsof blindly estimatingthenoisevariance
from 50gray-scaleimagesareshown in Table6.1,andsummarizedin Figure6.4.Theoriginaland
estimatedvaluesof thenoisevarianceareshown in decibels5 (db). On average,thecorrectvalue
is estimatedwithin 1:5%of theactualvalue.Notethat theestimatoris moreprecise(i.e., smaller
standarddeviation) for largernoisevariances,e.g.,morethan� 4db. This is dueto numericaland
estimationerrorswhich becomemoreimportantfor smallnoisevariances.

We have noticedthat due to numericalerrorsanderrorsin the estimationof the kurtosis,a
constantbiasis introducedin theestimatednoisevariances.Thisbiasconsistsin anover-estimation
of noisevarianceswhenthetruevaluesarevery small,i.e., lessthan� 4db. We have alsonoticed
thatthebiasis dependentof theblock sizeusedin theestimation.As such,in all our quantitative
results,theestimatednoisevariance,N̂ , is relatedto thetruevalue,N , by thefollowingempirically
determined,quadraticrelationships:

blocksize quadraticrelationship
32� 32 N = � 0:124890N̂ 2 + 0:36134N̂ � 0:67819
64� 64 N = � 0:083903N̂ 2 + 0:55407N̂ � 0:51599
96� 96 N = � 0:066877N̂ 2 + 0:64985N̂ � 0:40843

128� 128 N = � 0:052028N̂ 2 + 0:72881N̂ � 0:31318

Theserelationshipswereobtainedusingestimatesfrom 50 gray-scaleimagesdifferentfrom the
onesemployedin oursensitivity experiments.Notethat,whentheblocksizeincreases,thecoef�-
cientsof N̂ increasetowardsone,while thecoef�cients of N̂ 2 andthefreetermsdecreasetoward
zero. This suggeststhat the bias is becominglesspronouncedfor biggerwindow sizes. There
is, however, a trade-off betweentheblock sizeandtheresolutionof thenoisevarianceestimates,
whichmakesvery largeblocksizesimpractical.In ourexperiments,wehave foundthata64� 64
blocksizeofferedthebesttrade-off.

Multi-Channel Color Images

Themaindrawback,whenblindly estimatingthelocalnoisevariancein asingle-channelimage,is
thatthelocalkurtosisvaluesof thenoiselessimageneedto beknown. In thecaseof multi-channel,
color imagesit is possibleto employ a simpleheuristicto estimatethe original kurtosisvalues.
Underthe assumptionthat the noisehasthe samedistribution acrossall channels,this heuristic
worksby �rst takingtheaverageof thecolor channels(red,green,blue),thenestimatingthelocal
kurtosisfrom this averagechannelto approximatetheoriginal local kurtosisof theimage's green
channel.The estimationthenproceedsasbefore: the greenchannelis divided into overlapping
blocks,andthenoisevarianceof eachblock is computedusingtheestimatorin Equation6.7,and
thepreviouslycomputedestimatesof theoriginal local kurtosis.

4In all experimentswehaveemployedthesampleaverageestimatesfrom theoriginalgreenchannelsof theimages
asoriginal kurtosisvalues.

5If N denotesthevarianceof a noisesignal,thenits valuein decibelsis givenby: 10log10 N .
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Figure 6.4: Shown aretheaverageestimatednoisevariancesandtheir standarddeviations,plotted
againstthe true valuesof the noisevariances.Eachdatapoint correspondsto an averageover 50
imagesusingblocksof varioussizes.SeealsoTable6.1.
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White Gaussiannoisewith different varianceswas uniformly addedto the color imagesin
the database.For a givencolor image,the varianceof the noisewasthe samefor eachchannel.
The resultsof blindly estimatingthe local noisevariancefrom 50 color images(whentheabove
heuristicis employed) areshown in Table6.2, andsummarizedin Figure6.5. The original and
estimatednoisevariancesareshown in decibels(db). Note that, for noisevariancesgreaterthan
� 3db, theestimationis bothaccurateandprecise,thatis, themeanof theestimatesis closeto the
actualvalue,andthestandarddeviationof theestimatesis small.For noisevariancessmallerthan
� 4db, however, the estimationfails. The reasonfor this poorperformanceis relatedto both the
failure of our heuristicto accuratelyestimatethe original local kurtosis,andto the errorsin the
othersampleaverageestimates.

As in theexperimentswith single-channelimages,we have noticedthatdueto numericaland
sampleaverageerrors,a constantbias is introducedin the estimatednoisevariances.We have
empiricallyfoundthata linearmodelsuf�ces to approximatethisbiaswell. Wehaveemployedthe
averageestimatesin therangebetween� 3:5dband� 1db(i.e.,therangefor whichthediscrimina-
tion of differentnoiselevels is possible),to empiricallyestimatelinear relationshipsbetweenthe
estimatedandtruenoisevariances:

blocksize linearrelationship
32� 32 N = 1:2572N̂ � 0:91292
64� 64 N = 1:2947N̂ � 0:87348
96� 96 N = 1:2957N̂ � 0:85403

128� 128 N = 1:2894N̂ � 0:82960

Theserelationshipswereobtainedusingestimatesfrom 50 color imagesdifferentfrom the ones
employed in thesensitivity experimentsabove. Note that theparametersof theselinear relation-
shipsarepracticallyindependentof thewindow sizeusedin theestimation.

6.3 Summary

Wehavepresentedatechniquefor blindly estimatinglocalnoisevarianceandshowedhow it canbe
appliedto detectthepresenceof multiple levelsof noisein animage.This techniqueassumesthat
thekurtosisof local patchesof theoriginal imageis known, andthatthenoiseis white,Gaussian,
andstatisticallyindependentof theoriginal image.Theestimationmethodcanbeadaptedto deal
with differenttypesof noisewith known statisticalproperties(i.e., thekurtosis).We have shown
theef�cacy of measuringthelocal noisevariancein naturalimageswith locally addednoise,and
wehavequanti�ed thesensitivity of theestimationmethod.
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32� 32 64� 64
actual estimated(db)
(db) mean std min max
-6.00 -3.771 0.510 -4.853 -2.822
-5.50 -3.773 0.510 -4.853 -2.823
-5.00 -3.776 0.506 -4.810 -2.825
-4.50 -3.757 0.475 -4.638 -2.822
-4.00 -3.651 0.384 -4.248 -2.823
-3.50 -3.405 0.260 -3.789 -2.774
-3.00 -3.019 0.157 -3.256 -2.593
-2.50 -2.531 0.101 -2.722 -2.246
-2.00 -2.003 0.089 -2.227 -1.774
-1.50 -1.483 0.082 -1.670 -1.283
-1.00 -0.982 0.057 -1.080 -0.841

actual estimated(db)
(db) mean std min max
-6.00 -3.717 0.562 -4.843 -2.475
-5.50 -3.720 0.563 -4.821 -2.479
-5.00 -3.725 0.563 -4.806 -2.473
-4.50 -3.723 0.552 -4.765 -2.472
-4.00 -3.640 0.475 -4.425 -2.463
-3.50 -3.432 0.346 -3.935 -2.421
-3.00 -3.075 0.208 -3.346 -2.395
-2.50 -2.589 0.108 -2.794 -2.291
-2.00 -2.042 0.075 -2.249 -1.826
-1.50 -1.485 0.082 -1.702 -1.277
-1.00 -0.990 0.085 -1.154 -0.771

96� 96 128� 128
actual estimated(db)
(db) mean std min max
-6.00 -3.691 0.594 -4.954 -2.346
-5.50 -3.695 0.594 -4.930 -2.352
-5.00 -3.699 0.592 -4.922 -2.354
-4.50 -3.698 0.582 -4.828 -2.352
-4.00 -3.618 0.501 -4.508 -2.348
-3.50 -3.420 0.367 -3.967 -2.337
-3.00 -3.076 0.225 -3.366 -2.338
-2.50 -2.598 0.116 -2.818 -2.294
-2.00 -2.052 0.080 -2.271 -1.882
-1.50 -1.493 0.085 -1.720 -1.320
-1.00 -0.988 0.091 -1.199 -0.788

actual estimated(db)
(db) mean std min max
-6.00 -3.675 0.607 -4.997 -2.314
-5.50 -3.678 0.606 -4.957 -2.314
-5.00 -3.684 0.606 -4.958 -2.317
-4.50 -3.681 0.595 -4.869 -2.318
-4.00 -3.605 0.512 -4.553 -2.314
-3.50 -3.412 0.376 -3.979 -2.305
-3.00 -3.075 0.231 -3.372 -2.326
-2.50 -2.604 0.119 -2.815 -2.300
-2.00 -2.060 0.081 -2.283 -1.905
-1.50 -1.497 0.084 -1.716 -1.344
-1.00 -0.983 0.091 -1.198 -0.787

Table 6.2: Shown arethestatisticsof theestimatednoisevariances(mean,standarddeviation,and
minimum andmaximumvalues)asobtainedfor differentblock sizes. Thesestatisticshave been
obtainedfrom 50naturalimages.SeealsoFigure6.5.
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Figure 6.5: Shown are averageestimatednoisevariancesand their standarddeviations, plotted
againstthetruevaluesof thenoisevariances.Theseestimateswereobtainedfrom thegreenchannel
of color images. The original local kurtosiswas estimatedfrom the averageof the threecolor
channels.Eachdatapoint correspondsto anaverageover 50 imagesusingblocksof varioussizes.
SeealsoTable6.2.
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Chapter 7

Conclusion

In thepreviouschapters,we have presented� ve techniquesfor detectingdifferentformsof tam-
peringin manipulateddigital images:(1) tracesof re-sampling[52] (e.g.,scaling,rotation); (2)
manipulationsof color �lter arrayinterpolatedimages[53]; (3) doubleJPEGcompression[51];
(4) duplicatedregions[50]; and(5) inconsistentnoisepatterns[51]. Althoughthesetechniquesare
different,they work in acommonframework undertheassumptionthattamperingmayaltersome
underlyingstatisticalpropertiesof naturalimages.For eachtechnique,thegeneralapproachhas
beenthesame:�rst, statisticalchangesassociatedwith speci�c typesof tamperingareidenti�ed
andquanti�ed, thendetectionmethodsaredesignedto estimatethesechangesanddifferentiate
betweentamperedandunadulteratedimages.

When digitally compositingtwo, or more, images,it is often necessaryto scale,rotate,or
stretchthe original images,or portionsof them, in order to createa convincing match. These
manipulationsrequirere-samplingtheoriginal imagesontoa differentsamplinglattice. We have
shown, Chapter2, that re-samplingintroducesspeci�c correlationsbetweenneighboringimage
pixels.Thesecorrelationswerequanti�ed,andtheexpectation/maximization(EM) algorithmwas
employed to detectthemin any portion of an image. This detectionmethodcandetecta broad
rangeof re-samplingparameters,andis fairly robust to simpleattacks.Experimentswith lossy
compressedimages,however, have revealeda signi�cant weaknessin our technique:while rea-
sonablyrobuston GIF andJPEG2000images,our methodis particularlysensitive to JPEGcom-
pression.This is becauseJPEGcompressionintroducesa signi�cant amountof band-passnoise,
andspeci�c artifactsthatinterferewith thedetectionof re-samplingcorrelations.Webelieve,how-
ever, thatour techniquemaystill prove usefulfor a numberof differentforensicapplications:for
example,acourtof law mayacceptinto evidenceonly JPEGimageswith minimal compression.

The re-samplingdetectiontechniquecanalsobe employed to foil attackson authentication
watermarkingschemes.Temporalandgeometricdistortionsarea well-known classof attacksto
which robustwatermarkingschemesareparticularlysensitive. In audiosignals,temporalscaling
can occur from speedchangesof a tapeplayer, or can be the result of a sophisticatedprocess
designedto changethe durationof soundswithout alteringthe wavelengthsof their spectra.In
digital photographs,geometricdistortionscanbetheresultof manipulationswith a photo-editing
software. In video signals,both temporalandgeometricdistortionscanoccurwhenconverting
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betweendifferentencodingformats. Thesetemporalandgeometricdistortionscanbe modeled
with anaf�ne transformation.More speci�cally, a watermarkedsignalis �rst af�ne transformed,
then re-sampledonto a differentsamplinglattice to yield a new signal in which the embedded
watermarkbecomesunrecognizableby thewatermarkdetector. To foil this attack,thedistortion
parametersare�rst blindly estimatedusingourre-samplingdetectiontechnique1, thenthetemporal
or geometricdistortionsareinverted,andtheembeddedwatermarkrecovered.

To capturecolor images,mostdigital camerasemploy a singleCCD or CMOSsensorin con-
junctionwith acolor �lter array(CFA). At eachpixel location,asinglecolorsample(outof three)
is recorded,andthe missingcolor samplesareinterpolatedfrom neighboringsamples.We have
shown, Chapter3, that this process,referredto asCFA interpolationor demosaicking,introduces
speci�c correlationsbetweenneighboringcolor samples,similar to thosepresentin re-sampled
images.A broadclassof tamperingtechniques(e.g.,re-touching,enhancing)arelikely to destroy
or signi�cantly alter thesecorrelations.As such,thepresence,absence,or distortionof CFA in-
terpolationcorrelationsmayrepresentevidenceof authenticityor tampering.We have quanti�ed
thesecorrelationswith a simplelinearmodel,andemployedtheexpectation/maximization(EM)
algorithmto reveal their presence,or absence,in any portionof a CFA interpolatedcolor image.
Wehavetestedour techniqueonimagesCFA interpolatedwith sevendifferentschemes,andfound
that we candetecttracesof tamperingeven in lossycompressedimages.Although our method
is quite robust to simplecounterattacks,we have found a vulnerability. If a tamperedimageis
re-sampledontoa virtual CFA, thenre-interpolated,thetracesof tamperingbecomeundetectable.
This attack,however, requiresknowledgeof thecamera's CFA patternandinterpolationscheme,
and is not likely to be available to an averageuser. Anotherpotentialissuewith this detection
methodis the releaseof a new type of CMOS sensor, the FoveonX3, that cansimultaneously
samplethe threecolor channelsat eachpixel location. Imagesfrom camerasequippedwith this
sensorwill no longercontainthe CFA interpolationcorrelationsemployed to detecttampering.
We believe,however, thatour detectiontechniquemaystill beusefulgiventhat traditionalsingle
sensorcamerasarelikely to remaincheaperandmoreavailableto casualusers.

A photo-editingsoftwarepackage(e.g.,AdobePhotoshopr ) is usuallyemployedto manipulate
digital images.An imageis �rst loadedinto thephoto-editingsoftware,somemanipulationsare
performed,then it is re-saved. If the original and tamperedimagesarestoredin JPEGformat,
thedefault optionfor mostdigital cameras,thenthetamperedimagehasbeendoublecompressed.
We have shown, Chapter4, thatwhenanimageis doubleJPEGcompressedspeci�c correlations
are introducedbetweendiscretecosinetransform(DCT) coef�cients of imageblocks. We have
quanti�ed thesecorrelations,anddevisedan algorithm that can distinguishbetweensingleand
doubleJPEGcompressedimages. Although thereare certaintheoreticallimitations that make
doublecompressedimagesundetectablein somecases,we have testedour detectionmethodon a
largenumberof imagesandfoundthatdoubleJPEGcompressionis detectablefor abroadrangeof
quality factors.Wehavealsofoundthatourdetectionmethodis vulnerableto attack:if a tampered
JPEGimageis croppedprior to re-saving, the correlationsdescribedin Chapter4 areno longer

1It is possiblethatmorethanonesetof distortionparametersareobtainedfrom our detectionmethod,e.g.,image
rotationsby angles� � and� � � areindistinguishable.In this case,thesignalmustbeinvertedwith eachpossibleset
of distortionparameters,andthewatermarkdetectormustbeappliedto eachinvertedsignal.
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introduced.It is possiblethatotherartifactsmaybepresent,andthiswill beaninterestingproblem
for further research.Note that a doubleJPEGcompressedimageis not necessarilya forgery:
for example,a usermay re-save JPEGimageswith a lower quality to save storagespace.The
authenticityof a doubleJPEGcompressedimage,however, is questionableandfurther analysis
mayberequired.

Whentrying to concealapersonor objectin adigital image,acommonmanipulationis to copy
a portionof thesameimage,thenpasteit over thedesiredregion. If thesplicingis imperceptible
little concernis givento the fact that identical(or virtually identical)regionsarepresent.An ex-
haustiveapproachto detectingduplicatedimageregionsis computationallyprohibitive— it hasan
exponentialcomplexity in thenumberof imagepixels. We have proposedanef�cient technique,
Chapter5, thatcandetectandlocalizeduplicatedregionsin animage.Thebasicapproachworks
by �rst applyingaprincipalcomponentanalysis(PCA)onsmall,�x ed-sizeimageblocksto yield a
reduced-dimensionalrepresentationrobustto noiseandlossycompression.Duplicatedregionsare
detectedby lexicographicallysortingthetransformedimageblocks,thenexaminingpairsof neigh-
boringblocks. We have shown theef�cacy of this techniqueon credibleforgeries,andanalyzed
its sensitivity to simpleattacksandlossycompression.We have foundthatduplicatedregionsof
relatively smallsize(e.g.,32� 32pixels)areharderto detect,particularlyin thepresenceof noise.
Notethat this methodrequireshumaninterventionto validatethepotentialduplicatedregionsre-
turnedby ouralgorithm.This is becausefairly largeregionswith little variation(e.g.,sky, asphalt
roads)presentin naturalimagestendto yield falsepositives,i.e., regionsthataresimilar, but not
duplicated.In our experiments,we have found thatour algorithmyieldsa relatively low average
numberof falsepositives,i.e., lessthanonepercent.Our techniquecanalsobeemployedto detect
thepresenceof duplicatedregionsin two, or more,differentimages,asmight occurwhena com-
positeimageis createdby splicingtogetherportionsof several images.Theprincipalcomponent
analysisis appliedto �x ed-sizeblocksfrom all images,thenthealgorithmproceedsasin thesingle
imagecase.

Digital camerasintroducean inherentamountof noiseuniformly spreadacrossan image.
When creatingdigital forgeries,it is commonto add a small amountof additive noiseto con-
cealtracesof tampering,e.g.,to obscuredetailsin thebackgroundor at a spliceboundary. As a
result,tamperedimagesmaycontaininconsistentnoisepatterns,i.e., signi�cant variationsin the
localnoisevariance.Measuringthenoisevariancein theabsenceof theoriginal,noiselessimageis
anon-trivial, ill-de�ned problem.Wehaveemployedablind signalto noiseratio (SNR)estimator,
Chapter6, to locally estimatethenoisevariancein animageandrevealthepresenceof inconsistent
noiselevels. This estimatorworksundertheassumptionthat the imageandthenoisearestatisti-
cally independent,andrequiresknowledgeof thekurtosisvaluesof local imagepatches,andthe
kurtosisof thenoise.While thekurtosisof thenoisemaybeknown (e.g.,it is equalto 3 for white
Gaussiannoise)or easilyestimated,reliably estimatingthekurtosisof theoriginal imagepatches
remainsanopenproblem. Assuming,for gray-scaleimages,that the original valuesof the local
kurtosisareknown, and,for color images,employing asimpleheuristicto estimatethem,wehave
illustratedhow blind estimationof thelocal noisevariancecanrevealthepresenceof inconsistent
noiselevels (a sign of tampering)in imageswith locally addednoise. We have found,however,
thatdueto numericalerrors,andto errorsin thesampleaverageestimatesof thekurtosis,a bias

116



is introducedin theestimationof thelocal noisevariance.This biaswasquanti�ed, thenremoved
from theestimation.Sensitivity experimentshave shown that, in general,theestimationis fairly
accurate.Not unexpectedly, we have noticedthatdueto numericalerrorstheestimationbecomes
lessaccuratefor verysmallnoisevariances.

As with any authenticationschemes,our statisticaltechniquesmaybe vulnerableto counter-
attack.Extensive experimentshave shown thatour algorithmsarereasonablyrobustto simpleat-
tacks,e.g.,lossycompressionschemes,additivenoise,andnon-linearluminancetransformations.
We have, however, identi�ed several moresophisticatedattacksto which someof our detection
schemesarevulnerable.For example,re-samplingdetectionis particularlysensitiveto lossyJPEG
compression,the correlationsspeci�c to color �lter array interpolationcan be simulatedif the
color patternandinterpolationschemeareknown, anddoublequantizationartifactsareno longer
introducedin a doubleJPEGcompressedimage,if theimageis croppedprior to thesecondcom-
pression. In a forensiccontext, it is importantthat the developmentof authenticationtools and
the analysisof their limitations go in parallel. A full analysisof these,andother, potentialvul-
nerabilitiesis beyond the scopeof this thesis,andrepresentsan interestingdirection for future
research.

Most techniquesproposedin this thesisweretargetedtowardsdetectingtamperingin uncom-
pressedor losslesscompressedimages. We have noticedthat lossycompressionschemes(e.g.,
JPEG)introducespeci�c artifactsthat interferewith someof our statisticalmethods.Sincelossy
compressedimagesaremorewidespreadthantheir uncompressedcounterparts(a signi�cant pro-
portion of digital camerasstoreimagesonly in JPEGformat) an importantdirection for future
researchwouldbeto designdetectiontechniquestargetedtowardslossycompressedimages.

Anotherinterestingfutureresearchtopic would beto investigatestatisticaltechniquesfor de-
tecting tamperingin digitally scannedimages. For example,color imagescapturedwith single
sensorcamerascontaincorrelationsspeci�c to color �lter arrayinterpolationthatcanbeemployed
for imageauthentication.It may be worth investigatingif similar correlationsareintroducedby
digital scanners,andif digitally scannedimagesanddigital cameraimageshavedifferentstatistical
properties.This mayalsohelpfoil theanalogto digital attackin which a digital imageis printed,
thenscannedin orderto destroy embeddedwatermarks,or to concealtracesof tampering.

With the advent of low-cost,powerful computersandsophisticatedediting tools even casual
userscanmanipulatedigital videowith relativeease.Theresultingtamperedvideosequencescan
beveryhardto distinguishfrom authenticfootage.It is likely, however, thattamperingmightalter
someunderlyingstatisticalpropertiesof naturalvideosequences.A futureresearchtopicwouldbe
to investigatewhatstatisticalchangesoccurwhentamperingwith videosequences,andto design
detectiontechniquesthatquantifyandestimatethesechanges.A potentialissueis thatmostdigital
videosequencesareencodedwith lossycompressiontechniques(e.g.,MPEG),which is likely to
introduceartifacts(similar to thoseintroducedby JPEGcompressionin images)thatmayconceal
tracesof tampering.We hopethat the signi�cant amountsof datacontainedin video sequences
mightoffsetthispotentialdif�culty .

Theproposedstatisticalimageauthenticationtechniqueswork in theabsenceof any embedded
watermarksor signatures.They arenot,however, intendedto replacetheexisting imageauthenti-
cationtechniques,notablydigital watermarking,but ratherto provide a complementaryapproach.
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Webelievethedevelopmentof statisticaltoolsis particularlyimportantto helpcontendwith cases
whereexisting techniquesarenot applicable,or mayprove too costly. In addition,thestatistical
modelsemployedto detecttamperingmayhaveapplicationsin other�elds, andtheirdevelopment
mayhelpprovideabetterunderstandingof thestatisticalpropertiesof naturalimages.

We believe thatmany complementarystatisticaltechniquessuchasthosepresentedhere[52,
51,50, 53], andthosethatothersaredeveloping(e.g.,[18, 40,24, 39]), will beneededto reliably
exposedigital forgeries.Thereis little doubtthatevenwith thedevelopmentof asuiteof detection
techniques,moresophisticatedtamperingtechniqueswill emerge, which in turn will leadto the
developmentof moreelaboratedetectiontools,andsoon. Ourhope,however, is thatourdetection
toolswouldmakethecreationof undetectableforgeriesanincreasinglycomplex anddif�cult task.
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Appendix A

Expectation-Maximization Algorithm

We presenta shorttutorial of theExpectation-Maximization(EM) algorithm[14], a generaltech-
nique for �nding maximum-likelihood parameterestimatesof probabilistic models. We also
presenta simpleexampleof its applicationto a mixtureof two linearmodels(for a moredetailed
tutorial andexamplessee[6]).

A.1 Preliminaries and GeneralApproachof EM

Considera densityfunctionp(~x j �) thatdependson a setof parameters� , e.g.,if p(~x j �) were
a mixture (sum) of Gaussians,then � would be the set of their meansand covariances. Let
X = f ~x1; : : : ; ~xN g be a datasetconsistingof N vectors,independentandidenticallydistributed
(i.i.d.) with distributionp. Thejoint densityof thesamplesis givenby:

p(X j �) =
NY

i =1

p(~x i j �) = L (� j X ) ; (A.1)

whereL (� j X ), asa functionof � with �x eddataX , is calledthe likelihoodof theparameters
giventhedata,or thelikelihoodfunction. Maximumlikelihoodestimationamountsto �nding � ?

for whichL (� j X ) is maximized,i.e.:

� ? = arg max
�

L (� j X ) : (A.2)

In practice,it is oftenanalyticallyeasierto maximizethelog-likelihood,log(L (� j X )), instead,
e.g.,whenp(~x j �) is anexponentialdistributionsuchasaGaussianor Laplacian.

In the context of theEM algorithm,thedatais assumedto be incompleteor to have missing
values.This is thecasewhentheobservationprocesshaslimitations,or whentheoptimizationof
thelikelihoodfunctionis intractableandcanbesimpli�ed by assumingtheexistenceof unknown
dataor missingvariables(alsoknown ashidden,or latentvariables).A completedatasetZ =
(X ; Y) is assumedto exist, whereX , the observed data, is called the incompletedata, and Y
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denotesthe missingparametersor data. A joint densityfunction is alsoassumedto exist, or is
speci�ed:

p(~z j �) = p(~x; ~y j �) = p(~y j ~x; �) p(~x j �) : (A.3)

This joint distribution is oftenconstructedfrom themarginal densityfunctionp(~x j �) of the in-
complete(observed)data,andtheassumptionof hiddenvariables,asin thecaseof mixtureden-
sities. A new likelihoodfunction, thecompletedatalikelihood,is de�ned from the joint density
function:

L (� j Z ) = L (� j X ; Y) = p(X ; Y j �) : (A.4)

The goal of the EM algorithm is to maximize the incompletedata log-likelihood function
log(L (� j X )). Given � (n) , a currentchoiceof parameterestimates,the incompletedatalog-
likelihoodtakestheform:

log
�
L

�
� (n) j X

� �
= logp

�
X j � (n)

�
=

log
NY

i =1

p
�
~x i j � (n)

�
=

NX

i =1

logp
�
~x i j � (n)

�
: (A.5)

Note that themarginal densityon the incompletedata,p(~x j �) , canbeobtainedastheexpected
valueof the joint densityof the completedata,p(~x; ~y j �) , Equation(A.3). This expectationis
computedwith respectto themissingdataY giventheobserveddataX :

p(~x j �) =
Z

Y 2 �
p(~x j �) p(Y j ~x; �) dY =

Z

Y 2 �
p(~x; Y j �) dY; (A.6)

where� denotesthespaceof valuesthatY cantake on. SubstitutingEquation(A.6) into Equa-
tion (A.5) yieldsthefollowing expressionfor theincompletedatalog-likelihood:

log
�
L

�
� (n) j X

� �
=

NX

i =1

log
Z

Y 2 �
p

�
~x i ; Y j � (n)

�
dY: (A.7)

We would like next to �nd new parameterestimates� (n+1) that increasethe log-likelihood,i.e.,
maximizethedifferencebetweentheoriginalandnew log-likelihoods:

� (n+1) = arg max
�

Q(� ; � (n)) (A.8)

where:
Q(� ; � (n)) = log(L (� j X )) � log

�
L

�
� (n) j X

� �
: (A.9)

In practice,however, it is often easierto maximizea lower boundof Q(� ; � (n)) instead. This
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lowerboundis obtainedusingsomealgebraicmanipulations:

Q(� ; � (n)) =
NX

i =1

log
Z

Y 2 �
p(~x i ; Y j �) dY �

NX

i =1

log
Z

Y 02 �
p

�
~x i ; Y 0j � (n)

�
dY 0

=
NX

i =1

log

R
Y 2 � p(~x i ; Y j �) dY

R
Y 02 � p(~x i ; Y 0j � (n)) dY 0

=
NX

i =1

log
Z

Y 2 �

p(~x i ; Y j �) dYR
Y 02 � p(~x i ; Y 0j � (n)) dY 0

=
NX

i =1

log
Z

Y 2 �

p
�
~x i ; Y j � (n)

�
R

Y 02 � p(~x i ; Y 0j � (n)) dY 0

p(~x i ; Y j �)
p(~x i ; Y j � (n))

dY

=
NX

i =1

log
Z

Y 2 �
p

�
Y j ~x i ; � (n)

� p(~x i ; Y j �)
p(~x i ; Y j � (n))

dY:

(A.10)

The conditionalprobability rule and Equation(A.6) were employed in the last stepof Equa-
tion (A.10):

p(Y j ~x i ; �) =
p(~x i ; Y j �)

p(~x i j �)
=

p(~x i ; Y j �)R
Y 02 � p(~x i ; Y 0j � (n)) dY 0

: (A.11)

Using Jensen's inequality1 (the log is a concave function) in Equation(A.10) yields the desired
lowerbound:

Q(� ; � (n)) =
NX

i =1

log
Z

Y 2 �
p

�
Y j ~x i ; � (n)

� p(~x i ; Y j �)
p(~x i ; Y j � (n))

dY

�
NX

i =1

Z

Y 2 �
p

�
Y j ~x i ; � (n)

�
log

p(~x i ; Y j �)
p(~x i ; Y j � (n))

dY = L(� ; � (n)):

(A.12)

To understandhow the lower boundin Equation(A.12) is employed, consideran arbitrary
function f , and let g be a lower boundof f , i.e., f (x) � g(x); 8x. If thereexists x0 suchthat
f (x0) = g(x0), andx? suchthat g(x?) > g(x0), thenf (x?) > f (x0) — this is particularly true
whenx? = arg maxx g(x). In otherwords, if by moving from x0 to x? the lower boundg is
increased,thenthe function f is alsoincreased.Note that the lower boundin Equation(A.12) is
constructedsuchthatL(� (n) ; � (n)) = Q(� (n) ; � (n)) = 0. As a result,anew choiceof parameters
� (n+1) that improves the lower boundwill also improve Q(� ; � (n)), Equation(A.9), which is

1Jensen's inequalitystatesthatgivenf a realcontinuousconcavefunctionthen:
P n

i =1 f (x i )
n

� f
� P n

i =1 x i

n

�
:

This inequalitycanbegeneralizedto in®nite or continuoussums,i.e.,expectationsor integrals.
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equivalentto increasingtheincompletedatalog-likelihood:

L(� (n+1) ; � (n)) > L(� (n) ; � (n)) ) Q(� (n+1) ; � (n)) > Q(� (n) ; � (n)) ,

log
�
L

�
� (n+1) j X

� �
> log

�
L

�
� (n) j X

� �
(A.13)

Notealsothatin thede�nition of L(� ; � (n)), Equation(A.12), thedenominatorof thelog doesnot
dependon � , andcanbedroppedwhenmaximizingthelowerboundwith respectto � .

We are�nally readyto presentthegeneralapproachof theEM algorithm.First, initial param-
eterestimates� (0) arechosen2. The algorithmthenproceedsin iterations,at eachiterationtwo
stepsbeingexecuted:

1. During theE-step3 theexpectedvalueof thecompletedatalog-likelihood,Equation(A.4),
is computedwith respectto the unknown dataY given the observeddataX anda current
settingof theparameterestimates� (n) :

E
�

log(L (Z j �)) j X ; � (n)
	

= E
�

log p(X ; Y j �) j X ; � (n)
	

=
Z

Y 2 �
log[p(X ; Y j �) ] p

�
Y j X ; � (n)

�
dY

=
Z

Y 2 �

"
NX

i =1

logp(~x i ; Y j �)

#

p
�
Y j X ; � (n)

�
dY:

(A.14)

Note that the expectationin Equation(A.14) is equivalent to the lower bound in Equa-
tion (A.12) with thedenominatorof the log dropped.Notealsothat theexpectationof the
completedatalog-likelihoodis a deterministicfunctionof � thatdependson theobserved
data,X , andon thecurrentparametersetting,� (n) .

2. During theM-steptheexpectationcomputedduringtheE-stepis maximizedwith respectto
� to yield new parameterestimates:

� (n+1) = arg max
�

E
�

log(L (Z j �) ) j X ; � (n)
	

= arg max
�

Z

Y 2 �

"
NX

i =1

logp(~x i ; Y j �)

#

p
�
Y j X ; � (n)

�
dY:

(A.15)

Thetwo stepsarerepeateduntil convergence.Eachiterationis guaranteedto increasetheincom-
pletelog-likelihood. The algorithmis proved to converge to a local maximumof the likelihood
function,Equation(A.1) — see[62] for detailson therateof convergenceof theEM algorithm.

Whenpresentedasabove, in its mostgeneralform, theEM algorithmdoesnot provide exact
implementationdetails.Thedetailsof theE- andM-stepsaredependenton theparticularapplica-
tion thealgorithmis designedfor. We presentnext a simpleexamplewheretheEM algorithmis
appliedto amixtureof two linearmodels.

2The initial parameterestimatesareoftenrandomlychosen.Whenavailable,prior informationcanbeemployed
for amoreªeducatedºguess.

3Speakingof an expectation(E) stepis somewhata misnomer. What is really computedin the ®rst steparethe
data-dependenttermsof thelowerboundin Equation(A.12),undertheassumptionof existenceof missingparameters.
Oncecomputed,thesetermsfully determinethelowerboundwhichcanbemaximizedin thesecondstep.
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FigureA.1: Planarpointsgeneratedfrom two linearmodelscorruptedwith whiteGaussiannoise.

A.2 Mixtur eof Two Linear Models

TheEM algorithmprovidesanelegantsolutionfor mixturemodelsproblems,asit cansimultane-
ouslysegmentand�t datageneratedfrom multiple parametricmodels.Consider, for example,a
setof 2-D datapointsX = f (x i ; yi ) j i = 1; : : : ; N g, FigureA.1, eachof themgeneratedfrom one
of two linearmodels:

m1 : yi = a1x i + b1 + n1(i ) or m2 : yi = a2x i + b2 + n2(i ); (A.16)

wherea1, b1, a2, b2 arethemodelparameters,andn1(i ), n2(i ) denotei.i.d. samplesdrawn from
a Gaussiandistribution with zero meanand � 2 variance. In the context of the EM algorithm,
the observed datais representedby the set of points X , and the parametersare the slopesand
the interceptsof the linear models: � = f a1; b1; a2; b2g. The missingdataarerepresentedby a
setof N randomvariables,onefor eachdatapoint, that cantake oneof two values:m1, if the
correspondingdatapoint is generatedby the�rst model,or m2, if thecorrespondingdatapoint is
generatedby thesecondmodel.

To maximizetheobserveddatalikelihoodL (X j �) , Equation(A.1), we startwith randomly
chosenparameters� (0) = f a(0)

1 ; b(0)
1 ; a(0)

2 ; b(0)
2 g, thenateachiterationwemaximizethelowerbound

of theobserveddatalog-likelihood:

J (� ; � (n)) =
2X

j =1

NX

i =1

log[p((x i ; yi ); mj j �) ] p
�
mj j (x i ; yi ); � (n)

�
: (A.17)
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Theabove lowerboundcanbeobtainedfrom themoregeneralform in Equation(A.14) underthe
assumptionthatthepointsin X areindependentlygeneratedandthemissing(unobserved)random
variablesaremutually independent.In Equation(A.17), p((x i ; yi ); mj j �) is theprobability that
thei th point wasgeneratedby modelmj andthat its observedcoordinateswere(x i ; yi ), giventhe
modelparameters� . Likewise,p

�
mj j (x i ; yi ); � (n)

�
is theprobabilitythati th pointwasgenerated

by modelmj , giventhatits observedcoordinateswere(x i ; yi ) andthemodelparametersare� (n) .
Theseprobabilitiesneedto be evaluatedin order to maximizethe lower boundJ (� ; � (n)) asa
function of � . To computep((x i ; yi ); mj j �) , we startby applying the conditionalprobability
rule:

p((x i ; yi ); mj j �) = p((x i ; yi ) j mj ; �) p(mj j �) ; (A.18)

wherep(mj j �) representsthe prior probability of the i th point beinggeneratedby modelmj .
Sincethe points in X are generatedfrom linear modelscorruptedby additive Gaussiannoise,
p((x i ; yi ) j mj ; �) is givenby:

p((x i ; yi ) j mj ; �) =
1

�
p

2�
exp

�
�

(yi � aj x i � bj )2

2� 2

�
; j = 1; 2 i = 1; : : : ; N: (A.19)

Wewill assumenext thateachpoint is equallylikely to begeneratedby eachmodel,i.e., theprior
modelprobabilitiesareequal:

p(m1 j �) = p(m2 j �) =
1
2

: (A.20)

Thelog termin Equation(A.17) thentakestheform:

log[p((x i ; yi ); mj j �) ] = �
1

2�
(yi � aj x i � bj )

2 � log2�
p

2�

j = 1; 2 i = 1; : : : ; N: (A.21)

To computep
�
mj j (x i ; yi ); � (n)

�
, theBayes'ruleandEquations(A.19-A.20)areemployed:

p
�
mj j (x i ; yi ); � (n)

�
=

p
�
(x i ; yi ) j mj ; � (n)

�
p

�
mj j � (n)

�

P 2
k=1 p((x i ; yi ) j mk ; � (n)) p(mk j � (n))

=
exp

�
� 1

2� 2

�
yi � a(n)

j x i � b(n)
j

� 2
�

exp
�

� 1
2� 2

�
yi � a(n)

1 x i � b(n)
1

� 2
�

+ exp
�

� 1
2� 2

�
yi � a(n)

2 x i � b(n)
2

� 2
�

j = 1; 2 i = 1; : : : ; N: (A.22)

SubstitutingEquations(A.21-A.22) in Equation(A.17) and droppingthe termsthat do not
dependon theparameters� = f a1; b1; a2; b2g, yieldsthedesiredlowerboundasa functionof the
parameters:

J (� ; � (n)) = �
2X

j =1

NX

i =1

w(i; j )(yi � aj x i � bj )2; (A.23)
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wherew(i; j ) = p
�
mj j (x i ; yi ); � (n)

�
, Equation(A.22). Thisquadraticlowerboundis maximized

by �rst settingits partialderivativesequalto zeroto yield a linearsystemof equations:

@J
@aj

= 0

@J
@bj

= 0
)

2
NX

i =1

w(i; j ) x i (yi � aj x i � bj ) = 0

2
NX

i =1

w(i; j ) (yi � aj x i � bj ) = 0

) (A.24)

aj

 
NX

i =1

w(i; j ) x2
i

!

+ bj

 
NX

i =1

w(i; j ) x i

!

=
NX

i =1

w(i; j ) x i yi

aj

 
NX

i =1

w(i; j ) x i

!

+ bj

 
NX

i =1

w(i; j )

!

=
NX

i =1

w(i; j ) yi

j = 1; 2: (A.25)

Theabove linearsystemof equationsis thensolvedto obtainnew parameterestimates:
"

a(n+1)
j

b(n+1)
j

#

=
� P N

i=1 w(i; j ) x2
i

P N
i=1 w(i; j ) x iP N

i=1 w(i; j ) x i
P N

i=1 w(i; j )

� � 1 � P N
i=1 w(i; j ) x i yiP N

i=1 w(i; j ) yi

�
j = 1; 2: (A.26)

Notethat the lower boundJ (� ; � (n)), Equation(A.23), is theweightedsquareerrorbetweenthe
datapointsandthe linearmodels.Theweightsaregivenby theprobabilitiesof eachpoint being
generatedby oneof thetwo models.As aresult,maximizingJ (� ; � (n)) is equivalentto weighted
leastsquaresestimation.

To summarize,theEM algorithmproceedsasfollows:

1. During the E-step,usingthe currentparameterestimates,we computethe probabilitiesof
eachdatapointof belongingto oneof thetwo models,Equation(A.22).

2. During the M-step,weightedleastsquaresestimationis employed to computenew model
parametersusingthepreviouslycomputedprobabilitiesasweights,Equation(A.26).

The two stepsarerepeateduntil convergence.In practice,the EM algorithmconvergesquickly,
but it is susceptibleto local optima.This problemcanbealleviatedby runningtheEM algorithm
multiple timeswith differentrandominitial conditions.

Shown in FigureA.2 aretheestimatesof thelinearmodelsateachiterationof theEM algorithm
usingthedatapointsin FigureA.1. The initial parameterswererandomlychosen.Note that, in
thisexample,theEM algorithmconvergesin only six iterations.
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I = 1 I = 2 I = 3

I = 4 I = 5 I = 6

FigureA.2: Modelestimatesateachiterationof theEM algorithmfor thedatapointsin FigureA.1.
Notethat,in thisexample,convergenceis achievedaftersix iterations.
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